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Objectives
After studying this unit, you will be able to:


Discuss the importance of computer security



Learn about the basic components of computer security



Know about the various goals of security



Understand the various threats to computer security

Introduction
This unit deals with the basic concepts relating computer security. The remainder of the book
will elaborate on these concepts in order to reveal the logic underlying the principles of these
concepts.
We begin with basic security-related services that protect against threats to the security of the
system. The next section discusses security policies that identify the threats and define the
requirements for ensuring a secure system. Security mechanisms detect and prevent attacks and
recover from those that succeed. Analyzing the security of a system requires an understanding
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of the mechanisms that enforce the security policy. It also requires knowledge of the related
assumptions and trust, which lead to the threats and the degree to which they may be realized.
Such knowledge allows one to design better mechanisms and policies to neutralize these threats.
This process leads to risk analysis. Human beings are the weakest link in the security mechanisms
of any system. Therefore, policies and procedures must take people into account. This Unit
discusses each of these topics.

Why is Security Important?
Computer security is the process of preventing or detecting unauthorized use of your computer.
Malicious software on your computer can damage files, steal personal information and ultimately
render your computer inoperable. Using the proper security can help prevent these types of
problems.

Privacy Issues
Computers are used for everything from banking to shopping to communication, all things that
you may not want strangers accessing. Generally when people use the Internet their activities
are not private anymore. Anytime you apply for an account, register for something or purchase
something online that information is saved. This information can be sold to marketing companies
without your knowledge or consent. This can be either legal, or illegal, depending on the
circumstances.
Things like online banking and shopping are usually done through secured websites which
protect the user from identity theft, but no security is foolproof and you should be aware of
where you put personal information when you are on the Internet. Social networking sites are
common places that private information is revealed if you are not careful.

1.1 Basic Components of Security
Computer security rests on confidentiality, integrity, and availability. The interpretations of
these three aspects vary, as do the contexts in which they arise. The interpretation of an aspect in
a given environment is dictated by the needs of the individuals, customs, and laws of the
particular organization.
Confidentiality, Integrity and Availability are the basic components of computer security. In
this Unit you will learn briefly about these components.
Confidentiality: A good example is cryptography, which traditionally is used to protect secret
messages. But cryptography is traditionally used to protect data, not resources. Resources are
protected by limiting information, for example by using firewalls or address translation
mechanisms.
Integrity: A good example here is that of an interrupted database transaction, leaving the database
in an inconsistent state. Trustworthiness of both data and origin affects integrity. The term
integrity is tied to trustworthiness makes it much harder to quantify than confidentiality.
Cryptography provides mechanisms for detecting violations of integrity, but not preventing
them (e.g., a digital signature can be used to determine if data has changed). You will study
about cryptography in detail in the subsequent Unit.
Availability: This is usually defined in terms of “quality of service,” in which authorized users
are expected to receive a specific level of service (stated in terms of a metric). Denial of service
attacks are attempts to block availability.
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1.2 Essentials of Computer Security
1.

Notes

Computer Security Supports the Mission of the Organization: The purpose of computer
security is to protect an organization’s valuable resources, such as information, hardware,
and software. Through the selection and application of appropriate safeguards, security
helps the organization’s mission by protecting its physical and financial resources,
reputation, legal position, employees, and other tangible and intangible assets.
Unfortunately, security is sometimes viewed as thwarting the mission of the organization
by imposing poorly selected, bothersome rules and procedures on users, managers, and
systems. On the contrary, well-chosen security rules and procedures do not exist for their
own sake they are put in place to protect important assets and thereby support the overall
organizational mission. Security, therefore, is a means to an end and not an end in itself.
For example, in a private sector business, having good security is usually secondary to the
need to make a profit. Security, then, ought to increase the firm’s ability to make a profit. In
a public sector agency, security is usually secondary to the agency’s service provided to
citizens. Security, then, ought to help improve the service provided to the citizen.

2.

Computer Security Should Be Cost-Effective: The costs and benefits of security should be
carefully examined in both monetary and nonmonetary terms to ensure that the cost of controls
does not exceed expected benefits. Security should be appropriate and proportionate to
the value of and degree of reliance on the computer systems and to the severity, probability
and extent of potential harm. Requirements for security vary, depending upon the particular
computer system.
In general, security is a smart business practice. By investing in security measures, an
organization can reduce the frequency and severity of computer security-related losses.
For example, an organization may estimate that it is experiencing significant losses per
year in inventory through fraudulent manipulation of its computer system. Security
measures, such as an improved access control system, may significantly reduce the loss.
Moreover, a sound security program can thwart hackers and can reduce the frequency of
viruses. Elimination of these kinds of threats can reduce unfavorable publicity as well as
increase morale and productivity.

Notes Security benefits, however, do have both direct and indirect costs. Direct costs
include purchasing, installing, and administering security measures, such as access control
software or fire-suppression systems. Additionally, security measures can sometimes
affect system performance, employee morale, or retraining requirements. All of these
have to be considered in addition to the basic cost of the control itself. In many cases, these
additional costs may well exceed the initial cost of the control (as is often seen, for example,
in the costs of administering an access control package). Solutions to security problems
should not be chosen if they cost more, directly or indirectly, than simply tolerating the
problem.
3.

Computer Security Responsibilities and Accountability Should Be Made Explicit: The
responsibilities and accountability of owners, providers, and users of computer systems
and other parties concerned with the security of computer systems should be explicit. The
assignment of responsibilities may be internal to an organization or may extend across
organizational boundaries.
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Depending on the size of the organization, the program may be large or small, even a
collateral duty of another management official. However, even small organizations can
prepare a document that states organization policy and makes explicit computer security
responsibilities. This element does not specify that individual accountability must be
provided for on all systems. For example, many information dissemination systems do
not require user identification and, therefore, cannot hold users accountable.

1.3 Threats to Computer Security
Computer systems are vulnerable to many threats that can inflict various types of damage
resulting in significant losses. This damage can range from errors harming database integrity to
fires destroying entire computer centers. Losses can stem, for example, from the actions of
supposedly trusted employees defrauding a system, from outside hackers, or from careless data
entry clerks. Precision in estimating computer security-related losses is not possible because
many losses are never discovered, and others are “swept under the carpet” to avoid unfavorable
publicity. The effects of various threats varies considerably: some affect the confidentiality or
integrity of data while others affect the availability of a system.

1.3.1 Errors and Omissions
Errors and omissions are an important threat to data and system integrity. These errors are
caused not only by data entry clerks processing hundreds of transactions per day, but also by all
types of users who create and edit data. Many programs, especially those designed by users for
personal computers, lack quality control measures. However, even the most sophisticated
programs cannot detect all types of input errors or omissions. A sound awareness and training
program can help an organization reduce the number and severity of errors and omissions.
Users, data entry clerks, system operators, and programmers frequently make errors that
contribute directly or indirectly to security problems. In some cases, the error is the threat, such
as a data entry error or a programming error that crashes a system. In other cases, the errors
create vulnerabilities. Errors can occur during all phases of the systems life cycle. A long-term
survey of computer-related economic losses conducted by Robert Courtney, a computer security
consultant and former member of the Computer System Security and Privacy Advisory Board,
found that 65 percent of losses to organizations were the result of errors and omissions. This
figure was relatively consistent between both private and public sector organizations.

1.3.2 Fraud and Theft
Computer systems can be exploited for both fraud and theft both by “automating” traditional
methods of fraud and by using new methods. For example, individuals may use a computer to
skim small amounts of money from a large number of financial accounts, assuming that small
discrepancies may not be investigated. Financial systems are not the only ones at risk. Systems
that control access to any resource are targets (e.g., time and attendance systems, inventory
systems, school grading systems, and long-distance telephone systems). In addition to the use of
technology to commit fraud and theft, computer hardware and software may be vulnerable to
theft.

1.3.3 Loss of Physical and Infrastructure Support
The loss of supporting infrastructure includes power failures (outages, spikes, and brownouts),
loss of communications, water outages and leaks, sewer problems, lack of transportation services,
fire, flood, civil unrest, and strikes. These losses include such dramatic events as the explosion at
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the World Trade Center and the Chicago tunnel flood, as well as more common events, such as
broken water pipes.

Notes

1.3.4 Malicious Hackers
The term malicious hackers, sometimes called crackers, refers to those who break into computers
without authorization. They can include both outsiders and insiders. Much of the rise of hacker
activity is often attributed to increases in connectivity in both government and industry. One
1992 study of a particular Internet site (i.e., one computer system) found that hackers attempted
to break in at least once every other day.

1.3.5 Malicious Code
Malicious code refers to viruses, worms, Trojan horses, logic bombs, and other “uninvited”
software. Sometimes mistakenly associated only with personal computers, malicious code can
attack other platforms. Malicious software’s consist of viruses, worms, Trojan horses, etc.

1.4 Goals of Security
Given below are the major goals of computer security:
1.

Prevention: Prevention is ideal, because then there are no successful attacks.

2.

Detection: Detection occurs after someone violates the policy. The mechanism determines
that a violation of the policy has occurred (or is underway), and reports it. The system (or
system security officer) must then respond appropriately.

3.

Recovery: Recovery means that the system continues to function correctly, possibly after
a period during which it fails to function correctly. If the system functions correctly always,
but possibly with degraded services, it is said to be intrusion tolerant. This is very difficult
to do correctly; usually, recovery means that the attack is stopped, the system fixed (which
may involve shutting down the system for some time, or making it unavailable to all
users except the system security officers), and then the system resumes correct operations.

Self Assessment
Fill in the blanks:
1.

…………………… refers to viruses, worms, Trojan horses, logic bombs, and other
“uninvited” software.

2.

The term malicious hackers, sometimes called …………….., refers to those who break into
computers without authorization.

3.

……………………… can occur during all phases of the systems life cycle.

4.

A sound awareness and training program can help an organization reduce the number
and severity of errors and …………………………..

5.

The costs and benefits of …………………. should be carefully examined in both monetary
and nonmonetary terms.

6.

The purpose of computer security is to protect an organization’s valuable resources, such
as information, hardware, and ……………………..
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1.5 Security Policies and Procedures
An information system security policy is a well-defined and documented set of guidelines that
describes how an organization manages and protects its information assets, and how it makes
future decisions about its information system security infrastructure.
Security procedures document precisely how to accomplish a specific task. For example, a policy
may specify that virus checking software is updated on a daily basis, and a procedure will state
exactly how this is to be done — a list of steps.

1.6 Ways to Ensure Computer Security
Computer security is important for all computer users. To protect your computer from viruses,
worms, hacking attempts, and data theft, it is recommended that you follow the guidelines
listed below:
1.

Keep Security Updates Current: Both Microsoft and Apple release regular security updates
for their operating systems (Windows and OS X respectively). You should check for security
updates once a week. You can also configure your system to check for updates automatically.

2.

Maintain Secure Passwords and Accounts: It is important to create secure passwords (also
known as strong passwords).
A secure password should contain:
(i)

Seven or eight characters.

(ii)

At least one number or special character (for example, @ $ [ ] + ).

(iii) At least one capital letter.
(iv)

At least one lowercase letter.

Make sure to set up unique accounts on your machine for each user.
3.

4.

Use Caution with Email Links and Attachments: Scam artists and hackers often send
infected email attachments or links to compromised websites. Make sure your email
program automatically scans all email and attachments to keep your computer safe.
(i)

Do not open attachments or click links in email from people you do not know.

(ii)

If the attachment looks suspicious, do not open the file. Save it to your computer and
scan it for viruses. Make sure your antivirus software is up to date.

Install and Regularly Update Your Antivirus Software.

Task List 10 companies which offer antivirus programs in the Indian market.
Today the market is cluttered with so many antivirus programs (Figure 1.1). A computer
user must install and regularly update the antivirus software to prevent any attack to their
system. This software is necessary to secure your computer against threats from viruses,
worms and Trojans. Most new computers come with an antivirus package preinstalled,
but it up to you to renew the subscription or replace the software before the trial period
ends. Antivirus software is available in subscription and free variations, with many products
having a basic free version and a subscription version. Whatever antivirus software you
have installed should be updated and scanning your computer regularly.
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Figure 1.1: List of some Common Antivirus Software

Notes

!

Caution If you already have an antivirus program, do not download another one, since
these programs may interfere with each other.

5.

Install and Maintain a Firewall Program: A firewall protects your computer from
unwanted network intrusions by hackers or self-spreading worms that infiltrate your
computer through open network ports. Windows 7, Windows Vista, Windows XP and
Mac OS X have built-in firewalls.
Figure 1.2: Windows Firewall
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6.

Avoid and Remove Spyware: Spyware is a type of malicious program that runs invisibly
and collects information about the person using that computer. Spyware can result in data
corruption, pop-up ads, hacker attacks and identity thefts so it is important to have software
on your computer that can detect and delete spyware. This software can be part of antivirus
software or purchased separately.
Figure 1.3: Spyware Program by PC Tools

Did u know? Antispyware can also be downloaded for free just like antivirus software.

7.

Ensure Secure Connections: Whenever you connect to the Internet or another computer on
a network, data can be exchanged between your computer and the Web or your computer
and another one on the same network.
(i)

Security File Transfer Protocol (SFTP)

(ii)

Secure Shell (SSH)

1.7 Security Precautions

8

1.

Don’t run any programs of unknown origin: Never run/install a program that is not authorized
by a company or person that you trust. Windows 7 will usually ask you to confirm any
installation before proceeding, especially if Windows does not recognize the author of the
program. Programs can contain viruses that will infect a computer.

2.

Turn off your computer or unplug the network cable when not in use: Your computer
cannot be attacked when it is off or not connected to the Internet. Rebooting is a good idea
for maintenance reasons as well.

3.

Keep your private information private: Be careful who you give your information to and
never give it out unless you are certain of who will be reading it. Check your browser for
the lock symbol in the address bar at the top or the status bar at the bottom. This means
that the website is secure. Also, if you see https:// in the front of the web address it means
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the website is using Secure Sockets Layer (SSL) technology that encrypts data and requires
a code.
4.

Research suspicious information: If you see something suspicious do some research online
to find out if something is legitimate and not a hoax of some sort.

5.

Baits: Do not take offers of free products of services at face value. These are likely intended
to fool you into downloading infected files or will infect your computer when you click
on them. Also be wary of any messages that ask you to “validate” information, these are
often phishing attempts.

Notes

Figure 1.4: Example of Bait

1.8 Summary


The objective of computer security includes protection of information and property from
theft, corruption, or natural disaster, while allowing the information and property to
remain accessible and productive to its intended users.



The term computer system security means the collective processes and mechanisms by
which sensitive and valuable information and services are protected from publication,
tampering or collapse by unauthorized activities or untrustworthy individuals and
unplanned events respectively.



Confidentiality, Integrity and Availability are the basic components of computer security.



Computer systems are vulnerable to many threats that can inflict various types of damage
resulting in significant losses. The effects of various threats varies considerably: some
affect the confidentiality or integrity of data while others affect the availability of a system.



Prevention, detection and recovery are the major goals of computer security.
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1.9 Keywords
Antivirus Software: This software is necessary to secure your computer against threats from
viruses, worms and trojans.
Computer Security: Computer security is the process of preventing or detecting unauthorized
use of your computer.
Firewall: Firewalls block unauthorized entry into a network or a computer connected to the
Internet.
Malicious Software: Malicious software on your computer can damage files, steal personal
information and ultimately render your computer inoperable.

1.10 Review Questions
1.

What do you mean by computer security?

2.

Discuss the basic components of computer securit.

3.

Explain the various goals of security.

4.

Describe various threats to computer security.

5.

What precautions can be taken by a user for computer security?

6.

Explain the ways to achieve computer security at home.

Answers: Self Assessment
1.

Malicious code

2.

Crackers

3.

Errors

4.

Omissions

5.

Security

6.

Software

1.11 Further Readings

Books

Managing Enterprise Information Integrity: Security, Control and Audit Issues, IT
Governance Institute.
Risks of Customer Relationship Management: A Security, Control, and Audit Approach,
PricewaterhouseCoopers Llp.
Security, Audit & Control Features PeopleSoft: A Technical and Risk Management
Reference Guide, 2nd Edition, Deloitte Touche Tohmatsu Research Team, ISACA.
William Stallings, Computer Security: Principles and Practice, Prentice Hall, 2008.
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Objectives
After studying this unit, you will be able to:


Understand the meaning, role and importance of information security



Identify the significance and ways to protect confidentiality



Learn about the meaning and importance of integrity



Comprehend the meaning and significance of availability

Introduction
Although the importance of information security for businesses is increasingly recognized, the
complexity of issues involved means that the size and shape of information security policies
may vary widely from company to company. This may depend on many factors, including the
size of the company, the sensitivity of the business information they own and deal with in their
marketplace, and the numbers and types of information and computing systems they use. For a
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large company, developing a single policy document that speaks to all types of users within the
organization and addresses all the information security issues necessary may prove impossible.
A more effective concept is to develop a suite of policy documents to cover all information
security bases; these can be targeted for specific audiences, making a more efficient process for
everyone.
This unit examines the elements that need to be considered when developing and maintaining
information security policy and goes on to present a design for a suite of information security
policy documents and the accompanying development process.
It should be noted that there is no single method for developing a security policy or policies.
Many factors must be taken into account, including audience type and company business and
size, etc. One other factor is the maturity of the policy development process currently in place.
A company which currently has no information security policy or only a very basic one may
initially use a different strategy to a company which already has a substantial policy framework
in place, but wants to tighten it up and start to use policy for more complex purposes such as to
track compliance with legislation. When starting out it is a good idea to use a phased approach,
starting with a basic policy framework, hitting the major policies that are needed and then
subsequently developing a larger number of policies, revising those that are already in place
and adding to this through the development of accompanying guidelines and job aids documents
which will help support policy. The varying levels of maturity in policy development are
discussed later in this paper in more detail.

2.1 Why Do You Need Security Policy?
Basic Purpose of Policy
A security policy should fulfill many purposes. It should:
1.

Protect people and information

2.

Set the rules for expected behavior by users, system administrators, management, and
security personnel

3.

Authorize security personnel to monitor, probe, and investigate

4.

Define and authorize the consequences of violation

5.

Define the company consensus baseline stance on security

6.

Help minimize risk

7.

Help track compliance with regulations and legislation

Information security policies provide a framework for best practice that can be followed by all
employees. They help to ensure risk is minimized and that any security incidents are effectively
responded to. Information security policies will also help turn staff into participants in the
company’s efforts to secure its information assets, and the process of developing these policies
will help to define a company’s information assets. Information security policy defines the
organization’s attitude to information, and announces internally and externally that information
is an asset, the property of the organization, and is to be protected from unauthorized access,
modification, disclosure, and destruction.

Policy and Legislative Compliance
In addition to the purposes described above, security policies can be useful in ways that go
beyond the immediate protection of assets and policing of behavior. They can be useful compliance

12
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tools, showing what the company’s stance is on best practice issues and that they have controls
in place to comply with current and forthcoming legislation and regulations.

Notes

Notes In today’s corporate world it is essential for companies to be able to show compliance
with current legislation and to be prepared for forthcoming legislation.
Policy can be used to help companies ensure they have the controls in place to work towards
compliance by mapping policy statements to legislative requirements. In this way they can
provide evidence that their baseline security controls are in line with regulations and legislation.
This type of stance will also give companies an indication based on legal requirements of what
they need to protect and to what extent. This will help to ensure that they target security controls
only where they are needed, a benefit from both a financial and personnel resourcing perspective.

Policies as Catalysts for Change
It is also possible to use policies to drive forward new company initiatives, with policy acting as
the catalyst for future projects which move towards better security and general practices. For
example, a policy stating that a certain type of encryption is required for sensitive information
sent by email may (with prior consultation with the appropriate technical experts) help to
promote the need to develop such a capacity in the future. The presence of this requirement in
policy has made sure the impetus to develop the email encryption project has remained strong.
In short, security policy should be a useful tool for protecting the security of the Enterprise,
something that all users can turn to in their day-to-day work, as a guide and information source.
All too often however, security policies can end up simply as “shelfware”, little read, used, or
even known of by users and disconnected from the rest of company policy and security practice.

Policies must be Workable
The key to ensuring that your company’s security policy is useful and usable is to develop a suite
of policy documents that match your audience and marry with existing company policies.
Policies must be usable, workable and realistic. In order to achieve this it is essential to involve
and get buy-in from major players in policy development and support (such as senior
management, audit and legal) as well as from those people who will have to use the policies as
part of the daily work (such as subject matter experts, system administrators and end users).
In order to achieve this, one important element is to communicate the importance and usefulness
of policies to those who have to live by them. Often users seem to think that policy is something
that is going to stand in the way of their daily work. An important element of policy development,
and to ensure policies are put into practice and not rejected by the users, is to convey the message
that policies are useful to users: to provide a framework within which they can work, a reference
for best practice and to ensure users comply with legal requirements. Once users realize that
policy is something that may actually help them as they do about their work, they are much
more likely to be receptive to both helping you develop it and living up to it to ensure compliance.
Similarly, once senior management realize that policy is a tool they can leverage to help ensure
adherence to legislative requirements and to move forward much needed new initiatives, they
are much more likely to be supportive of policy in terms of financial and resourcing support as
well as becoming policy champions themselves.

LOVELY PROFESSIONAL UNIVERSITY

13

Computer Security

Notes

2.2 What is a Security Policy?
Security policies are an excellent way to complement the hardware and software security measures
of your organization. Security policies can determine the method that both hardware and software
are used. The policies will enable everyone in the organization to be on the same track. Did You
Know Every organization should have a stated security policy. It should be carefully written
and checked by an attorney to be sure it does not create unnecessary liability.

2.2.1 Requirements of the Policy
1.

The policy must be consistent to be effective. There must be similar levels of security in
multiple areas such as physical security, remote access, internal password policy policies,
and other policies.

2.

The policy statement should be assessable.

3.

Issues should be clearly defined and when they apply to the policy. Define services affected
such as email.

4.

Clearly define goals of the policy.

5.

Staff and management must find the policy acceptable. This is why it is important to
justify each policy.

6.

Define roles of the staff with respect to the policies and security issues.

7.

The policy must be enforceable from the network and system controls. Policies must be
set on servers to be sure domain passwords are reasonably complex, not repeated, changed
periodically, etc.

8.

Define consequences of security policy violation.

9.

Define expected privacy for users.

10.

Provide contact information for those interested in more information about the policy.

2.2.2 Policy Definitions
Policies may define procedures to be used or limitations to what can and cannot be done in the
organization. Items that policies should define may include:


Why the policy exists or why a procedure is done and what it is.



Who enforces the policy or performs the procedure and why.



Where is the policy effective or where is the procedure done.



When is the policy in effect or when is the procedure used. The where and the when items
define the policy scope.

2.2.3 Policy Wording Suggestions
If security policy is worded incorrectly, it can be ineffective or become a source of trouble. Be
careful not to imply guarantees over items you cannot fully control. For example, you cannot
guarantee that employees will be unable to view pornographic web sites from their workplace.
It may also be worth considering a disclaimer to the policy indicating that the policy is not
created to guarantee safety or circumvent accidental exposure of employees to objectional material,
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but the policy is intended to protect the organizational network from abuses from within and
without. It should be noted that the policy cannot guarantee that abuses cannot occur.

Notes

It is worth making policy abuse statements at ‘log on’ screens to indicate that anyone logging on
to a particular machine or domain who is not authorized may be prosecuted. This wording
should be done in a legal manner and those who create the policies should consider consulting
with their attorneys about the proper wording of these statements.

Self Assessment
Fill in the blanks:
1.

………………………… may define procedures to be used or limitations to what can and
cannot be done in the organization.

2.

Every organization should have a ……………….. security policy.

3.

Security Policy should be carefully written and checked by an ……………….. to be sure it
does not create unnecessary liability.

4.

The policy must be ……………………… from the network and system controls.

2.3 Information Security
Information security means protecting information and information systems from unauthorized
access, use, disclosure, disruption, modification, perusal, inspection, recording or destruction.
The terms information security, computer security and information assurance are frequently
incorrectly used interchangeably. These fields are interrelated often and share the common
goals of protecting the confidentiality, integrity and availability of information; however, there
are some subtle differences between them.
These differences lie primarily in the approach to the subject, the methodologies used, and the
areas of concentration. Information security is concerned with the confidentiality, integrity and
availability of data regardless of the form the data may take: electronic, print, or other forms.
Computer security can focus on ensuring the availability and correct operation of a computer
system without concern for the information stored or processed by the computer.
Governments, military, corporations, financial institutions, hospitals, and private businesses
amass a great deal of confidential information about their employees, customers, products,
research, and financial status. Most of this information is now collected, processed and stored on
electronic computers and transmitted across networks to other computers.
Should confidential information about a business’ customers or finances or new product line fall
into the hands of a competitor, such a breach of security could lead to lost business, law suits or
even bankruptcy of the business. Protecting confidential information is a business requirement,
and in many cases also an ethical and legal requirement.
For the individual, information security has a significant effect on privacy, which is viewed very
differently in different cultures.
The field of information security has grown and evolved significantly in recent years. There are
many ways of gaining entry into the field as a career. It offers many areas for specialization
including: securing network(s) and allied infrastructure, securing applications and databases,
security testing, information systems auditing, business continuity planning and digital forensics
science, etc.
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2.4 Core Concepts of Information Security
2.4.1 Confidentiality
Confidentiality is the term used to prevent the disclosure of information to unauthorized
individuals or systems. For example, a credit card transaction on the Internet requires the credit
card number to be transmitted from the buyer to the merchant and from the merchant to a
transaction processing network. The system attempts to enforce confidentiality by encrypting
the card number during transmission, by limiting the places where it might appear (in databases,
log files, backups, printed receipts, and so on), and by restricting access to the places where it is
stored. If an unauthorized party obtains the card number in any way, a breach of confidentiality
has occurred.
Breaches of confidentiality take many forms. Permitting someone to look over your shoulder at
your computer screen while you have confidential data displayed on it could be a breach of
confidentiality. If a laptop computer containing sensitive information about a company’s
employees is stolen or sold, it could result in a breach of confidentiality. Giving out confidential
information over the telephone is a breach of confidentiality if the caller is not authorized to
have the information.
Confidentiality is necessary (but not sufficient) for maintaining the privacy of the people whose
personal information a system holds.

2.4.2 Integrity
In information security, integrity means that data cannot be modified undetectably. This is not
the same thing as referential integrity in databases, although it can be viewed as a special case of
Consistency as understood in the classic ACID model of transaction processing. Integrity is
violated when a message is actively modified in transit. Information security systems typically
provide message integrity in addition to data confidentiality.

2.4.3 Availability
For any information system to serve its purpose, the information must be available when it is
needed. This means that the computing systems used to store and process the information, the
security controls used to protect it, and the communication channels used to access it must be
functioning correctly. High availability systems aim to remain available at all times, preventing
service disruptions due to power outages, hardware failures, and system upgrades. Ensuring
availability also involves preventing denial-of-service attacks.

Task What do you mean by “confidentiality”? Explain using a real life example.
There are various types security policies relating to information security. These have been
discussed below:

16



Military security policy (also called a governmental security policy) is a security policy
developed primarily to provide confidentiality.



Commercial security policy is a security policy developed primarily to provide integrity.



Confidentiality policy is a security policy dealing only with confidentiality.



Integrity policy is a security policy dealing only with integrity.
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A military security policy (also called a governmental security policy) is a security policy
developed primarily to provide confidentiality.

Notes

The name comes from the military’s need to keep information, such as the date that a troop ship
will sail, secret. Although integrity and availability are important, organizations using this
class of policies can overcome the loss of either for example, by using orders not sent through a
computer network. But the compromise of confidentiality would be catastrophic, because an
opponent would be able to plan countermeasures (and the organization may not know of the
compromise).
Confidentiality is one of the factors of privacy, an issue recognized in the laws of many
government entities (such as the Privacy Act of the United States and similar legislation in
Sweden). Aside from constraining what information a government entity can legally obtain
from individuals, such acts place constraints on the disclosure and use of that information.
Unauthorized disclosure can result in penalties that include jail or fines; also, such disclosure
undermines the authority and respect that individuals have for the government and inhibits
them from disclosing that type of information to the agencies so compromised.
A commercial security policy is a security policy developed primarily to provide integrity.
The name comes from the need of commercial firms to prevent tampering with their data,
because they could not survive such compromises. For example, if the confidentiality of a bank’s
computer is compromised, a customer’s account balance may be revealed. This would certainly
embarrass the bank and possibly cause the customer to take her business elsewhere. But the loss
to the bank’s “bottom line” would be minor. However, if the integrity of the computer holding
the accounts were compromised, the balances in the customers’ accounts could be altered, with
financially ruinous effects.
Some integrity policies use the notion of a transaction; like database specifications, they require
that actions occur in such a way as to leave the database in a consistent state. These policies,
called transaction-oriented integrity security policies, are critical to organizations that require
consistency of databases.

2.5 Computer Security Policy Categories for an Organization
Once you have determined the value of your data, you need to develop a set of policies to help
protect it. These policies are called security policies and may apply to users, the IT department,
and the organization in general. When writing your policies, consider:
1.

What data may a user take home?

2.

If a user works from home or remote offices and uses the internet to transmit data, how
secure must the data be when in transmission across the internet?

3.

What policies, network structure, and levels of defenses are required to secure your data
depending on its importance, value and the cost of defending it? The first items that
should be defined are the policies related to the use and handling of your data. This will
help you determine defensive measures and procedures. This can be categorized policies
into three different areas listed below:
(i)

User Policies: Define what users can do when using your network or data and also
define security settings that affect users such as password policies.

(ii)

IT Policies: Define the policies of the IT department used to govern the network for
maximum security and stability.

(iii)

General Policies: High level policies defining who is responsible for the policies
along with business continuity planning and policies.
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2.5.1 User Policies
Define what users can and must do to use your network and organization’s computer equipment.
It defines what limitations are put on users to keep the network secure such as whether they can
install programs on their workstations, types of programs they can use, and how they can access
data. Some policies include:


Password Policies: This policy is to help keep user accounts secure. It defines how often
users must change their passwords, how long they must be, complexity rules (types of
characters used such as lower case letters, upper case letters, numbers, and special
characters), and other items.



Proprietary Information Use: Acceptable use of any proprietary information owned by
the company. Defines where it can be stored and where it may be taken, how and where it
can be transmitted.



Internet Usage: Use of internet mail, Use of programs with passwords or unencrypted data
sent over the internet.



System Use: Program installation, No Instant Messaging, No file sharing such as Kazaa,
Morpheus. Restrictions on use of your account or password (not to be given away).



VPN and remote user system use (remote access): Must be checked for viruses/trojans/
backdoors. Must have firewall, must have AV.



Acceptable use of Hardware such as Modems: No use of modems to internet without a
personal firewall.

2.5.2 IT Policies
These policies include general policies for the IT department which are intended to keep the
network secure and stable.
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Virus Incident and Security Incident: Intrusion detection, containment, and removal.
1.

prepare (policies, checklists/procedures)

2.

identify (get evidence)

3.

contain (pull off network, modify passwords)

4.

eradicate (fix, determine cause, improve defenses, test for vulnerabilities)

5.

recover (validate the system, monitor for re-infection)

6.

lessons learned (make recommendations to prevent a similar incident)



Backup Policy: Define what to back up, who backs it up, where it is stored, how long it is
stored, how to test backups, what program is used to do backups.



Client Update Policies: Update clients how often and using what means or tools.



Server Configuration, Patch update, and Modification Policies (Security): Remove
unneeded services (harden server). What servers should have IDS. How is it determined to
do an update? What is done when someone works on the server?



Firewall Policies: What ports to block or allow, how to interface to it or manage it, who
has access to the control console.



Wireless, VPN, router and switch security, dmz policy, email retention, auto forwarded
email policy, ability for IT to audit and do risk assessment, acceptable encryption algorithms
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2.5.3 General Policies


High Level Program Policy: Defines who owns other policies, who is responsible for
them, scope and purpose of policies, any policy exceptions, related documents or policies.



Business Continuity Plan: Includes the following plans:


Crisis Management: What to do during the (any) crisis which may threaten the
organization.



Disaster Recovery: Sub-functions:


Server recovery



Data recovery



End-user recovery



Phone system recovery



Emergency response plan



Workplace recovery

Policy Levels
Policies can exist on many levels of the organization from a group or team level, to department
level, plant level, or global organizational level. Some policies may only be effective on a local
level while others may be enterprise wide throughout the organization.

Self Assessment
State whether the following statements are true or false:
5.

Information security, computer security and information assurance are one and the same
concepts.

6.

A military security policy is also called as governmental security policy.

7.

Commercial security policy is a security policy developed primarily to provide availability.

8.

The first items that should be defined are the policies related to the use and handling of
your data.

2.6 Summary


Information security is the ongoing process of exercising due care and due diligence to
protect information, and information systems, from unauthorized access, use, disclosure,
destruction, modification, or disruption or distribution. The never ending process of
information security involves ongoing training, assessment, protection, monitoring &
detection, incident response & repair, documentation, and review. This makes information
security an indispensable part of all the business operations across different domains.



Confidentiality, integrity, and authenticity are the most important concerns of a computer
security for everyday Internet users. Although users may feel that they have nothing to
hide when they are registering with an Internet site or service, privacy on the Internet is
about protecting one’s personal information, even if the information does not seem
sensitive.
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There are various types of security policies relating to information security such as:


Military security policy (also called a governmental security policy) is a security
policy developed primarily to provide confidentiality.



Commercial security policy is a security policy developed primarily to provide
integrity.



Confidentiality policy is a security policy dealing only with confidentiality.



Integrity policy is a security policy dealing only with integrity.

2.7 Keywords
Confidentiality: Confidentiality is the term used to prevent the disclosure of information to
unauthorized individuals or systems.
CSMA/CA: Carrier Sense Multiple Access/Collision Avoidance, a network contention protocol
that listens to a network in order to avoid collisions.
Information Security: Information security means protecting information and information
systems from unauthorized access, use, disclosure, disruption, modification, perusal, inspection,
recording or destruction
Integrity: In information security, integrity means that data cannot be modified undetectably.

2.8 Review Questions
1.

What do understand by the term information security?

2.

What do you mean by “confidentiality”? Explain using a real life example.

3.

What does “integrity” mean in information security? Give an example to explain its
importance.

4.

What do you understand by the term: Availability in information security? Also explain
its importance.

5.

Explain the difference between three terms information security, computer security and
information assurance.

Answers: Self Assessment
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1.

Policies

2.

stated

3.

attorney

4.

enforceable

5.

False

6.

True

7.

False

8.

True
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2.9 Further Readings

Books

Managing Enterprise Information Integrity: Security, Control and Audit Issues, IT
Governance Institute.
Risks of Customer Relationship Management: A Security, Control, and Audit Approach,
PricewaterhouseCoopers Llp.
Security, Audit & Control Features PeopleSoft: A Technical and Risk Management
Reference Guide, 2nd Edition, Deloitte Touche Tohmatsu Research Team, ISACA.
William Stallings, Computer Security: Principles and Practice, Prentice Hall, 2008.
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Objectives
After studying this unit, you will be able to:


Understand the meaning of computer security assurance



Examine ways to select an assurance method



Discuss the meaning and importance of operational assurance

Introduction
In the last unit you have read about various threats to computer security. In this unit we will
learn about assurance.
Assurance is a measure of how well the system meets its requirements; more informally, how
much you can trust the system to do what it is supposed to do. It does not say what the system is
to do; rather, it only covers how well the system does it. Specifications arise from requirements
analysis, in which the goals of the system are determined. The specification says what the
system must do to meet those requirements. It is a statement of functionality, not assurance, and
can be very formal (mathematical) or informal (natural language). The specification can be
high-level or low-level (for example, describing what the system as a whole is to do vs. what
specific modules of code are to do).
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The design architects the system to satisfy, or meet, the specifications. Typically, the design is
layered by breaking the system into abstractions, and then refining the abstractions as you work
your way down to the hardware. An analyst also must show the design matches the specification.

Notes

The implementation is the actual coding of the modules and software components. These must
be correct (perform as specified), and their aggregation must satisfy the design.

3.1 Meaning of Computer Security Assurance
Computer security assurance is the degree of confidence one has that the security measures,
both technical and operational, work as intended to protect the system and the information it
processes. Assurance is not, however, an absolute guarantee that the measures work as intended.
Like the closely related areas of reliability and quality, assurance can be difficult to analyze;
however, it is something people expect and obtain (though often without realizing it). For
example, people may routinely get product recommendations from colleagues but may not
consider such recommendations as providing assurance.
Assurance is a degree of confidence, not a true measure of how secure the system actually is. This
distinction is necessary because it is extremely difficult — and in many cases virtually impossible
— to know exactly how secure a system is.

!
Caution Assurance is a challenging subject because it is difficult to describe and even more
difficult to quantify. Because of this, many people refer to assurance as a “warm fuzzy
feeling” that controls work as intended.

However, it is possible to apply a more rigorous approach by knowing two things:
(1)

who needs to be assured and

(2)

what types of assurance can be obtained.

Did u know? The person who needs to be assured is the management official who is
ultimately responsible for the security of the system is the authorizing or accrediting official.

3.1.1 Methods and Tools for Obtaining Assurance
There are many methods and tools for obtaining assurance. For discussion purposes, this unit
categorizes assurance in terms of a general system life cycle. The unit first discusses planning
for assurance and then presents the two categories of assurance methods and tools: (1) design
and implementation assurance; and (2) operational assurance. Operational assurance is further
categorized into audits and monitoring.
The division between design and implementation assurance and operational assurance can be
fuzzy. While such issues as configuration management or audits are discussed under operational
assurance, they may also be vital during a system’s development. The discussion tends to focus
more on technical issues during design and implementation assurance and to be a mixture of
management, operational, and technical issues under operational assurance.

3.2 Selecting Assurance Methods
The accrediting official makes the final decision about how much and what types of assurance
are needed for a system. For this decision to be informed, it is derived from a review of security,
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such as a risk assessment or other study (e.g., certification), as deemed appropriate by the
accrediting official. The accrediting official needs to be in a position to analyze the pros and cons
of the cost of assurance, the cost of controls, and the risks to the organization. At the end of the
accreditation process, the accrediting official will be the one to accept the remaining risk. Thus,
Design and implementation assurance should be examined from two points of view: the
component and the system. Component assurance looks at the security of a specific product or
system component, such as an operating system, application, security add-on, or
telecommunications module. System assurance looks at the security of the entire system,
including the interaction between products and modules. The selection of assurance methods
should be coordinated with the accrediting official.
In selecting assurance methods, the need for assurance should be weighed against its cost.
Assurance can be quite expensive, especially if extensive testing is done. Each method has
strengths and weaknesses in terms of cost and what kind of assurance is actually being delivered.
A combination of methods can often provide greater assurance, since no method is foolproof,
and can be less costly than extensive testing.

Notes The accrediting official is not the only arbiter of assurance. Other officials who use
the system should also be consulted. (For example, a Production Manager who relies on a
Supply System should provide input to the Supply Manager.) In addition, there may be
constraints outside the accrediting official’s control that also affect the selection of methods.
For instance, some of the methods may unduly restrict competition in acquisitions of
federal information processing resources or may be contrary to the organization’s privacy
policies. Certain assurance methods may be required by organizational policy or directive.

3.3 Planning and Assurance
Assurance planning should begin during the planning phase of the system life cycle, either for
new systems or a system upgrades. Planning for assurance when planning for other system
requirements makes sense. If a system is going to need extensive testing, it should be built to
facilitate such testing.
Planning for assurance helps a manager make decisions about what kind of assurance will be
cost-effective. If a manager waits until a system is built or bought to consider assurance, the
number of ways to obtain assurance may be much smaller than if the manager had planned for
it earlier, and the remaining assurance options may be more expensive.

3.4 Design and Implementation Assurance
Design and implementation assurance addresses whether the features of a system, application,
or component meets security requirements and specifications and whether they are they are
well designed and well built. Design and implementation assurance examines system design,
development, and installation. Design and implementation assurance is usually associated with
the development/acquisition and implementation phase of the system life cycle; however, it
should also be considered throughout the life cycle as the system is modified.
As stated earlier, assurance can address whether the product or system meets a set of security
specifications, or it can provide other evidence of quality. This section outlines the major
methods for obtaining design and implementation assurance.
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Self Assessment
Fill in the blanks:
1.

……………………………… addresses whether the features of a system, application, or
component meets security requirements and specifications.

2.

In selecting assurance methods, the need for assurance should be weighed against its
…………………

3.

Assurance can be quite expensive, especially if …………………………. is done.

4.

………………….. is a degree of confidence, not a true measure of how secure the system
actually is.

5.

The person who needs to be assured is the management official who is ultimately
responsible for the security of the system is the …………………………………….

3.5 Operational Assurance
Design and implementation assurance addresses the quality of security features built into systems.
Operational assurance addresses whether the system’s technical features are being bypassed or
have vulnerabilities and whether required procedures are being followed. It does not address
changes in the system’s security requirements, which could be caused by changes to the system
and its operating or threat environment. Security tends to degrade during the operational phase
of the system life cycle. System users and operators discover new ways to intentionally or
unintentionally bypass or subvert security (especially if there is a perception that bypassing
security improves functionality). Users and administrators often think that nothing will happen
to them or their system, so they shortcut security. Strict adherence to procedures is rare, and they
become outdated, and errors in the system’s administration commonly occur.
Organizations use two basic methods to maintain operational assurance:
1.

A system audit: A one-time or periodic event to evaluate security. An audit can vary widely
in scope: it may examine an entire system for the purpose of reaccreditation or it may
investigate a single anomalous event.

2.

Monitoring: An ongoing activity that checks on the system, its users, or the environment. In
general, the more “real-time” an activity is, the more it falls into the category of monitoring.

This distinction can create some unnecessary linguistic hairsplitting, especially concerning system
generated audit trails. Daily or weekly reviewing of the audit trail (for unauthorized access
attempts) is generally monitoring, while an historical review of several months’ worth of the
trail (tracing the actions of a specific user) is probably an audit.

3.5.1 Audit Methods and Tools
An audit conducted to support operational assurance examines whether the system is meeting
stated or implied security requirements including system and organization policies. Some audits
also examine whether security requirements are appropriate, but this is outside the scope of
operational assurance. Less formal audits are often called security reviews.
Audits can be self-administered or independent (either internal or external). Both types can
provide excellent information about technical, procedural, managerial, or other aspects of
security. The essential difference between a self-audit and an independent audit is objectivity.
Reviews done by system management staff, often called self-audits/assessments, have an inherent
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conflict of interest. The system management staff may have little incentive to say that the
computer system was poorly designed or is sloppily operated. On the other hand, they may be
motivated by a strong desire to improve the security of the system. In addition, they are
knowledgeable about the system and may be able to find hidden problems.
The independent auditor, by contrast, should have no professional stake in the system.
Independent audit may be performed by a professional audit staff in accordance with generally
accepted auditing standards.
There are many methods and tools, some of which are described here, that can be used to audit
a system. Several of them overlap.

Automated Tools
Even for small multiuser computer systems, it is a big job to manually review security features.
Automated tools make it feasible to review even large computer systems for a variety of security
flaws.
There are two types of automated tools: (1) active tools, which find vulnerabilities by trying to
exploit them, and (2) passive tests, which only examine the system and infer the existence of
problems from the state of the system.
Automated tools can be used to help find a variety of threats and vulnerabilities, such as improper
access controls or access control configurations, weak passwords, lack of integrity of the system
software, or not using all relevant software updates and patches. These tools are often very
successful at finding vulnerabilities and are sometimes used by hackers to break into systems.
Not taking advantage of these tools puts system administrators at a disadvantage. Many of the
tools are simple to use; however, some programs (such as access-control auditing tools for large
mainframe systems) require specialized skill to use and interpret.

Internal Controls Audit
An auditor can review controls in place and determine whether they are effective. The auditor
will often analyze both computer and non-computer-based controls. Techniques used include
inquiry, observation, and testing (of both the controls themselves and the data). The audit can
also detect illegal acts, errors, irregularities, or a lack of compliance with laws and regulations.
Security checklists and penetration testing, discussed below, may be used.

Security Checklists
Within the government, the computer security plan provides a checklist against which the
system can be audited. One advantage of using a computer security plan is that it reflects the
unique security environment of the system, rather than a generic list of controls. Other checklists
can be developed, which include national or organizational security policies and practices (often
referred to as baselines). Lists of “generally accepted security practices” (GSSPs) can also be used.
Care needs to be taken so that deviations from the list are not automatically considered wrong,
since they may be appropriate for the system’s particular environment or technical constraints.
Checklists can also be used to verify that changes to the system have been reviewed from a
security point of view. A common audit examines the system’s configuration to see if major
changes (such as connecting to the Internet) have occurred that have not yet been analyzed from
a security point of view.
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Penetration Testing
Penetration testing can use many methods to attempt a system break-in. In addition to using
active automated tools as described above, penetration testing can be done “manually.” The
most useful type of penetration testing is to use methods that might really be used against the
system.
For hosts on the Internet, this would certainly include automated tools. For many systems, lax
procedures or a lack of internal controls on applications are common vulnerabilities that
penetration testing can target. Another method is “social engineering,” which involves getting
users or administrators to divulge information about systems, including their passwords.

3.5.2 Monitoring Methods and Tools
Security monitoring is an ongoing activity that looks for vulnerabilities and security problems.
Many of the methods are similar to those used for audits, but are done more regularly or, for
some automated tools, in real time.

Review of System Logs
A periodic review of system-generated logs can detect security problems, including attempts to
exceed access authority or gain system access during unusual hours.

Automated Tools
Several types of automated tools monitor a system for security problems. Some examples
follow:
1.

Virus scanners are a popular means of checking for virus infections. These programs test
for the presence of viruses in executable program files.

2.

Checksumming presumes that program files should not change between updates. They
work by generating a mathematical value based on the contents of a particular file. When
the integrity of the file is to be verified, the checksum is generated on the current file and
compared with the previously generated value. If the two values are equal, the integrity
of the file is verified. Program checksumming can detect viruses, Trojan horses, accidental
changes to files caused by hardware failures, and other changes to files. However, they
may be subject to covert replacement by a system intruder. Digital signatures can also be
used.

3.

Password crackers check passwords against a dictionary (either a “regular” dictionary or a
specialized one with easy-to-guess passwords) and also check if passwords are common
permutations of the user ID. Examples of special dictionary entries could be the names of
regional sports teams and stars; common permutations could be the user ID spelled
backwards.

4.

Integrity verification programs can be used by such applications to look for evidence of data
tampering, errors, and omissions. Techniques include consistency and reasonableness
checks and validation during data entry and processing. These techniques can check data
elements, as input or as processed, against expected values or ranges of values; analyze
transactions for proper flow, sequencing, and authorization; or examine data elements for
expected relationships. These programs comprise a very important set of processes because
they can be used to convince people that, if they do what they should not do, accidentally
or intentionally, they will be caught. Many of these programs rely upon logging of
individual user activities.
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Figure 3.1: Example of File Checksum

5.

Intrusion detectors analyze the system audit trail, especially log-ons, connections, operating
system calls, and various command parameters, for activity that could represent
unauthorized activity.

6.

System performance monitoring analyzes system performance logs in real time to look for
availability problems, including active attacks (such as the 1988 Internet worm) and system
and network slowdowns and crashes.

Configuration Management
From a security point of view, configuration management provides assurance that the system in
operation is the correct version (configuration) of the system and that any changes to be made
are reviewed for security implications. Configuration management can be used to help ensure
that changes take place in an identifiable and controlled environment and that they do not
unintentionally harm any of the system’s properties, including its security. Some organizations,
particularly those with very large systems (such as the federal government), use a configuration
control board for configuration management. When such a board exists, it is helpful to have a
computer security expert participate. In any case, it is useful to have computer security officers
participate in system management decision making.
Changes to the system can have security implications because they may introduce or remove
vulnerabilities and because significant changes may require updating the contingency plan, risk
analysis, or accreditation.

Trade Literature/Publications/Electronic News
In addition to monitoring the system, it is useful to monitor external sources for information.
Such sources as trade literature, both printed and electronic, have information about security
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vulnerabilities, patches, and other areas that impact security. The Forum of Incident Response
Teams (FIRST) has an electronic mailing list that receives information on threats, vulnerabilities,
and patches.

Notes

Task Differentiate between design and implementation assurance and Operational
assurance.

3.6 Human Issues
There exist two main types of human issues: one relating to organizations and the other to
people problems.

3.6.1 Organizations
The key here is that those responsible for security have the power to enforce security. Otherwise
there is confusion, and the architects need not worry if the system is secure because they won’t
be blamed if someone gets in. This arises when system administrators, for example, are
responsible for security, but only security officers can make the rules. Preventing this problem
(power without responsibility, or vice versa) is tricky and requires capable management. What’s
worse is that security is not a direct financial incentive for most companies because it doesn’t
bring in revenue. It merely prevents the loss of revenue obtained from other sources.

3.6.2 People Problems
People problems are by far the main source of security problems. Outsiders are attackers from
without the organization; insiders are people who have authorized access to the system and,
possibly, are authorized to access data and resources, but use the data or resources in unauthorized
ways. It is speculated that insiders account for 80-90% of all security problems, but the studies
generally do not disclose their methodology in detail, so it is hard to know how accurate they
are. (Worse, there are many slightly different definitions of the term “insider,” causing the
studies to measure slightly different things!) Social engineering, or lying, is quite effective,
especially if the people gulled are inexperienced in security (possibly because they are new, or
because they are tired).

Self Assessment
State whether the following statements are true or false:
6.

People problems are by far the main source of security problems.

7.

System performance monitoring analyzes system performance logs in real time to look
for availability problems, including active attacks and system and network slowdowns
and crashes.

8.

Penetration testing can use only one method to attempt a system break-in.

9.

Penetration testing can be done both manually as well as automatically.

10.

Checksumming presumes that program files should change between updates.
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3.7 Summary


Assurance is a degree of confidence, not a true measure of how secure the system actually
is. Assurance can be quite expensive, especially if extensive testing is done. In selecting
assurance methods, the need for assurance should be weighed against its cost.



The person who needs to be assured is the management official who is ultimately
responsible for the security of the system is the authorizing or accrediting official.



Design and implementation assurance addresses whether the features of a system,
application, or component meets security requirements and specifications.



Assurance involves following three steps:




Specification


Requirements analysis



Statement of desired functionality

Design




Implementation




Programs/systems that carry out design

Operational Issues: It is concerned with following three major points:


Cost-Benefit Analysis








How system will meet specification

Is it cheaper to prevent or recover?

Risk Analysis


Should we protect something?



How much should we protect this thing?

Laws and Customs


Are desired security measures illegal?



Will people do them?

Human Issues: Human issues relating to computer security are mainly discussed under
following headings:




Organizational Problems


Power and responsibility



Financial benefits

People problems


Outsiders and insiders



Social engineering

3.8 Keywords
Assurance: It is a measure of how well the system meets its requirements; more informally, how
much you can trust the system to do what it is supposed to do.
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Checksumming: Security Programs that presumes that program files should not change between
updates.

Notes

Computer Security Assurance: It is the degree of confidence one has that the security measures,
both technical and operational, work as intended to protect the system and the information it
processes.
Integrity Verification Programs: Integrity verification programs can be used by such applications
to look for evidence of data tampering, errors, and omissions.
Intrusion Detectors: Intrusion detectors analyze the system audit trail, especially log-ons,
connections, operating system calls, and various command parameters, for activity that could
represent unauthorized activity.
Password Crackers: Password crackers check passwords against a dictionary.
Security Reviews: Less formal audits are often called security reviews.
System Performance Monitoring: System performance monitoring analyzes system performance
logs in real time to look for availability problems, including active attacks (such as the 1988
Internet worm) and system and network slowdowns and crashes.
Virus Scanners: Programs that are a popular means of checking for virus infections.

3.9 Review Questions
1.

Explain the meaning of computer security assurance.

2.

Discuss the methodology to select an assurance method.

3.

Describe the meaning and importance of operational assurance.

4.

What do you mean by audit? Explain various categories of audit.

5.

What are the various human issues relating to computer security? Discuss briefly.

6.

Explain two basic methods to maintain operational assurance.

Answers: Self Assessment
1.

Design and implementation assurance

2.

cost.

3.

extensive testing

4.

Assurance

5.

authorizing or accrediting official.

6.

True

7.

True

8.

False

9.

True

10.

False

3.10 Further Readings

Books

Managing Enterprise Information Integrity: Security, Control and Audit Issues, IT
Governance Institute.
Risks of Customer Relationship Management: A Security, Control, and Audit Approach,
PricewaterhouseCoopers Llp.
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Security, Audit & Control Features PeopleSoft: A Technical and Risk Management
Reference Guide, 2nd Edition, Deloitte Touche Tohmatsu Research Team, ISACA.
William Stallings, Computer Security: Principles and Practice, Prentice Hall, 2008.
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Objectives
After studying this unit, you will be able to:


Familiarize with the concepts of cryptography



Discuss the concept of substitution ciphers and transposition



Understand the methodology of making good encryption algorithm



Describe the concepts of AES and DES algorithms



Know about the uses of encryption

Introduction
In pre-computer days, military, diplomats, diarists and lovers used the art of cryptography for
hiding data or message from intruders. The message to be encrypted known as “plaintext”, are
transformed by a function that is parametrized by “key”. The output of the encryption process,
known as the ciphertext or cryptograph is then transmitted by some medium (messenger, radio
or wire). Suppose, an intruder, hears and accurately copies the ciphertext. Unlike the intended
recipient, he does not know the key and so cannot decrypt the ciphertext easily.
Sometimes an active intruder can record message and modify message before they get to the
intended recipient. The art of breaking ciphers is called cryptanalysis. The art of devising ciphers
and breaking them is collectively known as ‘cryptology’. To achieve security the cryptographer
should make sure that the system is unbreakable even if his opponent can encrypt arbitrary
amount of plaintext.
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4.1 What is Cryptography?
There are many aspects to security and many applications, ranging from secure commerce and
payments to private communications and protecting passwords. One essential aspect for secure
communications is that of cryptography.
When your computer sends the information out, it scrambles it by using some key. This scrambled
information would be gibberish to anyone who didn’t have the correct key to unscramble it at
the other end.
When the information reaches its destination, it gets unscrambled by using the key. This lets the
person or website read the information correctly at the other end.
Websites that use an encrypted connection use something called SSL (Secure Sockets Layer) to
secure the information going back and forth. This is how websites like Amazon or your bank
can ensure your private information like passwords and credit card numbers are safe from
prying eyes.
Cryptography can play many different roles in user authentication. Cryptographic authentication
systems provide authentication capabilities through the use of cryptographic keys known or
possessed only by authorized entities.
Cryptography also supports authentication through its widespread use in other authentication
systems. For example, password systems often employ cryptography to encrypt stored password
files, card/token system often employ cryptography to protect sensitive stored information,
and hand-held password generators often employ cryptography to generate random, dynamic
passwords.
Cryptography is frequently used in distributed applications to convey identification and
authentication information from one system to another over a network. Cryptographic
authentication systems authenticate a user based on the knowledge or possession of a
cryptographic key. Cryptographic authentication systems can be based on either private key
cryptosystems or public key cryptosystems.
Private key cryptosystems use the same key for the functions of both encryption and decryption.
Cryptographic authentication systems based upon private key cryptosystems rely upon a shared
key between the user attempting access and the authentication system.
Public key cryptosystems separate the functions of encryption and decryption, typically using a
separate key to control each function. Cryptographic authentication systems based upon public
key cryptosystems rely upon a key known only to the user attempting access.
Today’s cryptography is more than encryption and decryption. Authentication is as fundamentally
a part of our lives as privacy. We use authentication throughout our everyday lives – when we
sign our name to some document for instance – and, as we move to a world where our decisions
and agreements are communicated electronically, we need to have electronic techniques for
providing authentication.
Cryptography provides mechanisms for such procedures. A digital signature binds a document
to the possessor of a particular key, while a digital timestamp binds a document to its creation
at a particular time. These cryptographic mechanisms can be used to control access to a shared
disk drive, a high security installation, or a pay-per-view TV channel.
The field of cryptography encompasses other uses as well. With just a few basic cryptographic
tools, it is possible to build elaborate schemes and protocols that allow us to pay using electronic
money, to prove we know certain information without revealing the information itself and to
share a secret quantity in such a way that a subset of the shares can reconstruct the secret.
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While modern cryptography is growing increasingly diverse, cryptography is fundamentally
based on problems that are difficult to solve. A problem may be difficult because its solution
requires some secret knowledge, such as decrypting an encrypted message or signing some
digital document. The problem may also be hard because it is intrinsically difficult to complete,
such as finding a message that produces a given hash value.

Notes

Computer encryption is based on the science of cryptography, which has been used throughout
history. Before the digital age, the biggest users of cryptography were governments, particularly
for military purposes.
Encryption is the transformation of data into a form that is as close to impossible as possible to
read without the appropriate knowledge. Its purpose is to ensure privacy by keeping information
hidden from anyone for whom it is not intended, even those who have access to the encrypted
data. Decryption is the reverse of encryption; it is the transformation of encrypted data back into
an intelligible form.
Encryption and decryption generally require the use of some secret information, referred to as
a key. For some encryption mechanisms, the same key is used for both encryption and decryption;
for other mechanisms, the keys used for encryption and decryption are different.
The existence of coded messages has been verified as far back as the Roman Empire. But most
forms of cryptography in use these days rely on computers, simply because a human-based code
is too easy for a computer to crack.
There are several tools of cryptography such as hashing, Pretty good privacy (PGP), Kerberos,
digital signature, etc.
Encryption methods have historically been divided into two categories:
1.

Substitution ciphers and

2.

Transposition ciphers.

From the cryptanalyst’s point of view, the cryptanalysis problem has three variations:


The cipher text only problem: the cryptanalyst has a quantity of cipher text and no plaintext.



The known plaintext problem: the cryptanalyst has some matched cipher text and plaintext.



The chosen plaintext problem: the cryptanalyst has the ability to encrypt pieces of plaintext
of his own choosing.

To achieve security, the cryptographer should make sure that the system is unbreakable even if
his opponent can encrypt arbitrary amounts of chosen plaintext.

4.1.1 Substitution Ciphers
In a substitution cipher each letter or group of letters is replaced by another letter or group of
letters. Each symbol in the plaintext, maps onto some other letter. For example, 26 letters are –
plaintext: a b c d e f g h i j k l m n o p q r s t u v w x y z
ciphertext: X W E R T Y U I O P A S D F G H J K L Z X C V B N M
This general system is called monoalphabetic substitution. For the key above, ‘attack’ would be
encrypted as QZZQEA. This cipher can be broken easily taking the advantage of the statistical
properties of natural language. For example, e is the most common letter followed by t, o, a, n,
i, etc. In English the most common two letters combinations or diagrams are th, in, er, re, an and
most common three letter combination trigrams are the, ing and ion.
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To make the security better, need to introduce multiple cipher alphabets, to be used in rotation,
known as poly alphabetic cipher. Like the monoalphabetic cipher, this cipher also has a key,
usually a short, easy to remember word or phrases, rather than a string of 26 distinct character.
Substitution cipher need not always work on one letter at a time. The plain text can be encoded
as two characters at a time where first character indicates the row and second column. The
intersection of the 26 × 26 table is the encrypted value. If 26 different tables are prepared, the
trigrams can be encrypted as units by using the first letter of the each trigram to start a table.
So the units encrypted become longer and larger the cipher text begin to resemble like a ‘Code’.
Cipher encrypts a fixed size unit of plaintext with each operation whereas the code encrypts a
single variable-length linguistic unit, typically a single word or phrase. Breaking a code is like
breaking a giant monoalphabetic cipher. Codes have a disadvantage of requiring large books,
which cannot be replaced easily.

4.1.2 Transposition Ciphers
Substitution ciphers and codes preserve the order of the plaintext but disguise them. Transposition
ciphers, in contrast, record the letters but do not disguise them.
Figure 4.1 depicts a common transposition cipher, the columnar cipher. The cipher is keyed by
a non-repeated worker phrase. In this example MEGA BUCK is the key. The purpose of the key
is to number the columns, column L being under the key letter closest to the start of the alphabet
and so on. The plaintext is written horizontally in rows. The cipher text is read out by columns,
starting with the column whose key letter is the lowest.
Figure 4.1: A Transposition Cipher
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Although modern cryptography uses the same basic areas as traditional cryptography, i.e.,
transposition and substitution, its emphasis is different. Traditionally cryptographers have
used simple algorithms and relied on long keys for their security but now encryption algorithm
is so complex that even if the crypt analyst acquires the vast manuals of encrypted text of his own
choosing, he will not be able to make any sense of it.

Task Differentiate between substitution and transposition cipher.
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4.2 Two Fundamental Cryptographic Principles

Notes

Principle 1: All encrypted message must contain some redundancy, that is, information not
needed to understand the message, to prevent active intruders from tricking the receiver into
acting on a false message.
Example: A mail-order company, The Couch Potato (TCP), with 60,000 products. Ordering
messages consist of a 16-byte customer name followed by a 3-byte data field (1 byte for the
quantity and 2 bytes for the product number).

Notes The last 3 bytes are to be encrypted using a very long key known only the customer
and TCP.
The following scenario shows how an active intruder—a recently-fired employee—can punish
TCP for firing her.
(a)

Before leaving, she takes (part of) the customer list with her.

(b)

She works through the night writing a program to generate fictitious orders using real
customer names.

(c)

Since she does not have the list of keys, she just puts random numbers in the last 3 bytes,
and send hundreds of orders to TCP.

(d)

When the messages arrive, TCP’s computer uses the customer’s name to locate the key and
decrypt the message.

(e)

Unfortunately for TCP, almost every 3-byte message is valid!

This problem can be solved by adding redundancy to all messages: e.g., extend the encrypted
segment of an order from 3 bytes to 12 bytes, with the first 9 bytes being zeros (or a randomly
chosen string of English words). Then the ex-employee is no longer able to generate a large
stream of valid messages.
What’s the problem with adding redundancy ?
It makes it much easier for (passive) intruders to break messages (why ?)
Principle 2: some measures must be taken to prevent active intruders from playing back old
messages.
One such measure:
1.

Include in every message a timestamp valid for 5 minutes,

2.

The receiver keeps messages around for 5 minutes, to compare newly arrived messages to
previous ones to filter out duplicates.

Self Assessment
State whether the following statements are true or false:
1.

The output of the encryption process, known as the ciphertext or …………………….

2.

The art of breaking ciphers is called cryptanalysis …………………..

3.

The art of devising ciphers and breaking them is collectively known as …………………...
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4.

Encryption methods have historically been divided into ……………. categories.

5.

In a ………………… cipher each letter or group of letters is replaced by another letter or
group of letters.

6.

…………………………………. ciphers, in contrast, record the letters but do not disguise
them. Substitution ciphers and codes preserve the order of the plaintext but disguise them.
Transposition ciphers, in contrast, record the letters but do not disguise them.

4.3 Data Encryption Standard
In January 1977, the US government adopted a product cipher developed by IBM as its official
standard for unclassified information. A number of manufacturers implemented this encryption
algorithm known as the ‘Data Encryption Standard’ (National Bureau of Standards, 1977) in
hardware, thus making it fast. The availability of fast and cheap hardware, in turn, has stimulated
many other users to adopt DES. The explanation of the DES algorithm is beyond the scope of this
book. One way to strengthen DES is to insert random characters into the plaintext according to
the well defined rules. In addition, dummy messages can be inserted between the real ones
accordingly to get another rule. This principle is called a null cipher. Null ciphers are waste of
bandwidth but they are difficult to break. On leased private lines, there is something garbage
transmitted whenever the line is idle.

Key Protection
Although hiding the key from intruder is important, it is equally important to hide the key from
oneself. A corporation may not wish to delegate unlimited authority to any one employee. For
example, banks do not give the complete vault combination to any one employee. There are
techniques for sharing cryptographic keys among multiple employees in flexible ways (Shamir,
1979).
Now the problem is of setting up a secure communication between people who never earlier
communicated. Until Defie and Hillman’s (1976) article, all cryptographers simply took for
granted that both the encryption and decryption keys must be kept secret. What Defie and
Hillman proposed was to use an encryption algorithm, ‘E’, and a decryption algorithm, D, with
E and D chosen so that deriving D even given a complete description of E would be effectively
impossible. There are three requirements for this:
1.

D (E (P)) = P.

2.

It is exceedingly difficult to deduce D from E.

3.

E cannot be broken by a chosen plaintext attack.

The method works like this – any person or organization wishing to receive secret messages,
first devices two algorithms, E and D, meeting the above requirements. The encryption algorithm
or key is then made public, hence named ‘public key encryption’. This might be done by putting
it in a file that anyone who wanted to, could read.
For example, A and B had no previous contact and want to establish secure communication. Both
A and B encryption keys, EA and EB respectively, are assumed to be in publicly readable file.
Now A takes his first message say P, computes EB (p) and sends it to B. Now B decrypts it by
applying its secret key DB [i.e., he computes DB (EB (P)) = P). No one else can read the encrypted
message, EB (P), because the encryption system is assumed strong and too difficult to derive DB
from the publicly known EB.
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The only thing is that we need to find algorithms that indeed satisfy all the three requirements.
Due to the advantage of public key cryptography, researchers are working hard and some
algorithms are available.

Notes

One good method was discovered by a group of MIT (Revert, et al. 1978) based on number
theory. It goes like this:
1.

Choose two large primes p and q, each greater than 10100.

2.

Compute n = p x q and z = (p-1) x (q-1).

3.

Choose a number relatively prime to z and call it d.

4.

Find e such that e x d = 1 mod z.

With these parameters computed in advance divide the plaintext regarded as a bit string, into
blocks, so that each plaintext message, p, falls in the interval o £ p < n. To encrypt a message, p,
compute C = pe (mod n). To decrypt C, compute p = cd(mod n). It is proved that for all p in the
specified range the encryption and decryption functions are inverse. For encryption one needs
e and n and the public key is (e, n) and for decryption one needs d and n so that the secret key is
(d, n) or just d.
Figure 4.2: An Example of the MIT Algorithm
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For example we choose p=3, q=11, then n=33 and z=20. A suitable value for d=7 since and 20 have
no common factor. With these e can be solved by equation 7e=1 (mod 20) which yields e=3. The
cipher text, c, for a plaintext message, p is given by c=p3 (mod 33). The ciphertext c is decrypted
by p=c7 (mod 33). The plaintext here is ‘SUZANNE’. Because the primes are so small that the p
must be less than 33, each plaintext block can contain only a single character.

4.4 The AES Encryption Algorithm
Advanced Encryption Standard (AES) is a specification for the encryption of electronic data.
It has been adopted by the U.S. government and is now used worldwide. It supersedes DES. AES
is a symmetric-key algorithm, meaning the same key is used for both encrypting and decrypting
the data.

Did u know? Originally called Rijndael, the cipher was developed by two Belgian
cryptographers, Joan Daemen and Vincent Rijmen, and submitted by them to the AES
selection process. The name Rijndael is a play on the names of the two inventors.
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Description of the Cipher
AES is based on a design principle known as a Substitution permutation network. It is fast in
both software and hardware. Unlike its predecessor, DES, AES does not use a Feistel network.
AES has a fixed block size of 128 bits and a key size of 128, 192, or 256 bits, whereas Rijndael can
be specified with block and key sizes in any multiple of 32 bits, with a minimum of 128 bits. The
blocksize has a maximum of 256 bits, but the keysize has no theoretical maximum.
AES operates on a 4×4 column-major order matrix of bytes, termed the state (versions of Rijndael
with a larger block size have additional columns in the state). Most AES calculations are done in
a special finite field.
The AES cipher is specified as a number of repetitions of transformation rounds that convert the
input plaintext into the final output of ciphertext. Each round consists of several processing
steps, including one that depends on the encryption key. A set of reverse rounds are applied to
transform ciphertext back into the original plaintext using the same encryption key.
High-level description of the algorithm
1.

KeyExpansion—round keys are derived from the cipher key using Rijndael’s key schedule

2.

Initial Round
(i)

3.

4.

AddRoundKey—each byte of the state is combined with the round key using bitwise
xor

Rounds
(i)

SubBytes—a non-linear substitution step where each byte is replaced with another
according to a lookup table.

(ii)

ShiftRows—a transposition step where each row of the state is shifted cyclically a
certain number of steps.

(iii)

MixColumns—a mixing operation which operates on the columns of the state,
combining the four bytes in each column.

(iv)

AddRoundKey

Final Round (no MixColumns)
(i)

SubBytes

(ii)

ShiftRows

(iii)

AddRoundKey

The SubBytes Step
In the SubBytes step, each byte in the state is replaced with its entry in a fixed 8-bit lookup table,
S; bij = S(aij).
In the SubBytes step (Figure 4.3), each byte in the matrix is updated using an 8-bit substitution
box, the Rijndael S-box. This operation provides the non-linearity in the cipher. The S-box used
is derived from the multiplicative inverse over GF(2 8), known to have good non-linearity
properties. To avoid attacks based on simple algebraic properties, the S-box is constructed by
combining the inverse function with an invertible affine transformation. The S-box is also
chosen to avoid any fixed points (and so is a derangement), and also any opposite fixed points.
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Figure 4.3: Subbyte Step

Notes

The ShiftRows Step
Figure 4.4: Shift Rows Step

In the ShiftRows step as shown in Figure 4.4, bytes in each row of the state are shifted cyclically
to the left. The number of places each byte is shifted differs for each row.
The ShiftRows step operates on the rows of the state; it cyclically shifts the bytes in each row by
a certain offset. For AES, the first row is left unchanged. Each byte of the second row is shifted
one to the left. Similarly, the third and fourth rows are shifted by offsets of two and three
respectively. For the block of size 128 bits and 192 bits the shifting pattern is the same. In this
way, each column of the output state of the ShiftRows step is composed of bytes from each
column of the input state. (Rijndael variants with a larger block size have slightly different
offsets). In the case of the 256-bit block, the first row is unchanged and the shifting for second,
third and fourth row is 1 byte, 3 bytes and 4 bytes respectively—this change only applies for the
Rijndael cipher when used with a 256-bit block, as AES does not use 256-bit blocks.

The MixColumns Step
Figure 4.5: MixColumn Step

LOVELY PROFESSIONAL UNIVERSITY

41

Computer Security

Notes

In the MixColumns step, each column of the state is multiplied with a fixed polynomial c(x).
In the MixColumns step, the four bytes of each column of the state are combined using an
invertible linear transformation. The MixColumns function takes four bytes as input and outputs
four bytes, where each input byte affects all four output bytes. Together with ShiftRows,
MixColumns provides diffusion in the cipher.
During this operation, each column is multiplied by the known matrix that for the 128 bit key is

The multiplication operation is defined as: multiplication by 1 means leaving unchanged,
multiplication by 2 means shifting byte to the left and multiplication by 3 means shifting to the
left and then performing xor with the initial unshifted value. After shifting, a conditional xor
with 0x1B should be performed if the shifted value is larger than 0xFF.
In more general sense, each column is treated as a polynomial over GF(28) and is then multiplied
modulo x4+1 with a fixed polynomial c(x) = 0x03 · x3 + x2 + x + 0x02. The coefficients are displayed
in their hexadecimal equivalent of the binary representation of bit polynomials from GF(2)[x].
The MixColumns step can also be viewed as a multiplication by a particular MDS matrix in a
finite field. This process is described further in the article Rijndael mix columns.

The AddRoundKey Step
Figure 4.6: AddRoundKey Step

In the AddRoundKey step, each byte of the state is combined with a byte of the round subkey
using the XOR operation (“).
In the AddRoundKey step, the subkey is combined with the state. For each round, a subkey is
derived from the main key using Rijndael’s key schedule; each subkey is the same size as the
state. The subkey is added by combining each byte of the state with the corresponding byte of
the subkey using bitwise XOR.
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Optimization of the Cipher
On systems with 32-bit or larger words, it is possible to speed up execution of this cipher by
combining SubBytes and ShiftRows with MixColumns, and transforming them into a sequence
of table lookups. This requires four 256-entry 32-bit tables, which utilizes a total of four kilobytes
(4096 bytes) of memory—one kilobyte for each table. A round can now be done with 16 table
lookups and 12 32-bit exclusive-or operations, followed by four 32-bit exclusive-or operations
in the AddRoundKey step.
If the resulting four kilobyte table size is too large for a given target platform, the table lookup
operation can be performed with a single 256-entry 32-bit (i.e. 1 kilobyte) table by the use of
circular rotates.
Using a byte-oriented approach, it is possible to combine the SubBytes, ShiftRows, and
MixColumns steps into a single round operation.

Task What do you understand by AES? What are the various steps involved in AES
algorithm?

4.5 Public-Key Algorithms
In 1976, two researchers at Stanford, Diffie and Hellman proposed a radically new kind of
crypto-system, one in which the encryption and decryption keys were different and the encryption
key is public.
The (keyed) encryption algorithm and the (keyed) decryption algorithm, had to meet the
following three requirements:
(a)

D(E(P)) = P.

(b)

It is exceedingly difficult to deduce (the key of) from (the key of).

(c)

cannot be broken by a chosen plaintext attack.

How does this method work?


Any one wanting to receive secret messages first devises two (keyed) algorithms, and,
meeting the above requirements.



It is then made public (by putting it in a file accessible by anyone), hence the name public
key cryptography (but the remains private).



Suppose and have never had contact before and want to communicate.


takes his first message, computes, and sends it to.



then decrypts it by applying his secret key.

Why no one else except is able to read the encrypted message?

The RSA Algorithm
The only catch is that we need to find algorithms that indeed satisfy all three requirements.
One good method was discovered by three researchers—Rivest, Shamir, Adleman—at MIT,
known as RSA. This method is based on some principles from number theory.
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RSA parameters:
(i)

Choose two large primes, and, (typically greater than).

(ii)

Compute and.

(iii)

Choose a number relatively prime to and call it.

(iv)

Find such that mod z.

RSA encryption and decryption: Divide the plaintext (regarded as a bit string) into blocks, so
that each plaintext message, falls in the interval.


To encrypt, computer mod n. So the public encryption key consists of the pair (e, n).



To decrypt, computer mod n. So the private decryption key consists of the pair (d, n).

If the cryptanalyst could factor the (publicly known), he could then find and, and from these.
With knowledge of and, and hence the private key can be found.
The security of the RSA method is based on the difficulty of factoring large numbers. Using best
known algorithm and a computer with a 1-sec instruction time:


Factoring a 200-digit number requires 4 billion years of computer time.



Factoring a 500-digit number requires years of computer time.

!
Caution In practice, RSA is too slow for actually encrypting large volumes of data.
So most RSA-based systems use public-key cryptography primarily for distributing
one-time session keys for use with DES, IDEA, or similar algorithms.

Other Ppublic-key Algorithms
The three major categories are those based on the difficulty of:


factoring large numbers,



computing discrete logarithms, and



determining the contents of a knapsack from its weight.

4.6 Uses of Encryption
Encryption can be used in several different ways as summarized below. In addition to the
characteristics of a particular encryption algorithm that are required to support a given use, the
algorithm itself is generally integrated into a larger system that handles other aspects of the
area to which encryption is being applied to ensure correct use and to minimize the visibility of
the use of encryption. For example, if encryption is used for file protection, directories may also
be protected and keys are managed on behalf of users so that normal file access does not change
much.
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Message Encryption: This is the traditional use of cryptography. Blocks of text are encrypted
as units. This is the normal way in which email is encrypted.



Digital Signatures: Authenticating who sent a message is often useful. In the public key
scheme, the secret decryption key can be used to encrypt, allowing the non-secret encryption
key to be used to decrypt. Since only the secret key holder is presumed to have the secret
key, only he could have encrypted/signed the message. Anyone can check the digital
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signature by applying the non-secret key. Secret, signed messages can be obtained by
digitally signing with your secret key, then encrypting using the recipient’s non-secret
key.


Stream Encryption: Some encryption schemes increase security by varying the key for
separate packets of a long message. Often, the key is computed from previous packets. As
long as all packets ultimately arrive, this works, but if packets are lost, subsequent packages
are not decryptable. Various synchronizations can be used to minimize the loss. This is
particularly an issue for potential encryption of audio or video where the underlying
transport will drop packets when load gets high.



File Encryption: Various encryption algorithms have been applied to files and databases.
The main issue here is one of packaging the encryption naturally into normal file access
and managing keys when a key may need to be used for a long time after it was originally
used to encrypt.



Electronic Cash: Cryptography is used to create unforgeable “electronic cash” tokens.
Tokens include a serial number that can be decrypted (and saved) by the bank accepting
the token. Reuse (illegitimate) of the token allows the user to be identified because the
serial number will have already been seen in a previous transaction.

Notes

Self Assessment
State whether the following statements are true or false:
7.

A set of reverse rounds are applied to transform ciphertext back into the original plaintext
using the same encryption key.

8.

The DES cipher is specified as a number of repetitions of transformation rounds that
convert the input plaintext into the final output of ciphertext.

9.

Null ciphers are waste of bandwidth but they are very easy to break.

10.

The MixColumns function takes four bytes as input and outputs four bytes.

11.

RSA Algorithm is based on some principles from number theory.

4.7 Summary


The message is encrypted at the sender end and decrypted at the receiving end to maintain
privacy with the help of the encryption and decryption techniques. The secret key and
public key techniques are the available techniques with their advantages and disadvantages.



Substitution and transposition ciphers are two categories of ciphers used in classical
cryptography. Substitution and transposition differ in how chunks of the message are
handled by the encryption process.



In January 1977, the US government adopted a product cipher developed by IBM as its
official standard for unclassified information. A number of manufacturers implemented
this encryption algorithm known as the ‘Data Encryption Standard’ (National Bureau of
Standards, 1977) in hardware, thus making it fast.



AES is based on a design principle known as a Substitution permutation network. It is fast
in both software and hardware. Unlike its predecessor, DES, AES does not use a Feistel
network. AES operates on a 4×4 column-major order matrix of bytes, termed the state
(versions of Rijndael with a larger block size have additional columns in the state). Most
AES calculations are done in a special finite field.
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RSA algorithm was discovered by three researchers—Rivest, Shamir, Adleman—at MIT.
This method is based on some principles from number theory.

4.8 Keywords
Ciphertext: This is the encrypted message generated by applying the algorithm to the plaintext
message using the secret key.
Decryption: It is the reverse process of converting encoded data to its original un-encoded form,
plaintext.
Encryption: It is a process of coding information which could either be a file or mail message in
into cipher text a form unreadable without a decoding key in order to prevent anyone except the
intended recipient from reading that data.
Plaintext: It is the text message to be transmitted on which an algorithm is applied.
Private Key: The key of a key pair, which is used to create a digital signature. It can be used to
sign a message that only the corresponding public key can verify.
Public Key: It is the key of a key pair that is used to verify a digital signature. Key pair consists
of private and public key.
Secret Key: They constitute a part of algorithm for encryption and decryption of the message.

4.9 Review Questions
1.

Define the following:
(a)

Crypatanalysis

(b)

Cryptology

(c)

Cipher

(d)

Null cipher

(e)

Substitution cipher

(f)

Transposition cipher

2.

How do you determine the authenticity of the documents? Explain with the help of a
diagram.

3.

What is DES? What are its limitations?

4.

Explain the uses of encryption.

5.

What do you understand by AES algorithm? Explain in detail.

6.

What is public key encryption? How many keys are used in such type of encryption.

Answers: Self Assessment
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1.

cryptograph

2.

cryptanalysis

3.

cryptology

4.

two

5.

substitution

6.

Transposition

7.

True

8.

False
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9.

False

11.

True

10.

True

Notes

4.10 Further Readings

Books

Managing Enterprise Information Integrity: Security, Control and Audit Issues, IT
Governance Institute.
Risks of Customer Relationship Management: A Security, Control, and Audit Approach,
PricewaterhouseCoopers Llp.
Security, Audit & Control Features PeopleSoft: A Technical and Risk Management
Reference Guide, 2nd Edition, Deloitte Touche Tohmatsu Research Team, ISACA.
William Stallings, Computer Security: Principles and Practice, Prentice Hall, 2008.
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Objectives
After studying this unit, you will be able to:


Understand the meaning and importance of access control



Discuss the various objectives of access control



Gain knowledge of access control list



Learn about various abbreviations used in ACL



Analyze the process of creation and maintenance of ACL



Describe the concept of ring based access control and propagated access control lists

Introduction
The meaning of access control has changed over the last several years. Originally, access control
usually referred to restricting physical access to a facility, building or room to authorized
persons. This used to be enforced mainly through a physical security guard. Then, with the
advent of electronic devices, access control has evolved into the use of physical card access
systems of a wide variety including biometric activated devices.
As computers evolved the meaning of access control began to change. Initially “access control
lists” evolved specifying the user identities and the privileges granted to them in order to access
a network operating system or an application.
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Access control further evolved into the authentication, authorization and audit of a user for a
session. Access control authentication devices evolved to include id and password, digital
certificates, security tokens, smart cards and biometrics.

Notes

Access control authorization meanwhile evolved into Role Based Access Control (RBAC). This
normally involves “mandatory access control”. Mandatory access control is access control policies
that are determined by the system and not the application or information owner.
RBAC is commonly found in government, military and other enterprises where the role
definitions are well defined, the pace of change is not that fast and the supporting human
resource environment is capable of keeping up with changes to an identity re their roles and
privileges.
Access control is the process by which users are identified and granted certain privileges to
information, systems, or resources. Understanding the basics of access control is fundamental to
understanding how to manage proper disclosure of information.

5.1 Access Control Overview
Access control is the ability to permit or deny the use of a particular resource by a particular
entity. Access control mechanisms can be used in managing physical resources (such as a movie
theater, to which only ticket holders should be admitted), logical resources (a bank account,
with a limited number of people authorized to make a withdrawal), or digital resources (for
example, a private text document on a computer, which only certain users should be able to
read).
Today, in the age of digitization, there is a convergence between physical access control and
computer access control. Modern access control (more commonly referred to in the industry as
“identity management systems”) now provide an integrated set of tools to manage what a user
can access physically, electronically and virtually as well as providing an audit trail for the
lifetime of the user and their interactions with the enterprise.
Modern access control systems rely upon:


Integrated enterprise user and identity databases and Lightweight Directory Access Protocol
(LDAP) directories.



Strong business processes pertaining to the provisioning and de-provisioning of a user.



Provisioning software
de-provisioning process.



Site, building and room based access control systems that are LDAP enabled or, able to be
integrated into a virtual enterprise LDAP directory.



A global enterprise id for each user to integrate the user’s identity between many
applications and systems.



A strong end to end audit of everywhere the physical person went as well as the systems,
application and information systems they accessed.

integrated

with

the

business

provisioning

and

With many portions of an enterprise now outsourced, the challenges to access control have
increased. Today, it is becoming common to have contractual agreements with the enterprise’s
outsource partners that:


Automatically provision and de-provision users



Build trusted authentication and authorization mechanisms
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Provide end to end user session audit



Integrate with the remote user’s physical access e.g. to a call center operating on the
enterprise’s behalf.

Controlling how network resources are accessed is paramount to protecting private and
confidential information from unauthorized users. The types of access control mechanisms
available for information technology initiatives today continues to increase at a breakneck
pace.
Most access control methodologies are based on the same underlying principles. If you understand
the underlying concepts and principles, you can apply this understanding to new products and
technologies and shorten the learning curve so you can keep pace with new technology initiatives.
Access control devices properly identify people, and verify their identity through an
authentication process so they can be held accountable for their actions. Good access control
systems record and timestamp all communications and transactions so that access to systems
and information can be audited at later dates.
Reputable access control systems all provide authentication, authorization, and administration.
Authentication is a process in which users are challenged for identity credentials so that it is
possible to verify that they are who they say they are.
Once a user has been authenticated, authorization determines what resources a user is allowed
to access. A user can be authenticated to a network domain, but only be authorized to access one
system or file within that domain. Administration refers to the ability to add, delete, and
modify user accounts and user account privileges.

5.2 Access Control Objectives
The primary objective of access control is to preserve and protect the confidentiality, integrity,
and availability of information, systems, and resources. Many people confuse confidentiality
with integrity. Confidentiality refers to the assurance that only authorized individuals are able
to view and access data and systems.
Integrity refers to protecting the data from unauthorized modification. You can have
confidentiality without integrity and vice versa. It’s important that only the right people have
access to the data, but it’s also important that the data is the right data, and not data that has been
modified either accidentally or on purpose.
Availability is certainly less confusing than confidentiality or integrity. While data and resources
need to be secure, they also need to be accessible and available in a timely manner. If you have
to open 10 locked safes to obtain a piece of data, the data is not very available in a timely fashion.
While availability may seem obvious, it is important to acknowledge that it is a goal so that
security is not overdone to the point where the data is of no use to anyone.

Self Assessment
Fill in the blanks:
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1.

………………… refers to the assurance that only authorized individuals are able to view
and access data and systems.

2.

………………………. refers to protecting the data from unauthorized modification.

3.

……………………… is a process in which users are challenged for identity credentials so
that it is possible to verify that they are who they say they are.

LOVELY PROFESSIONAL UNIVERSITY

Unit 5: Access Control Mechanism

4.

Modern access control are more commonly referred to in the industry as …………………..

5.

………………………….” is the ability to permit or deny the use of a particular resource by
a particular entity.

6.

…………………….. refers to the ability to add, delete, and modify user accounts and user
account privileges.

Notes

5.3 Access Control Lists
All objects in the Windows NT environment can have an Access Control List (ACL). An ACL
defines a set of users and groups and the kind of access each has on the object. The most visible
and important ACLs are those that protect all elements in the Windows NT native file system
format (NTFS) and the Windows NT registry. These house all software that enforces Windows
NT security and ACLs are, therefore, important in protecting the system’s integrity. (Windows
NT sometimes uses encryption for additional protection, for example, its user accounts and
other key security data.)
Users have full control of ACLs on the files, directories and other objects they create and use
simple window interfaces to manage them. They also can specify the ACL to be given by default
to all newly created objects in the directories they manage.
ACLs protect other objects, such as file shares and printers and most of the BackOffice applications
extend the ACL model to data they manage. It is often necessary for an application to have a
customized ACL format for the objects it manages. In both cases the purpose and the intent are
the same.

Central Administration and Roles
Windows NT uses a simple administrative hierarchy. Full administrators, members of the local
administrators group on each computer, have complete power over that computer. Windows
NT Server includes several operator roles each of limited power, for example, account operators
who manage user accounts and server operators who look after day-to-day server operations.
Administration is based simply on membership in certain groups so you can devise networkwide administrative roles flexibly. For example, you can include domain administrators from
the local domain (or remote domains) to the administrators who control LAN workstations.
One also can create a group for accounts that administer only user workstations and not the
more critical network servers.

Remote access Service and Point-to-point Tunneling Protocol
Remote Access Service (RAS) allows remote users to dial in to an RAS server and use the
resources of its network in directly connected. In its simplest mode, users logging on to Windows
NT remotely simply by checking a small box on their logon window that automatically establishes
the RAS connection and authenticates the session. RAS uses the Windows NT standard singlelogon technique, and users can log on under their office account. As a whole, working from the
road is identical to working from one’s office and it is secure.
Administrators designate which accounts can use RAS. They also can set up RAS to automatically
“call back” a specific number for each account. This ensures that a user’s remote access comes
only from a specific phone number. RAS uses the Windows NT standard “challenge/response”
logon, which prevents passwords from passing over the communication link. RAS clients and
servers can require that all communication be encrypted, currently by the 40-bit or 128-bit RC4
cipher. The user also can limit remote access to the resources of the RAS server itself.
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Microsoft’s Virtual Private Networking technology uses the industry-supported Point-to-Point
Tunneling Protocol (PPTP) to extend the use of RAS to the Internet. Instead of dialing directly
into the RAS server using a telephone line, the remote RAS client dials a local Internet service
provider and establishes an Internet link to the provider’s PPTP RAS server. This virtual private
network allows a remote user to securely access a central network over the non-secure Internet.

Basic Protocol Security
Not all networks are prone to attack and Windows NT does not impose performance penalties
by applying cryptographic techniques to all network traffic. Instead, its philosophy is to support
specific applications that must cryptographically protect data in transit across a network.
However, it does use some common-sense and basic cryptographic techniques in its standard,
underlying protocols.

5.4 Abbreviations used in Access Control Lists
Some systems abbreviate basis for access control lists in a UNIX sytem is the user. The UNIX
system divides the users into three categories:
1.

Owner of the file

2.

Group owner of the file

3.

All other users

Each user has different types of rights.
Example: Unix system provide read(r ), write(w) and execute(x) right. When a user Tom
creates a file it assumes that it is the group executives. Initially Tom request the system that he
may be granted permissions to read( r ) and write (w) the file and the group to only read (r ) the
file, and that no one else could even access the file. Then the permissions would be like rw for the
owner (i.e. tom), r for the group members and none for others.

Notes Unix permissions are represented as triplets. The first is the owners right, the
second is the group rights and the third is the others rights. Within each triplet the first
position is r if read access is allowed or if it is not, the second position is w if write access
is allowed or if it is not and similarly the third position is x if execute access is allowed.
Therefore the permission for the Tom’s file would be represented as rw-r——.
Abbreviations of ACL, such as those supported by the Unix OS suffer from the loss of granularity.
For example: If a Unix system has five users and administrator wants to grant different set o
permissions to different users then it would be difficult to do with triplets as there would be five
different set of desired rights.

Windows NT ACLs
Different Sets of Rights
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1.

Basic: read, write, execute, delete, change permission, take ownership

2.

Generic: no access, read (read/execute), change (read/write/execute/delete), full control
(all), special access (assign any of the basics)
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3.

Directory: no access, read (read/execute files in directory), list, add, add and read, change
(create, add, read, execute, write files; delete subdirectories), full control, special access

Notes

Abbreviated ACL + Full ACL
Many systems augment abbreviation of ACL with full blown ACL. In this scheme the
abbreviations e used as default permissions control. And the explicit overrides the default as
desired.
Example (IBM AIX)
Example (IBM-INX):
1.

Base permissions are abbreviated ACL, extended permissions are ACLs with user group

2.

ACL entries can add rights, but on deny, access is denied.

5.5 Creation and Maintenance of Access Control Lists
Specific implementations of ACLs differ in details. Some of the issues are:
1.

Which subjects can modify an object’s ACL?

2.

If there is a privileged user such as root on a UNIX system or administrator on a WINDOWS
system, do the ACLs apply to that user?

3.

Does the ACL support groups or wildcards, i.e. can users be grouped into sets based on a
system notion of “group”?

4.

How are contradictory access control permissions handled? For example, if one entry
grants read privileges only and another grant write privileges only, which right does the
subject have over the object?

5.

If a default setting is allowed, do the ACL permissions modify it, or is the default used
only when the subject is not explicitly mentioned in the ACL?

These issues are critical to the correct implementation and use of ACLs on a system.

Modify
When an ACL is created, rights are instantiated. Chief among these rights is the one called own.
Possessors of the own right can modify its ACL. Creating an object also creates its ACL, with
some initial value, possibly empty but more usually the creator is initially given all rights,
including own over the new object. By convention the subject with own rights is allowed to
modify the ACL. However, some systems allow anyone with access to manipulate the rights.

Privileged User
Many systems have users with extra privileges. The two best know are the root super-user on
UNIX systems and the administrator user on Windows systems. Typically, ACLs or their degenerate
forms are applied in a limited fashion to such users.
Example: Solaris UNIX systems use both the abbreviations of ACLs standard to UNIX
systems and a full-blown ACL. The abbreviations of ACLs are ignored when root is the subject.
However, the full ACLs apply even to root.
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Support Groups
In its classic form, ACLs do not support groups or wildcards. In practice systems support one or
the other or both to limit the size of the ACL and to make manipulation of the lists easier. A
group can either refine the characteristics of the processes to be allowed access or be a synonym
for a set of users, the members of the group.

Conflicts
A conflict arises when two access control lists entries in the same ACL give different permissions
to the subject. The system can allow access if any entry would give access, deny access if any
entry would deny access, or apply the first entry that matches the subject.

Default Permissions
When ACLs and abbreviations of access control lists or default access rights coexist as on many
UNIX systems, there are two ways to determine access rights. The first is to apply the appropriate
ACL entry, if one exists, and to apply the default permissions or abbreviations of access control
lists otherwise. The second way is to augment the default permissions or abbreviations of access
control lists with those in the appropriate ACL entry.

Task What are Privileged Users? Give two examples of Privileged users in a Unix system
and Windows system.

5.6 Revocation of Rights
Revocation or the prevention of a subject’s accessing an object requires that the subject’s rights
be deleted from the object’s ACL. Preventing a subject from accessing an object is simple. The
entry for the subject is deleted from the object’s ACL. If only specific rights are to be deleted,
they are removed from the relevant subject’s entry in the ACL. If ownership does not control the
giving of rights, revocation is more complex.

5.7 Ring based Access Control
Ring Based Access Control was introduced by Multics (1964-2000). To understand the working of
ring based access control, one must keep in mind that files and memory are treated the same
with regards to protection. For example, a procedure (or function) may occupy some space on
the disk referred as segment. When invoked the segment is mapped into the memory and
executed. Similarly data occupies other segment on the disk and when accessed, they are mapped
into the memory and executed. Therefore, there exists no difference between segment on the
disk and segment on the memory.

Did u know? Segments are of two types: Data and Procedure. A segment can have read( r),
write (w), execute (e) and append (a) rights associated with it. These rights are combined
in access control list which constrain access on a per user basis.

In addition, the Multics systems defines a sequence of protection rings numbered from 0 to 63.
The kernel resides in ring 0. The rule suggests that higher the ring number, the lower will be the
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privileges of the segment in that ring. Also subject to access constraints the procedures can cross
ring boundaries. In this case, Gate is an entry point for calling segment. A Gatekeeper checks for
arguments and in case there exists any “ring-crossing” fault then the gatekeeper checks arguments
and access and performs other functions that constrain ring crossing.

Notes

Figure 5.1: Ring based Access Control

Source: wikipedia

5.8 Propagated Access Control Lists
Propagated Access Control Lists provides the creator of an object with the control over who can
access the object. It is an implementation that is best suited for ORCON Policy. The creator is
kept with PACL and only the creator can change the PACL. When a subject reads the object, the
PACL of the object is associated with the subject. When a subject creates an object, the PACL of
the subject is associated with the object.
The notation PACL subject means that subject is the originator of the PACL. Only subject can
change that PACL. The notation PACL entity is associated with the entity. Example: Tom creates a
file “Machine” and Tom wants to control who can read the file. The PACL of the file “machine”
is associated with the PACL of “TOM”. PACL machine=PACL Tom.

Self Assessment
State whether the following statements are:
7.

Propagated Access Control Lists provides the creator of an object with the control over
who can access the object.

8.

Multics systems defines a sequence of protection rings numbered from 0 to 65.

9.

Ring Based Access Control was introduced by Multics (1964-2000).

10.

In its classic form, ACLs support groups or wildcards.

11.

The abbreviations of ACLs are ignored when root is the subject in UNIX.

12.

Abbreviations of ACL , such as those supported by the Unix OS does not suffer from the
loss of granularity.
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5.9 Summary


Access control mechanisms provide controls for users accessing resources.



Access control authentication devices evolved to include id and password, digital
certificates, security tokens, smart cards and biometrics. Access control authorization
meanwhile evolved into role based access control.



In ring based access control, n layers of privilege (rings) exists where ring 0 is most
privileged and ring n is least privileged. Special gates between rings are provided to
allow an outer ring to access an inner ring’s resources.

5.10 Keywords
Access Control: It is the process by which users are identified and granted certain privileges to
information, systems, or resources.
Access Control Device: It properly identifies people, and verifies their identity through an
authentication process so they can be held accountable for their actions.
Authentication: It is a process by which you verify that someone is who they claim they are.
Authorization: It is finding out if the person, once identified, is permitted to have the resource.

5.11 Review Questions
1.

What are the basic authentication means by which an individual may authenticate his
identity?

2.

What do you mean by access control? Why is it required?

3.

Discuss the various access control objective.

4.

Explain in detail about the access control list giving examples.

5.

Describe the various abbreviations used in ACL.

6.

Explain the process of creation and maintenance of ACL

7.

Describe the concept of ring based access control and propagated access control lists.

Answers: Self Assessment

56

1.

Confidentiality

2.

Integrity

3.

Authentication

4.

Identity Management Software

5.

Access Control

6.

Administration

7.

True

8.

False

9.

True

10.

False

11.

True

12.

False

LOVELY PROFESSIONAL UNIVERSITY

Unit 5: Access Control Mechanism

Notes

5.12 Further Readings

Books

Managing Enterprise Information Integrity: Security, Control and Audit Issues, IT
Governance Institute.
Risks of Customer Relationship Management: A Security, Control, and Audit Approach,
PricewaterhouseCoopers Llp.
Security, Audit & Control Features PeopleSoft: A Technical and Risk Management
Reference Guide, 2nd Edition, Deloitte Touche Tohmatsu Research Team, ISACA.
William Stallings, Computer Security: Principles and Practice, Prentice Hall, 2008.

LOVELY PROFESSIONAL UNIVERSITY

57

Computer Security

Manmohan Sharma, Lovely Professional University

Notes

Unit 6: User Authentication
CONTENTS
Objectives
Introduction
6.1

User Authentication

6.2

Authentication vs. Authorization

6.3

Passwords as Authenticators

6.4

6.3.1

Attacks on Password

6.3.2

Password Selection Strategies

6.3.3

Advanced Password Strategies

Authentication Process
6.4.1

Interactive Log on Process

6.4.2

Network Authentication Process

6.5

Authentication in E-commerce

6.6

Economics of Strong user Authentication

6.7

Future of User Authentication

6.8

Biometrics

6.9

Summary

6.10 Keywords
6.11 Review Questions
6.12 Further Readings

Objectives
After studying this unit, you will be able to:


Understand the concept of user authentication



Analyze the differences between authentication and authorization



Learn about the process of user authentication



Comprehend the role of passwords in user authentication



Discuss biometrics and its application

Introduction
Confidentiality, integrity, and authenticity are the most important concerns of a computer
security for everyday Internet users. Although users may feel that they have nothing to hide
when they are registering with an Internet site or service, privacy on the Internet is about
protecting one’s personal information, even if the information does not seem sensitive. Because
of the ease with which information in electronic format can be shared among companies, and
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because small pieces of related information from different sources can be easily linked together
to form a composite of, for example, a person’s information seeking habits, it is now very
important that individuals are able to maintain control over what information is collected
about them, how it is used, who may use it, and what purpose it is used for.

Notes

6.1 User Authentication
A user authentication method includes the steps of: inputting, by a user, a predetermined password
having a plurality of digits; examining whether an input password includes an actual password
that is predetermined by using less digits than the input password; authenticating the input
password if the input password includes the actual password; and refusing to authenticate the
input password if the input password does not include the actual password.
The user authentication method using the password is very useful for reinforcing the security by
applying a simple processing, not necessarily consuming high costs and much time. Further,
even when the password may be exposed to others, it is still safe. Also, although a password
may be used in many cases in common, the security still can be reinforced by differentiating the
input password. Most of all, the user can remember the actual password very easily, and yet get
the same effect with changing the password.
In a wired, switched network, the policy that controls what traffic an authenticated user can send
and receive is typically based on the port through which the user is connected rather than on the
user’s identity. This works when only one user is connected via a given port. Also, where
physical barriers (locked doors, card keys, etc.) are used to control access, it can be assumed that
a user who has physical access to a port is authorized to connect on that port.
Figure 6.1: User Authentication
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When wireless access enters the picture, the identity of the user becomes crucial. Since multiple
users can connect through a single wireless access point, the assumption of one user per port is
no longer valid, and port-based access policies do not work. All sorts of users – visitors, temporary
workers, system administrators, the CFO – may all happen to access the network via the same
access point, sharing the same port. A single set of access rights for that port would be too
permissive for some users and too restrictive for others. Therefore, the system must be able to
distinguish between the users on a port, and apply policy based on each user’s identity.
Further, given the range of wireless access point signals, physical barriers become meaningless;
given the mobility of wireless devices, users are no longer constrained to connect only through
specific ports. In a wireless network, therefore, it is important both to determine who the user is
when he attempts to connect and to track the user throughout his entire session on the network.
The system must be able to track the user if he or she physically moves (from desk to conference
room, for example, roaming to a different access point and thus appearing on a different port) in
order to enforce the appropriate policy for that user.

6.2 Authentication vs. Authorization
In most networks, the user’s authenticated identity is not the only factor used to determine a
user’s access rights – access authorization is often based upon an individual’s role within the
organization. Employees in Finance may have access to restricted data and applications, for
example, while system and network administrators typically have access to network equipment
denied to other employees.
Authentication and authorization may be tightly integrated, where the same mechanism that
provides authentication services also provides information about a user’s authorization level –
often implemented through group membership, where a user’s group affiliations denote what
sort of permissions he has relative to the organization’s information resources.
Authentication means that users are who they claim to be. Authenticity refers to the constant
checks you have to run on the system to make sure sensitive areas are protected and working
properly. Authorization refers to the power you have over distinguishing authorized users
from unauthorized users, and levels of access in-between.
Networks commonly employ two complementary and related mechanisms for determining
who can access information resources over the network – authentication and authorization.
Authentication is the process of determining the identity of a network user by verifying a set of
user credentials, typically a user ID and password.
Authorization is the process of determining what resources on the network – services, printers,
servers, network devices, etc. – a given user is allowed to access. Authorization is often determined
by a combination of a group affiliation, restricted destinations (e.g., applications, servers, or
intranet sites that require their own login) and physical barriers.

Task Differentiate between authentication and authorization.

6.3 Passwords as Authenticators
The front line of defense against intruders is the password system. Passwords act as useful tool
for authentication. Virtually all multi-user systems require that a user provide not only a name
or identifier (ID) but also a password. The password serves to authenticate the ID provides
security in the following ways:
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The ID determines whether the user is authorized to gain access to a system. In some
systems, only those who already have an ID filed on the system are allowed to gain access.



The ID determines the privileges accorded to the user. A few users may have supervisory
or “super-user” status that enables them to read files and perform functions that are
especially protected by the operating system. Some systems have guest or anonymous
accounts and users of these accounts have more limited privileges than others.



The ID is used in what is referred to as discretionary access control. For example, by listing
the IDs of the other users, a sure may grant permission to them to read files owned by that
user.

Notes

Passwords are, by far, the most popular factor used for authentication. Therefore, protecting
passwords from compromise and unauthorized use is crucial.
Similar to a one-time pad in cryptography, a one-time password provides the highest level of
password security. Because a new password is required every time a user logs on to the network,
an attacker cannot use a previously compromised password.
A password that changes frequently is called a dynamic password. A password that is the same
for each logon is called a static password. An organization can require that passwords change
monthly, quarterly, or at other intervals, depending on the sensitivity of the protected information
and the password’s frequency of use.
In some instances, a passphrase can be used instead of a password. A passphrase is a sequence of
characters that is usually longer than the allotted number of characters for a password. The
passphrase is converted into a virtual password by the system.
Passwords can be generated automatically by credit card, sized memory cards, smart cards, or
devices resembling small calculators. Some of these devices are referred to as tokens.

6.3.1 Attacks on Password
To understand how to protect yourself from a password attack, you should become familiar
with the most commonly used types of attacks. With that information, you can use password
cracking tools and techniques to regularly audit your own organization’s passwords and
determine whether your defenses need bolstering. To that end, here’s a primer of the most
widely used types of attacks:
1.

Password Guessing: The most common type of attack is password guessing. Attackers can
guess passwords locally or remotely using either a manual or automated approach.
Password guessing isn’t always as difficult as you’d expect. Most networks aren’t configured
to require long and complex passwords, and an attacker needs to find only one weak
password to gain access to a network. Not all authentication protocols are equally effective
against guessing attacks. For example, because LAN Manager authentication is caseinsensitive, a password guessing attack against it doesn’t need to consider whether letters
in the password are uppercase or lowercase.
Many tools can automate the process of typing password after password. Some common
password guessing tools are Hydra (see http://www.thc.org for links to the downloadable
tool), for guessing all sorts of passwords, including HTTP, Telnet, and Windows logons;
TSGrinder (http://www.hammerofgod.com/download.htm), for brute-force attacks
against Terminal Services and RDP connections; and SQLRecon (http://
www.sqlsecurity.com/DesktopDefault.aspx?tabid=26), for brute-force attacks against SQL
authentication.
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Automated password guessing programs and crackers use several different approaches.
The most time consuming—and most successful—attack method is the brute-force attack,
in which the attacker tries every possible combination of characters for a password, given
a character set (e.g., abcd…ABCD…1234…!@#$) and a maximum password length.
Dictionary attacks work on the assumption that most passwords consist of whole words,
dates, or numbers taken from a dictionary. Dictionary attack tools require a dictionary
input list. You can download varying databases with specific vocabularies (e.g., English
dictionary, sports, even Star Wars trivia) free or commercially off the Internet.
Hybrid password guessing attacks assume that network administrators push users to
make their passwords at least slightly different from a word that appears in a dictionary.
Hybrid guessing rules vary from tool to tool, but most mix uppercase and lowercase
characters, add numbers at the end of the password, spell the password backward or
slightly misspell it, and include characters such as @!# in the mix. Both John the Ripper
(http://www.openwall.com/john) and Cain & Abel (http://www.oxid.it) can do hybrid
guessing.
2.

Password Resetting: Attackers often find it much easier to reset passwords than to guess
them. Many password cracking programs are actually password resetters. In most cases,
the attacker boots from a floppy disk or CD-ROM to get around the typical Windows
protections. Most password resetters contain a bootable version of Linux that can mount
NTFS volumes and can help you locate and reset the Administrator’s password.

Notes A widely used password reset tool is the free Petter Nordahl-Hagen program
(http://home.eunet.no/~pnordahl/ntpasswd). Winternals ERD Commander 2005, one of
the tools in Winternals Administrator’s Pak (http://www.winternals.com/Products/
AdministratorsPak/#erdcommander2005) is a popular commercial choice. Be aware that
most password reset tools can reset local Administrator passwords residing only on local
SAM databases and can’t reset passwords in Active Directory (AD).
3.

Password Cracking: Although password resetting is a good approach when all you need
is access to a locked computer, resetting passwords attracts unwelcome attention. Attackers
usually prefer to learn passwords without resetting them. Password cracking is the process
of taking a captured password hash (or some other obscured form of the plaintext password
or challenge-response packets) and converting it to its plaintext original. To crack a
password, an attacker needs tools such as extractors for hash guessing, rainbow tables for
looking up plaintext passwords, and password sniffers to extract authentication information.
Hash Guessing: Some password cracking tools can both extract and crack password hashes,
but most password crackers need to have the LM password hash before they can begin the
cracking process. (A few tools can work on NT hashes.) The most popular Windows
password hash extractor is the Pwdump family of programs. Pwdump has gone through
many versions since its release years ago, but Pwdump4 is the current version.
Many password cracking tools accept Pwdump-formatted hashes for cracking. Such tools
usually begin the cracking process by generating some guesses for the password, then
hashing the guesses and comparing those hashes with the extracted hash.
Common password crackers are John the Ripper and Cain & Abel. John the Ripper, which
comes in both Unix and Windows flavors, is a very fast command-line tool and comes
with a distributed-computing add-on. Cain & Abel can break more than 20 kinds of
password hashes, such as LM, NT, Cisco, and RDP.

62

LOVELY PROFESSIONAL UNIVERSITY

Unit 6: User Authentication

Rainbow tables: These days, password crackers are computing all possible passwords and
their hashes in a given system and putting the results into a lookup table called a rainbow
table. When an attacker extracts a hash from a target system, he or she can simply go to the
rainbow table and look up the plaintext password. Some crackers (and Web sites) can use
rainbow tables to crack any LM hashes in a couple of seconds. You can purchase very large
rainbow tables, which vary in size from hundreds of megabytes to hundreds of gigabytes,
or generate your own using Rainbow Crack (http://www.antsight.com/zsl/
rainbowcrack).

Notes

Did u know? Rainbow tables can be defeated by disabling LM hashes and using long,
complex passwords.

Password sniffing: Some password crackers can sniff authentication traffic between a
client and server and extract password hashes or enough authentication information to
begin the cracking process. Cain & Abel both sniffs authentication traffic and cracks the
hashes it retrieves. Other sniffing password crackers are ScoopLM (http://
www.securityfriday.com/tools/ScoopLM.html) and KerbCrack (http://ntsecurity.nu/
toolbox/kerbcrack), a sniffer and cracker for cracking Kerberos authentication traffic.
None of these can crack NTLNv2 authentication traffic.
4.

Password Capturing: Many attackers capture passwords simply by installing a keyboardsniffing Trojan horse or one of the many physical keyboard-logging hardware devices for
sale on the Internet. Symantec reports that 82 percent of the most commonly used malware
programs steal confidential information. Most steal passwords. By buying not so big
amount, anyone can buy a keyboard keystroke logger that can log more than 2 million
keystrokes. Physical keyboard logging devices less than an inch long can easily be slipped
between the keyboard cord and the computer’s keyboard port. And let’s not forget how
easy it is to sniff passwords from wireless keyboards even from a city block away.

6.3.2 Password Selection Strategies
The importance of picking a good, secure password can’t be emphasized enough. Your password
is the way the computer verifies that someone logging in is really you, so pick something that
cannot be guessed by others. The top reasons people gain unauthorized accesses to a password
protected system is: They guessed someone’s password. (Often because they found it on a piece
of paper next to the victim’s computer or because they saw the person type the password in, but
also because they use software programs that are VERY good at guessing common passwords.)
Too short password is too easy to guess. If the password is 8 random character, it is impossible
to crack the password. In order to eliminate guessable passwords four basic techniques are
suggested:
1.

User education

2.

Computer generated password

3.

Reactive password checking:
(i)

The system periodically runs its own password cracker to find guessable passwords.

(ii)

The system cancels passwords that are guessed and notifies user.

(iii)

Consumes resources.

(iv)

Hackers can use this on their own machine with a copy of the password file. Can
they get the password file?
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4.

Proactive password checking:
(i)

The system checks at the time of selection if the password is allowable.

(ii)

With guidance from the system, users can select memorable passwords that are
difficult to guess.

6.3.3 Advanced Password Strategies
Changing passwords – some people say that changing your password every 30 days is a good
rule-of-thumb, and you should never go longer than 90 days before picking a new password.
The longer you wait before changing passwords, the more difficult it will be to get used to the
new one.

!
Caution Whatever you do, do not reuse any previous password you have used and do not
write a password on a sticky piece of paper and put it near your computer.

Also, please note that if someone cracks your GPG, PGP or SSH private key file password and
makes a copy of your keyring, then you can change your GPG password all you want and they’ll
still be able to decrypt their copy of your keyring with the old password. So in the case of GPG,
you should set your public key to expire and change your public key (I set mine to change every
year) in addition to changing your password.

Self Assessment
State whether the following statements are true or false:
1.

Password crackers are computing all possible passwords and their hashes in a given
system and putting the results into a lookup table called a rainbow table.

2.

The most popular Windows password hash extractor is the Pwdump family of programs.

3.

Many password cracking programs are actually password guessers.

4.

Dictionary attacks work on the assumption that most passwords consist of whole words,
dates, or numbers taken from a dictionary.

5.

The most common type of attack is password resetting.

6.

A password that changes frequently is called a dynamic password.

6.4 Authentication Process
Authentication in the Windows Server 2003 family consists of two parts: an interactive log on
process and a network authentication process. Successful user authentication depends on both of
these processes. We will discuss briefly about these two now.

6.4.1 Interactive Log on Process
The interactive log on process confirms the user’s identification to either a domain account or a
local computer. Depending on the type of user account, the interactive log on process is different:
1.
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With a domain account, a user logs on to the network with a password or smart card by
using single sign-on credentials stored in Active Directory. By logging on with a domain
account, an authorized user can access resources in the domain and any trusting domains.
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Kerberos V5 is used for authentication if a password is used to log on to a domain account.
Kerberos V5 authentication with certificates is used if a smart card is used instead.
2.

Notes

With a local computer account, a user logs on to a local computer by using credentials
stored in the Security Accounts Manager (SAM), which is the local security account database.
Any workstation or member server can store local user accounts.

6.4.2 Network Authentication Process
Network authentication confirms the user’s identification to any network service that the user is
attempting to access. To provide this type of authentication, many mechanisms are supported,
including Kerberos V5, Secure Socket Layer/Transport Layer Security (SSL/TLS), and, for
compatibility with Windows NT 4.0, LAN Manager.
Users who use a domain account do not see network authentication. Users who use a local
computer account must provide credentials (such as a user name and password) every time they
access a network resource. By using the domain account, the user has credentials that are
automatically used for single sign-on.

6.5 Authentication in E-commerce
The consumer need for authentication relates to building trust, that is, the need to build a
transacting trust environment equivalent to that of the physical marketplace, where the shop
location, the appearance of goods and personnel, and the possibility to touch and feel the goods,
etc., inspire trust. The consumer need for authentication also includes the need to identify the
entity towards which to address an eventual complaint.
In the virtual market place, merchant authentication is a building block for this trust building
process. However, additional tools are also required such as: a contractual framework, trust
marks, codes of conduct, data privacy statements, dispute resolution procedures, clear
information on terms and conditions, clear pricing offer, customer service, graphical design
of the website, etc.
The merchant need for authentication derives from the need for a payment guarantee. The exact
authentication methods and authorization processes used to obtain this guarantee depend on
the payment instrument used, which in turn is defined by the issuer in relation to the business
risks associated to this instrument.
The authentication can be carried out through different complementary steps: the authentication
or validation of the payment instrument and its rights to be used for payment in the transaction
environment and the authentication of the consumer as the entitled owner of the payment
instrument.
Additional steps may be required by the payment instrument in order to obtain payment
guarantee such as the request for an online authorization to the issuer. For example, an e-purse
would only require authentication of payment instrument and verification of its balance, while
the use of a debit card could require cardholder authentication with a PIN, and an online
authorization request to the issuer to authenticate the card and verify the funds’ availability.

6.6 Economics of Strong user Authentication
Strong user authentication is costly and off-putting because no user authentication method is
secure when employed alone. Experts agree that real information security requires a combination
of tests (multi-factor user authentication) to verify who the user is, what the user knows, what
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the user has or where the user is. Proving who the user is usually requires a biometric method,
such as a fingerprint, iris scan or voice verification, to prove biology.
The biometric is combined with a keyboard password or Personal Identification Number (PIN)
the user enters, to prove what the user knows, while a smart card or digital certificate satisfies
what the user has and a Global Positioning Satellite (GPS) receiver reports on where the user is.
Combining multiple user authentication methods creates almost foolproof user authentication
for the virtual world, just as multiple levels of identification provide security for the physical
world. For example, before entering the top secret area of a building, a visitor might be required
to show two sets of identification, recite two pieces of information known only to the visitor,
match a fingerprint, and finally punch in the combination for an electronic door lock. Once
inside, the visitor still must unlock and log onto the computer. Multi-factor user authentication
such as this has been employed for a long time in physical world security systems.
Despite the analogy with physical security, strong user authentication has not been commonly
recognized as a major information systems security goal for several reasons. First, user
authentication methods are costly to acquire. A smart card magnetic strip reader is also a friendly
affair. Retinal scanning equipment is far more expensive. Only voice verification currently has
mass market potential, since almost all PCs shipped today include multimedia capability. Each
of these methods has complex client software to configure and install.
Second, strong user authentication is an expensive and daunting management proposition. The
yearly cost of configuring, installing, inventorying and reissuing the hardware and software
involved in multiple user authentication methods typically exceeds the acquisition cost of the
authentication methods by five to seven times. Adopting strong user authentication also requires
management to ensure that the multiple authentication methods actually provide the desired
security synergies.
Authentication policies are needed to govern how the authentication methods interoperate.
These highly specialized written statements choreograph user authentication methods, such as
the methods to use for specific resources, the order in which to use them and the back-up
activities to undertake should the selected methods fail. Developing user authentication policies
usually requires the expertise of a highly skilled consultant to implement the system during a
long-term engagement.

Notes Automated user authentication management systems are only now beginning to
appear to relieve the human-intensive effort traditionally associated with deploying and
operating strong authentication.
The management-intensive nature of user authentication contributes to another drawback –
limited scalability. With the exception of “what the user knows” keyboard passwords, there
have been very few implementations of stronger, more sophisticated authentication methods,
such as “what the user has” digital certificates or “who the user is” biometrics, for more than
5,000 users. This is primarily due to the management complexity and delay introduced by
increased network traffic and the additional processing required.
Finally, users often object to strong authentication because it places extra steps some consider
intrusive into user logins and Internet sessions. Once a user is authenticated, the user’s identity
is securely established. Studies show that users in the business-to-business community are more
receptive to strong user authentication, especially since it can be a condition of employment.
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Self Assessment
Fill in the blanks:
7.

..................... means that users are who they claim to be.

8.

The full form of PIN is .....................

9.

The full form of GPS is .....................

10.

..................... policies are needed to govern how the authentication methods interoperate.

6.7 Future of User Authentication
Today, increased spending on user authentication methods is an imperfect solution to solving
the enterprise authentication problem. More user authentication creates complex new
management issues to make efficient use of the authentication investment. New authentication
management solutions are required to harness authentication methods and deliver stronger
security at a predictable and reduced cost.
The new generation of authentication management capability, just now entering the marketplace,
will simplify and automate the operation and deployment of complex, large-scale, multi-factor
authentication networks. The new user authentication management tools will arbitrate between
users and devices, the authentication methods being used, and the information resources and
applications being accessed.
A probable new approach will be artificial intelligence tools embedded within an authentication
policy engine. These tools will evaluate for patterns of fraud during each user authentication
request. Authentication attempts with a high probability of fraud might trigger an alert to an
intrusion detection system. The user authentication manager would dynamically establish an
access control threshold, based on the nature of threats to an information resource, and
automatically select the best available authentication methods for accessing the requested
information resource.
A major barrier to strong user authentication in e-commerce is the false reject – rejecting the
authentication attempt of a valid user. This will be overcome through use of intelligent software
that senses when a valid user is having trouble authenticating. This user-friendly approach will
help the valid user retry a failed method or will substitute an alternative.
The capabilities of the new automated user authentication systems will create a market for
authentication portals. These authentication portals will be embedded in the information
infrastructure of Application Service Providers (ASPs) to offer very granular user authentication
for accessing critical information resources. This method overcomes a prime concern-the
perceived lack of security-when engaging many types of outsourced application services.
Other user authentication portals will offer specific and tuned authentication services for a
broad mix of e-commerce. After filling a shopping basket and entering a credit card number, the
online consumer will be vectored to an authentication portal to verify the consumer’s identity
and authority to make the requested transaction with the offered credit card.
Perhaps the ideal solution for user authentication is offered by converged voice and data networks,
as voice telephony services on circuit-switched networks are declining as they migrate to peerto-peer packet-switched IP networks. In this scenario, not too far in the future, telephone numbers
will be obsolete. Telephone numbers are a requirement of the circuit-switched network,
representing a fixed hardware port assignment conveniently used for billing and various types
of class of service decisions.
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Many experts predict that user authentication will assume a major new network control function,
filling the void left by telephone numbers to identify users for billing voice, data and multimedia
services; define service assignments, such as three-way calling, incoming caller ID and voice
messaging; and provide security.
In an advanced, converged network of multiple user devices – desktops, laptops, personal
digital assistants and cell phones – each conducting multiple simultaneous sessions with a
dynamically assigned temporary client address, there will be an infinite mix of user authentication
requirements to accurately and securely provide and bill services. Once user authentication has
assumed this role, control of the network, from infrastructure to services, will have completed
its migration to software.

6.8 Biometrics
Biometric devices authenticate users to access control systems through some sort of personal
identifier such as a fingerprint, voiceprint, iris scan, retina scan, facial scan, or signature dynamics.
The nice thing about using biometrics is that end-users do not lose or misplace their personal
identifier. It’s hard to leave your fingers at home. However, biometrics have not caught on as
fast as originally anticipated due to the false positives and false negatives that are common
when using biometric technologies.
Biometric authentication systems employ unique physical characteristics (or attributes) of an
individual person in order to authenticate the person’s identity. Physical attributes employed in
biometric authentication systems include fingerprints, hand geometry, handwritten signatures,
retina patterns and voice patterns. Biometric authentication systems based upon these physical
attributes have been developed for computer login applications.
Figure 6.2: Various Biometric Techniques
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Biometric authentication systems generally operate in the following manner:

Notes

Prior to any authentication attempts, a user is “enrolled” by creating a reference profile (or
template) based on the desired physical attribute. The reference profile is usually based on the
combination of several measurements. The resulting template is associated with the identity of
the user and stored for later use.
When attempting to authenticate themselves, the user enters his login name or, alternatively,
the user may provide a card/token containing identification information. The user’s physical
attribute is then measured.
The previously stored reference profile of the physical attribute is then compared with the
measured profile of the attribute taken from the user. The result of the comparison is then used
to either accept or reject the user.
Biometric systems can provide an increased level of security for IT systems, but the technology
is still less matures than memory or smart cards. Imperfections in biometric authentication
devices arise from technical difficulties in measuring and profiling physical attributes as well as
from the somewhat variable nature of physical attributes. Many physical attributes change
depending on various conditions. For example, a person’s speech pattern may change under
stressful conditions or when suffering from a sore throat or cold.
Biometric systems are typically used in conjunction with other authentication means in
environments requiring high security.

Task Describe what steps are being taken by Government of India for generating Unique
Identification Number of citizens of India

6.9 Summary


Authentication means that users are who they claim to be. Strong user authentication is
costly and off-putting because no user authentication method is secure when employed
alone. Experts agree that real information security requires a combination of tests (multifactor user authentication) to verify who the user is, what the user knows, what the user
has or where the user is.



User authentication methods are costly to acquire. Strong user authentication is an expensive
and daunting management proposition. Authentication policies are needed to govern
how the authentication methods interoperate. Once a user is authenticated, the user’s
identity is securely established.



More user authentication creates complex new management issues to make efficient use
of the authentication investment. The new user authentication management tools will
arbitrate between users and devices, the authentication methods being used, and the
information resources and applications being accessed.



Biometric devices authenticate users to access control systems through some sort of personal
identifier such as a fingerprint, voiceprint, iris scan, retina scan, facial scan, or signature
dynamics.

6.10 Keywords
Authentication: It means that users are who they claim to be.
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Authenticity: It refers to the constant checks you have to run on the system to make sure
sensitive areas are protected and working properly.
Authorization: It refers to the power you have over distinguishing authorized users from
unauthorized users, and levels of access in-between.
Biometrics: It is the science and technology of measuring and analyzing biological data.

6.11 Review Questions
1.

What do you mean by user authentication?

2.

Describe user authentication method.

3.

Why user authentication is necessary?

4.

Compare and contrast between authorization and authentication.

5.

How do passwords act as an important tool for user authentication?

6.

What are the various types of attacks on passwords? Discuss in detail.

7.

Describe the various points that must be kept in mind while password selection.

8.

Explain biometrics and its use in user authentication.

Answers: Self Assessment
1.

True

2.

True

3.

False

4.

True

5.

False

6.

True

7.

User authentication

8.

Personal Identification Number

9.

Global Positioning Satellite

10.

Authentication Policies

6.12 Further Readings

Books

Managing Enterprise Information Integrity: Security, Control and Audit Issues, IT
Governance Institute.
Risks of Customer Relationship Management: A Security, Control, and Audit Approach,
PricewaterhouseCoopers Llp.
Security, Audit & Control Features PeopleSoft: A Technical and Risk Management
Reference Guide, 2nd Edition, Deloitte Touche Tohmatsu Research Team, ISACA.
William Stallings, Computer Security: Principles and Practice, Prentice Hall, 2008.
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Objectives
After studying this unit, you will be able to:


Overview of trusted systems



Understand the trusted operating system



Get brief idea about security features of a trusted operating system



Give assurance to other for trusted operating system

Introduction
Computer technology has developed rapidly, the same time it brings more opportunities for
information theft, tamper and destruction. Information security has become a research focus.
The security of operating system, as the base of information system, is particularly important.
With the developing of 40 years, the security operating system has made certain achievements.
However, it still exist some problems. Trusted operating system which is based on trusted
computing can help solve the problems.
An operating system is a software component that acts as the core of a computer system.
It performs various functions and is essentially the interface that connects your computer and its
supported components. In this Unit, we will discuss the basic security concerns of the operating
system.
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7.1 Security Concerns
The fact that an operating system is computer software makes it prone to error just as any human
creation. Programmers make mistakes, and inefficient code is often implemented into programs
even after testing. Some developers perform more thorough testing and generally produce
more efficient software. Therefore, some operating systems and more error prone while others
are more secure.
Here are some common security issues that pose a threat to all operating systems:
Instabilities and Crashes: Both of these instances may be the result of software bugs in the
operating system. Bugs in software applications on the computer may also cause problems, such
as preventing the system from communicating with hardware devices. They can even cause the
system to become unstable or crash. A system crash consists of freezing and becoming
unresponsive to point where the machine needs to be rebooted. These issues vary depending on
the type of operating system.
Flaws: Software bugs will not only make a system unstable, but also leave it wide open to
unauthorized users. Once these vulnerabilities are discovered, attackers can exploit them and
gain access to your system. From there, they can install malware, launch attacks on other machines
or even take complete control of your system.

Notes Software developers usually distribute security patches rather quickly to update
the operating system and fix the vulnerabilities.

7.2 What is a Trusted System?
In the security engineering subspecialty of computer science, a trusted system is a system that is
relied upon to a specified extent to enforce a specified security policy. As such, a trusted system
is one whose failure may break a specified security policy.
A trusted system connotes one that meets the intended security requirements, is of high enough
quality, and justifies the user’s confidence in that quality. That is trust is perceived by the
system’s receiver or user, not by its developer, designer, or manufacturer. It is important to
realize that there can be degrees of trust; unlike security, trust is not a dichotomy.

7.3 Security Policies
There are a number of topics that should be addressed. Identification and authentication are two
major topics – how are the users of the system identified and authenticated. User ID’s and
passwords are the most common mechanisms, but others are possible.
The audit policy should specify what events are to be logged for later analysis. One of the more
commonly logged classes of events covers failed logins, which can identify attempts to penetrate
the system. One should remember, however, that event logs can be useful only if there is a
method for scanning them systematically for significant events.

!
Caution Manual log reading is feasible only when an event has been identified by other
means – people are not good at reading long lists of events.
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Any policy must include a provision for waivers; that is, what to do when the provisions of the
policy conflict with a pressing business need. When a project manager requests a waiver of the
company security policy, it must be documented formally. Items to include are the system in
question, the section of the security policy that will not be met, how the non-compliance will
increase the risk to the company, the steps being taken to manage that risk, and the plans for
bringing the system into compliance with the policy.

Notes

Computer Use Policy
The policy should state clearly that an employee enters into an implicit agreement with the
company when using a computer issued by the company. Some important items are:
1.

All computers and network resources are owned by the company,

2.

The acceptable use (if any) of non-company-owned computers within the company business
environment,

3.

With the exception of customer data (which are owned by the customer), that all information
stored on or used by the company computers is owned by the company.

4.

That the employee is expected to use company-owned computers only for purposes that
are related to work, and

5.

That an employee has no expectation of privacy for information stored on company
computers or network assets.

System Administration Policies
These should specify how software patches and upgrades are to be distributed in the company
and who is responsible for making these upgrades. There should also be policies for identification
and correcting vulnerabilities in computer systems.

Notes There should also be a policy for responding for security incidents, commonly
called an IRP or Incident Response Policy. There are a number of topics to be covered:
1.

how to identify the incident,

2.

how to escalate the response as necessary until it is appropriate, and

3.

who should contact the public press or law-enforcement authorities.

Self Assessment
State whether the following statements are:
1.

The audit policy should specify what events are to be logged for later analysis.

2.

A trusted system connotes one that meets the intended security requirements, is of high
enough quality, and justifies the user’s confidence in that quality.

3.

Programmers make mistakes, but inefficient code is never implemented into programs
after testing.

4.

There should also be a policy for responding for security incidents, commonly called an
IRP or Incident Response Policy.
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7.4 Models of Security
It is common practice, when we want to understand a subject, to build a logical model and study
that logical model. Of course, the logical model is useful only to the extent that it corresponds to
the real system, but we can try to get better models. Models of security are used for a number of
purposes.
1.

To test the policy for consistency and adequate coverage.

2.

To document the policy.

3.

To validate the policy; i.e. to determine that the policy meets its requirements.

There are many useful models of security, most of which focus on multi-level security. We shall
discuss some of these, despite this author’s documented skepticism that multi-level security
systems are feasible with today’s hardware running today’s operating systems.

Multi-Level Security
The idea of multi-level security is that some data are more sensitive than others. When we try to
formalize a model of multi-level security using the most obvious model, we arrive at a slight
problem. Consider the four traditional security classifications and their implied order.
Unclassified ≤ Confidential ≤ SECRET ≤ Top Secret
This is an example of what mathematicians call a total ordering. A total ordering is a special case
of an ordering on a set. We first define partial ordering.
A partial order (or partial ordering) is defined for a set S as follows.
1.

There is an equality operator, =, and by implication an inequality operator, ≠.
Any two elements of the set, a ∈ S and b ∈ S can be compared.
Either a = b or a ≠ b. All sets share this property.

2.

There is an ordering operator ≤, and by implication the operator ≥.
If a ≤ b, then b ≥ a. Note that the operator could be indicated by another symbol.

3.

The operator is transitive.
For any a ∈ S, b ∈ S, c ∈ S, if a ≤ b and b ≤ c, then a ≤ c.

4.

The operator is antisymmetric.
For any a ∈ S, b ∈ S, if a ≤ b and b ≤ a, then a = b.

If, in addition to the above requirements for a partial ordering, it is the case that for any two
elements a ∈ S, b ∈ S, that either a ≤ b or b ≤ a, then the relation is a total ordering. We are fairly
familiar with sets that support a total ordering; consider the set of positive integers.
In models of the security world, it is often the case that two items cannot be compared by an
ordering operator. It has been discovered that the mathematical object called a lattice provides
a better model of security.
A lattice is a set S that supports a partial order, with the following additional requirements.
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1.

Every pair of elements a ∈ S, b ∈ S possess a common upper bound; i.e., there is an element
u ∈ S, such that a ≤ u and b ≤ u.

2.

Every pair of elements a ∈ S, b ∈ S possess a common lower bound; i.e., there is an element
l ∈ S, such that l ≤ a and l ≤ b.
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Obviously a total ordering is a special case of a lattice. For any two elements a ∈ S, b ∈ S is a set
with a total ordering, let l = min(a, b) and u = max(a, b) to satisfy the lattice property.

Notes

The most common example of a lattice is the relationship of divisibility in the set of positive
integers. Note that addition of zero to the set ruins the divisibility property.
The divisibility operator is denoted by the symbol “|”; we say a | b if the integer a divides the
integer b, equivalently that the integer b is an integer multiple of the integer a. Let’s verify that
this operator on the set of positive integers satisfies the requirements of a partial order.
1.

Both equality and inequality are defined for the set of integers.

2.

We are given the ordering operator “|”.

3.

The operator is transitive.
For any a ∈ S, b ∈ S, c ∈ S, if a | b and b | c, then a | c. The proof is easy.
If b | c, then there exists an integer q such that c = q • b.
If a | b, then there exists an integer p such that b = p • a.
Thus c = q • b = c = q • p·a = (q • p) • a, and a | c.

4.

The operator is antisymmetric.
For any a ∈ S, b ∈ S, if a | b and b | a, then a = b.

If the divisibility operator imposed a total order on the set of integers, then it would be the case
that for any two integers a and b, that either a | b or b | a. It is easy to falsify this claim by picking
two prime numbers; say a = 5 and b = 7. Admittedly, there are many pairs of integers that are not
prime and still falsify the claim (27 = 33 and 25 = 52), but one set is enough. We now ask if the set
of integers under the divisibility operator forms a lattice.
It turns out that the set does form a lattice as it is quite easy to form the lower and upper bounds
for any two integers. Let a ∈ S and b ∈ S, where S is the set of positive integers.
A lower bound that always works is l = 1 and an upper bound that always works is u = a • b.
Admittedly, these are not the greatest lower bound or least upper bound, but they show that
such bounds do exist. To illustrate the last statement, consider this example.
a = 4 and b = 6, with a • b = 24.
The greatest lower bound is l = 2, because 2 | 6 and 3 | 6, and the number 2 is the largest integer
to have that property.
The least upper bound is u = 12, because 4 | 12 and 6 | 12, and the number 12 is the smallest
integer to have that property.
The lattice model has been widely accepted as a model for security systems because it incorporates
two of the basic requirements.
1.

There is a sense of the idea that some data are more sensitive than other data.

2.

It is not always possible to rank the sensitivity of two distinct sets of data.

The Figure 7.1 shows a lattice model based on the factors of the number 60 = 22 • 3 • 5.
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Figure 7.1: Lattice Model

This figure is a directed acyclic graph (DAG) although the arrows are not shown on the edges as
drawn. Depending on the relation being modeled, the arrows all point up or the arrows all point
down. Note that this makes a good model of security, in that some elements may in a sense be
“more sensitive” than others without being directly comparable. In the above DAG, we see that
12 is larger than 5 in the sense of traditional comparison, but that the two numbers cannot be
compared within the rules of the lattice.
Before proceeding with security models that allow for multi-level security, we should first
mention that there are two problems associated with multi-level security. We mention the less
severe problem first and then proceed with the one discussed in the text.
By definition, a multi-level security system allows for programs with different levels of security
to execute at the same time. Suppose that your program is processing Top Secret data and
producing Top Secret results (implying that you are cleared for Top Secret), while my program
is processing SECRET data and producing SECRET results. A leak of data from your program
into my program space is less severs if I also am cleared for Top Secret, but just happen to be
running a SECRET program. If I am not cleared for access to Top Secret data, then we have a real
security violation
For the duration of this discussion, we shall assume the latter option – that a number of users are
processing data, with each user not being authorized to see the other user’s data.

The Bell-LaPadula Confidentiality Model
The goal of this model is to identify allowable flows of information in a secure system. While
we are applying this to a computer system running multiple processes (say a server with a
number of clients checking databases over the Internet), shall illustrate the model with a paperoriented example of collaborative writing of a document to be printed. In this example, we will
assume that user have a SECRET clearance.
This model is concerned with subjects and objects, as are other models. Each subject and object
in the model has a fixed security class, defined as follows.
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C(S)

for subject S this is the person’s clearance

C(O)

for objects (data and programs) this is the classification.
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The first property is practically a definition of the meaning of a security clearance.

Notes

Simple Security Property A subject S may have read access to an object O only if C(S) ≥ C(O).
In example, this implies that user may show his SECRET parts of the report only to those who
are cleared for SECRET-level or higher information. Specifically, user cannot show the
information to someone cleared only for access to Confidential information.
*-Property A subject S who has read access to an object O (thus C(S) ≥ C(O)) may have write access
to an object P only if C(O) ≤ C(P).
This property seems a bit strange until one thinks about it. Notice first what this does not say –
that the subject has read access to the object P. In our example, this states that if you are cleared
for access to Top Secret information and are writing a report classified Top Secret, that I (having
only a SECRET clearance) may submit a Unit classified SECRET for inclusion into your report.
You accept the Unit and include it. I never get to see the entire report as my clearance level is not
sufficient.
The strict interpretation of the *-Property places a severe constraint on information flow from
one program to a program of less sensitivity. In actual practice, such flows are common with a
person taking responsibility for removing sensitive data. The problem here is that it is quite
difficult for a computer program to scan a document and detect the sensitivity of data. For
example, suppose I have a document classified as SECRET. A computer program scanning this
document can easily pick out the classification marks, but cannot make any judgments about
what it is that causes the document to be so classified. Thus, the strict rule is that if you are not
cleared for the entire document, you cannot see any part of it.
The author of these notes will share a true story dating from his days working for Air Force
intelligence. As would be expected, much of the information handled by the intelligence
organization was classified Top Secret, with most of that associated with sensitive intelligence
projects. People were hired based on a SECRET security clearance and were assigned low-level
projects until their Top Secret clearance was obtained.
Information is the life blood of an intelligence organization. The basic model is that the people
who collect the intelligence pass it to the analysts who then determine its significance. Most of
what arrives at such an organization is quickly destroyed, but this is the preferable mode as it
does not require those who collect the information to assess it.
There were many sensitive projects that worked with both SECRET and Top Secret data. As the
volume of documents to be destroyed was quite large, it was the practice for the data that was
classified only SECRET to be packaged up, sent out of the restricted area, and given to the
secretaries waiting on their Top Secret clearance to handle for destruction. Thus we had a data
flow from an area handling Top Secret to an area authorized to handle data classified no higher
than SECRET. This author was present when the expected leak happened.
This author walked by the desk of a secretary engaged in the destruction of a large pile of
SECRET documents. At the time, both she and I had SECRET security clearances and would soon
be granted Top Secret clearances (each of got the clearance in a few months). In among the pile
of documents properly delivered was a document clearly marked Top Secret with a code word
indicating that it was associated with some very sensitive project. The secretary asked this
author what to do with the obviously misplaced document. This author could not think of
anything better than to report it to his supervisor, who he knew to have the appropriate clearance.
Result – MAJOR FREAKOUT, and a change in policy.
The problem at this point was a large flow of data from a more sensitive area to a less sensitive
area. Here is the question: this was only one document out of tens of thousands. How important
is it to avoid such a freak accident?
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If one silly story will not do the job, let’s try for two with another story from this author’s time
in Dayton, Ohio. At the time an adult movie-house (porn theater) was attempting to reach a
wider audience, so it started showing children’s movies during the day. This author attended the
first showing. While the movie was G rated, unfortunately nobody told the projectionist that the
previews of coming attractions could not be X rated. The result was a lot of surprised parents and
amazed children. There was no second showing for children.

The Biba Integrity Model
The Biba integrity model is similar to the Bell-La Padula model, except that it is designed to
address issues of integrity of data. Security addresses prevention of unauthorized disclosure of
data, integrity addresses unauthorized modification of data. The student should note the
similarities of the two models.

7.5 What is a Trusted Operating System?
Trusted Operating System (TOS) generally refers to an operating system that provides sufficient
support for multilevel security and evidence of correctness to meet a particular set of government
requirements.
The most common set of criteria for trusted operating system design is the Common Criteria
combined with the Security Functional Requirements (SFRs) for Labeled Security Protection
Profile (LSPP) and Mandatory Access Control (MAC). The Common Criteria is the result of a
multi-year effort by the governments of the U.S., Canada, United Kingdom, France, Germany,
the Netherlands and other countries to develop a harmonized security criteria for IT products.
Examples of certified trusted operating systems are:
1.

Apple Mac OS X 10.6 (Rated EAL 3+)

2.

HP-UX 11i v3 (Rated EAL 4+)

3.

Some Linux distributions (Rated up to EAL 4+)

4.

Microsoft Windows 7 and Microsoft Server 2008 R2 (Rated EAL 4+ )

5.

AIX 5L with PitBull Foundation (Rated EAL 4+)

6.

Trusted Solaris

7.

Trusted UNICOS 8.0 (Rated B1)

8.

XTS-400 (Rated EAL5+)

Examples of operating systems that might be certifiable are:
1.

FreeBSD with the TrustedBSD extensions

2.

SELinux (see FAQ)

Companies that have created trusted operating systems include:
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1.

Addamax (BSD, SVR3, SVR4, HP/UX)

2.

Argus Systems Group (Solaris, AIX)

3.

AT&T (System V)

4.

Bull (AIX)

5.

Data General (DG/UX)
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6.

Digital Equipment Corporation (Ultrix)

7.

Gemini Computers (GEMSOS)

8.

Harris Corporation (SVR3, SVR4)

9.

Hewlett-Packard (HP/UX)

10.

Honeywell (Multics)

11.

IBM (OS/390, AIX)

12.

SCO (SCO Unix)

13.

Secure Computing Corporation (LOCK, Mach, BSD)

14.

SecureWare (Apple A/UX, HP/UX, SCO)

15.

Sequent (Dynix/ptx)

16.

Silicon Graphics (IRIX)

17.

Sun Microsystems (SunOS, Solaris)

18.

Trusted Information Systems (Xenix, Mach)

19.

BAE Systems (XTS Unix)

Notes

7.5.1 Trust in What?
1.

Process: OS processes must be absent of security flaws and malicious segments

2.

Product: It must be evaluated, approved product.

3.

Software: The software must be Part trusted to enforce security policy

4.

Computing base

5.

HW/SW/firmware enforcing unified policy.

6.

System

7.

Trusted to process sensitive information

7.5.2 Features of Trusted OS
There are many unique features which distinguish an Trusted OS from an Ordinary OS. These
have been listed below:
1.

User identification and authentication

2.

Mandatory access controls

3.

Discretionary access controls

4.

Object reuse protection

5.

Complete mediation

6.

Trusted paths

7.

Audits

8.

Audit log reduction

9.

Intrusion detection

LOVELY PROFESSIONAL UNIVERSITY

79

Computer Security

Notes

7.5.3 When is an Operating System said to be Trusted?
An operating system is trusted if we have confidence it provides:
1.

Memory protection,

2.

File protection,

3.

General object access control,

4.

User authentication in a consistent and effective way.

7.6 Trusted Operating System Design
Here we face the immediate problem of software quality. It is almost impossible to create a
complete and consistent set of requirements for any large software system, and even more
difficult to insure that the software system adheres to that set of requirements and no other.
Now we are asked to make an operating system adhere to a set of requirements specifying
security – perhaps both the Bell-La Padula model and the Biba integrity model. This is quite a
chore. The difficulty of the chore does not excuse us from trying it.
The main difficulty in insuring the security of an operating system is the fact that the operating
system is interrupt-driven. Imagine an ordinary user program, perhaps one written for a class
project. One can think of this as a deterministic system (although it might not be) in that the
program does only what the instructions say to do. Admittedly what the instructions say to do
may be different from what the author of the program thinks they say to do, but that is always
a problem.
The main job of an operating system is to initialize the execution environment of the computer
and then enter an idle state, just waiting for interrupts. Its job is to respond to each of the
interrupts according to a fixed priority policy and to execute the program associated with the
interrupt. The association of programs with interrupts is established when the execution
environment is set up; for further study consult a book on computer architecture.
When an interrupt causes the operating system to suspend the execution of one program and
initiate the execution of another program, the operating system performs a context switch,
basically loading the new program and establishing its execution environment. It is this context
switch that introduces some indeterminacy into the operating system. Another concern is that
the time and resources taken by the context switch itself are part of the overhead of the operating
system – cost to the executing program that does not directly benefit the executing program.
Thus, there is pressure to make each context switch as efficient as possible. Introducing security
code into the context switch slows it down.
There are three main services of operating systems that interact with security.
User Interface

authenticates a user, allows him access to the system, and handles all
interaction with the user.

Service Management

this allows a user access to many of the low-level services of the operating
system.

Resource Allocation

this allocates resources, such as memory, I/O devices, time on the CPU,
etc.

In a trusted operating system, designed from the beginning with security in mind, each of these
main services is written as a distinct object with its own security controls, especially user
authentication, least privilege (don’t let a user do more than is necessary), and complete mediation
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(verifying that the input is of the expected form and adheres to the “edit” rules). Here the UNIX
operating system shows its major flaw – users are either not trusted or, being super-users, given
access to every resource.

Notes

Some of the features of a security-oriented operating system are obvious, while other features
require a bit of explanation. We discuss those features that are not obvious.
Mandatory access control (MAC) refers to the granting of access by a central authority, not by
individual users. If I have SECRET data to show you and you do not have a SECRET clearance,
I cannot of my own volition grant you a SECRET clearance (although I have actually seen it done
– I wonder what the Defense Department would think of that). MAC should exist along with
discretionary access control (DAC) in that objects not managed by the central authority can be
managed by the individual user owning them.
Object reuse protection refers to the complete removal of an object before it is returned to the
object pool for reuse. The simplest example of this is protection of files. What happens when a
file is deleted. In many operating systems, the file allocation table is modified to no longer
reference the object and to place its data sectors on the free list as available for reuse. Note that
the data sectors are not overwritten, so that the original data remains.
Object reuse protection also has a place in large object-oriented systems. In these systems, the
creation of some objects is often very computationally intense. This leads to the practice of
pooling the discarded objects rather than actually destroying the object and releasing the memory
when the object is no longer in use. A program attempting to create a new object of the type in
the pool will get an object already created if one exists in the pool. This leads to more efficient
operation, but also introduces a security hole.
Audit log management refers to the practice of logging all events with potential security impact,
protecting that log from unauthorized access and modification, and creation of procedures and
software to examine the log periodically and analyze it for irregularities. A security log is of no
use if nobody looks at it.
Intrusion detection refers to the creation and use of system software that scans all activity
looking for unusual events. Such software is hard to write, but one should try. For example, this
author has a 128 MB flash drive that he occasionally attaches to his computer at work via the USB
port. The intrusion detection software always reports that the number of hard drives on the
system has changed and says to call the administrator if this was not an intentional act.

Kernelized Design
A kernel is the part of an operating system that performs low-level functions. This is distinct
from the high-level services part of the operating system that does things such as handle shared
printers, provides for e-mail and Internet access, etc. The kernel of an operating system is often
called the nucleus, and rarely the core. In an operating system designed with security in mind
there are two kernels: the security kernel and the operating system kernel, which includes the
security kernel.
The security kernel is responsible for enforcing the security mechanisms of the operating system,
including the handling of most of the functions normally allocated to the operating system
kernel itself, as most of these low-level facilities have impact on security.
The reference monitor is one of the most important parts of the security kernel. This is the
process that controls access to all objects, including devices, files, memory, interprocess
communication, and other objects. Naturally, the reference monitor must monitor access to
itself and include protection against its being modified in an unauthorized way.
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The Trusted Computing Base (TCB)
The trusted computing base is the name given to the part of the operating system used to enforce
security policy. Naturally, this must include the security kernel. Functions of the TCB include
the following:
1.

hardware management, including processors, memory, registers, and I/O devices,

2.

process management, including process scheduling,

3.

interrupt handling, including management of the clocks and timing functions, and

4.

management of primitive low-level I/O operations.

Virtualization is one of the more important tools of a trusted operating system. By this term we
mean that the operating system emulates a collection of the computer system’s sensitive resources.
Obviously virtualized objects must be supported by real objects, but the idea is that these real
objects can be managed via the virtual objects.
As an example of a virtualized object, consider a shared printer. The printer is a real object to
which it is possible to print directly. Simultaneous execution of several programs, each with
direct access to the printer would yield an output with the results of each program intermixed –
a big mess. In fact the printer is virtualized and replaced by the print spooler, which is the only
process allowed to print directly to the printer. Each process accessing the virtualized printer is
really accessing the print spooler, which writes the data to a disk file associated with the process.
When the process is finished with the printer, the spooler closes the file, and queues it up for
being printed on the real printer.
A virtual machine is a collection of hardware facilities, each of which could be real or simulated
in software. One common feature is virtual memory, in which each process appears to have
access to all of the memory of the computer, with the possible exception of memory allocated to
the operating system.

Task What do you mean by TCB? What are its functions?

7.7 Assurance in Operating Systems
Assurance in a an operating system refers to an estimate of the likelihood that a system will not
fail in some particular way” For an operating system designed to be secure, assurance is the
mechanism for convincing others that the security model is correct, as are the design and
implementation of the OS. How does one gain confidence that an operating system should be
trusted? One way is by gaining confidence that a number of the more obvious security
vulnerabilities have been addressed in the design of the system.
Input/Output processing represents one of the larger vulnerabilities in operating systems. There
are a number of reasons for the vulnerability of this processing, including:
1.

the fact that I/O processing is interrupt driven, and

2.

the fact that I/O processing is often performed by independent hardware systems, and

3.

the complexity of the I/O code itself, and

4.

the desire to have the I/O process bypass the security monitors as an efficiency issue.

Methods for gaining assurance include testing by the creator of the software, formal testing by
a unit that is independent of the software development process, formal verification (when
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possible – it is very difficult), and formal validation by an outside vendor. The author of these
notes had been part of a software V&V (verification and validation) team, assigned to be sure
that the code was written correctly and that it adhered to the requirements.

Notes

It is based on factors such as:
1.

Software architecture : E.g., kernelized design,

2.

Development process : Who developed it

3.

Technical assessment

There are various methods for providing assurance in operating system. These have been
discussed briefly below:
1.

Testing: Testing method can demonstrate existence of flaw, not absence

2.

Formal Specification and Verification: It is a time-consuming, painstaking process

3.

Validation Process: This process involves requirements checking, design and code reviews,
module and system testing

4.

Configuration Management and Trusted System Distribution: It improve assurance in the
development/deployment cycle.

7.7.1 Assurance Criteria
Assurance criteria are specified to enable evaluation. It was originally motivated by military
applications, but now is much wider.
Examples:
1.

Orange Book (Trusted Computer System Evaluation Criteria)

2.

Common Criteria

Trusted Computer System Evaluation Criteria (TCSEC)
It is a United States Government Department of Defense (DoD) standard that sets basic
requirements for assessing the effectiveness of computer security controls built into a computer
system. The TCSEC was used to evaluate, classify and select computer systems being considered
for the processing, storage and retrieval of sensitive or classified information.
The TCSEC, frequently referred to as the Orange Book, is the centerpiece of the DoD Rainbow
Series publications. Initially issued in 1983 by the National Computer Security Center (NCSC),
an arm of the National Security Agency, and then updated in 1985, TCSEC was replaced by the
Common Criteria international standard originally published in 2005.

Fundamental Objectives and Requirements
The Orange Book or DoDD 5200.28-STD was canceled by DoDD 8500.1 on October 24, 2002.

Policy
The security policy must be explicit, well-defined and enforced by the computer system. There
are two basic security policies:
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1.

Mandatory Security Policy: Enforces access control rules based directly on an individual’s
clearance, authorization for the information and the confidentiality level of the information
being sought. Other indirect factors are physical and environmental. This policy must also
accurately reflect the laws, general policies and other relevant guidance from which the
rules are derived.

2.

Marking: Systems designed to enforce a mandatory security policy must store and preserve
the integrity of access control labels and retain the labels if the object is exported.

3.

Discretionary Security Policy: Enforces a consistent set of rules for controlling and limiting
access based on identified individuals who have been determined to have a need-to-know
for the information.

Accountability
Individual accountability regardless of policy must be enforced. A secure means must exist to
ensure the access of an authorized and competent agent which can then evaluate the accountability
information within a reasonable amount of time and without undue difficulty. There are three
requirements under the accountability objective:
1.

Identification: The process used to recognize an individual user.

2.

Authentication: The verification of an individual user’s authorization to specific categories
of information.

3.

Auditing: Audit information must be selectively kept and protected so that actions affecting
security can be traced to the authenticated individual.

Assurance
The computer system must contain hardware/software mechanisms that can be independently
evaluated to provide sufficient assurance that the system enforces the above requirements. By
extension, assurance must include a guarantee that the trusted portion of the system works only
as intended. To accomplish these objectives, two types of assurance are needed with their
respective elements:
1.

Assurance Mechanisms

2.

Operational Assurance: System Architecture, System Integrity, Covert Channel Analysis,
Trusted Facility Management and Trusted Recovery

3.

Life-cycle Assurance: Security Testing, Design Specification and Verification, Configuration
Management and Trusted System Distribution

4.

Continuous Protection Assurance: The trusted mechanisms that enforce these basic
requirements must be continuously protected against tampering and/or unauthorized
changes.

Documentation
Within each class there is additional documentation set which addresses the development,
deployment and management of the system rather than its capabilities. This documentation
includes: Security Features User’s Guide, Trusted Facility Manual, Test Documentation and
Design Documentation.
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The Common Criteria for Information Technology Security Evaluation

Notes

Also abbreviated as Common Criteria or CC is an international standard (ISO/IEC 15408) for
computer security certification. It is currently in version 3.1.
Common Criteria is a framework in which computer system users can specify their security
functional and assurance requirements, vendors can then implement and/or make claims about
the security attributes of their products, and testing laboratories can evaluate the products to
determine if they actually meet the claims. In other words, Common Criteria provides assurance
that the process of specification, implementation and evaluation of a computer security product
has been conducted in a rigorous and standard manner.
Recognition Agreement with 5 signers namely US, UK, Canada, France and Germany. But as of
May 2002, 10 more signers i.e. Australia, Finland, Greece, Israel, Italy, Netherlands, New Zealand,
Norway, Spain, Sweden; India, Japan, Russia, South Korea developing appropriate schemes.
The TCSEC defined a number of levels of assurance:
D – basically, no protection. Any system can get this level.
C1– discretionary access control
C2– controlled access protection (a finer grained discretionary access control)
B1 – labeled security protection
Each object is assigned a security level and mandatory access controls are used.
B2 – structured protection. This is level B1 with formal testing of a verified design.
B3 – security domains. The security kernel must be small and testable.
A1– verified design. A formal design exists and has been thoroughly examined.
The TCSEC was a good document for its day, but it was overtaken by the arrival of the Internet
and connectivity to the Internet. Several operating systems were rated as C1 or better, provided
that the system was running without connection to the Internet.
More recently, the U.S. Government has published the Combined Federal Criteria, followed in
1998 by the Common Criteria. This document proposed a number of levels of assurance (seven,
I think) with higher levels being more secure and the top level being characterized as
“ridiculously secure”.

Self Assessment
Fill in the blanks:
5.

There are ……………….. requirements under the accountability objective.

6.

…………………………………………. is a United States Government Department of Defense
(DoD) standard that sets basic requirements for assessing the effectiveness of computer
security controls.

7.

The …………………….. or DoDD 5200.28-STD was canceled by DoDD 8500.1 on October
24, 2002.

8.

……………………………. represents one of the larger vulnerabilities in operating systems.

9.

Assurance criteria are specified to enable …………………….
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7.8 Summary


A trusted system connotes one that meets the intended security requirements, is of high
enough quality, and justifies the user’s confidence in that quality. That is , trust is perceived
by the system’s receiver or user, not by its developer, designer, or manufacturer. It is
important to realize that there can be degrees of trust; unlike security, trust is not a
dichotomy.



A trusted Operating System is one that provides the following facilities in a consistent and
effective way


Memory protection



File protection



General object access control



User authentication



Assurance criteria are specified to enable evaluation. It was originally motivated by military
applications, but now is much wider. Common examples are Orange Book (Trusted
Computer System Evaluation Criteria) and Common Criteria.



Common Criteria or CC is an international standard (ISO/IEC 15408) for computer security
certification. It is currently in version 3.1. Common Criteria is a framework in which
computer system users can specify their security functional and assurance requirements,
vendors can then implement and/or make claims about the security attributes of their
products, and testing laboratories can evaluate the products to determine if they actually
meet the claims.

7.9 Keywords
Audit Policy: The audit policy should specify what events are to be logged for later analysis.
Trusted System: A trusted system connotes one that meets the intended security requirements,
is of high enough quality, and justifies the user’s confidence in that quality.

7.10 Review Questions
1.

What do you mean by a trusted system?

2.

What are trusted operating system?

3.

Explain the various security features of a trusted operating system.

4.

Discuss, “Assurance in trusted operating system”.

5.

Write short notes on the following:
(a)

Trusted Computing Base

(b)

Kernalized base

(c)

Orange Book

Answers: Self Assessment
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1.

True

2.

True

3.

False

4.

False
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5.

three

6.

Trusted Computer System Evaluation
Criteria (TCSEC)

7.

Orange Book

8.

Input/Output processing

9.

evaluation

Notes
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Objectives
After studying this unit, you will be able to:


Define a database



Explain need, advantages and disadvantages of database



Describe various types of database models



Know about the database system and its application

Introduction
Information is measured in bits, just as length is measured in metres and time is measured in
seconds. Of course, knowing the amount of information is not the same as knowing the
information itself. Different scales of length are needed in different circumstances. Sometimes
we want to measure length in kilometers and sometimes in inches. Similarly, other scales for
information besides ‘bits’ are sometimes needed; in the context of physical systems information
is often measured in Joules per Kelvin. Some important facts about information are as follows:


Information can be learnt through observation, experiment, or measurement.



Information is subjective, or observer dependent. What A knows may be different from
what B knows. If informations were not subjective, there would be no need to communicate
it.



A person’s uncertainty can be increased upon learning that there is an observation about
which information may be available, and then can be reduced by receiving that information.



Information can be lost through loss of the data itself.



The physical form of information is localized in space and time. As a consequence –
information can be sent from one place to another and can be stored and then retrieved
later.

The information useful for communication and storage requires the processing of data. Data is
a collection of numbers, characters, alphabets, and special symbols etc. that can be processed to
produce some meaningful information.

8.1 Data Concepts
The word, data, is a plural of datum, though data is commonly used to represent both the
singular form and plural form. Now before proceeding further let us have a look to the definition
of data. “Data is commonly defined as raw facts or observations”. These facts can be from
physical processes, business transactions, surveys, investigations, etc. For example, if a person
went to the Mount Everest and when he returns, he will provide lot of data for the next person
going to the Mount Everest. Data are the objective measurements of the attributes of entities
such as place, people, things, and events. These measurements are usually represented by symbols
such as numbers and words or by codes composed of a mixture of numerical, alphabetical, and
other characters. However, data commonly takes a variety of forms including numeric data,
text, voice and images.
Data and information are often used interchangeably. But it is helpful to view data as raw
material. This data when processed got, converted into finished information product. But data is
usually not useful until subjected to a value added process where:


Its form is aggregated, manipulated and organized.
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Its contents are analyzed and evaluated.



It is placed in a proper context for a human user.

Data is typically manipulated by activities such as calculating, comparing, sorting, classifying
and summarizing. These activities involves organizing, analysing, manipulating and converting
data into information for users. These qualities of any data stored in an information system,
must also be maintained by a continual process of correcting and updating activities.

8.2 Data Hierarchy
The components of the data hierarchy in an information system are listed here in ascending
order of complexity:
1.

Bit: The term, bit, is short form for binary digit. It can assume either of two possible states
and therefore can represent either 0 or 1. In secondary storage, a bit is used to represent
data through positive or negative polarity of an electrical charge on a magnetic recording
medium such as tape or disk. Semi-conductor storage is usually used for primary storage.
In semiconductor storage, a bit is represented by an electrical circuit that is either
conducting or not conducting electricity.

2.

Byte: The ability to represent only binary digits (bits) in a computer system is not sufficient
for business information processing. Numeric and alphabetic characters as well as wide
variety of special characters such as dollar signs, question marks, and quotation marks,
must be stored. In a computer system, a character of information is called a byte.

Notes A byte of information is stored by using several bits in specified combination
called bit patterns. One widely used bit pattern for personal computers and data
communications is the American Standard Code for Information Interchange (ASCII).
ASCII uses seven bits to represent one character. Each 1 or 0 corresponds to a single bit.
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3.

Field: The next level in the data hierarchy is a field or item of data. A field or item of data
is one or more bytes that contain data about an attribute of an entity in the information
system. An entity in a payroll system is an individual employee. Attributes are the
employee’s name, pay rate, and so on. The basic pay is a field or item of data.

4.

Record: A record is a collection of fields relating to a specific entity. For example, a payroll
record contains fields of data relating to a specific employee. An analogy can be made
between a computer-based record and an individual folder in a manual file. A folder in a
payroll file may contain much the same information as a record in a computerized payroll
file. The field that identifies a record from all other records in a file is the record key. For
example, the record key in a payroll record is usually the employee’s provident fund
number or social security number because it is different for each employee.

5.

File: A file is a collection of related records. For example, the collection of payroll records
for all employees in a company is a payroll file. The concept of a computer file is very
similar to a manual file in a filing cabinet.

6.

Data Base: A database consists of all the files of an organization, structured and integrated
to facilitate update of the files and retrieval of information from them. The term has often
been used rather loosely. Technically, a database consists of those files that are part of a
data base management system. However, database is often used to refer all the files of an
organization.
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All this is called as data hierarchy because databases are composed of files, files are composed of
records, records are composed of filed, fields composed of data bytes, and finally data bytes are
a group of bits. This is very well a hierarchical structure.

Notes

8.3 Data Access Methods
There are basically three types of file organization, which allow sequential access to the data in
a file and which allow direct access to the data in a file.
1.

Sequential: With a sequential access file, records must be read in the same order as they
were written to the storage media. The computer begins searching for a record in the file
and then sequentially examining the next record and so on until the required record is
located. Certain storage media magnetic tape will allow only sequential access to data.
In order for a record to be found on a reel of magnetic tape, the tape must be read
sequentially, beginning with the first record.

2.

Direct Access File: Direct-access file on the other hand, allows immediate direct access to
individual records in a file. There are several techniques used to accomplish direct-access
file organization. Magnetic disks, such as floppy disks, are by far the most commonly used
devices for storing direct-access files. Direct-access file organization must be used whenever
the application requires immediate access to individual records. It is widely used today
whenever the computer configuration includes CRT (Cathode Ray Tube) terminals that
display management information on demand.

3.

Indexed Sequential Access File: The most common technique for accessing disk records
directly is with the use of an index. During the creation of records, the computer uses filehandling programmed routines to establish an index on the disk itself. The index indicates
where each record is located. The concept is similar to that of the index found at the end of
book, which specifies the page where each item of information can be located.

Notes The disk index indicates the locations (i.e. track and sector) of each record and
where a particular record can be found. A key data field in each record must be indicated
by the programmer, which is used by the computer as the basis for establishing, address
information in the index.
For example, if a payroll file is stored on a disk. To access any particular record, the user
need only supply a particular key data field, such as EMPLOYEE CODE or whatever has
been defined at the time of programming. The computer then looks up the corresponding
disk location for that particular record in the index and seeks that record directly.

8.4 Data Processing
Let us examine the steps involved in data processing. You know that data as such is the term
given to all the facts that record an event, an activity or a situation. As isolated facts and figures
may not be meaningful in themselves, they can be processed in various specific ways in order to
give them a useful meaning. Data Processing embraces the techniques of sorting, relating,
interpreting and computing items of data in order to provide meaningful and useful information.
It will be evident that to arrive at certain figures, the data must be processed according to
predefined procedures and rules arranged in a specific order. It would for instance, be pointless
to add the number of lengths of timber to the number of hours worked; the answer would be
meaningless. The term, Data Processing System, relates to an assembly of those steps in logical
order. In simple terms, the steps by which data can be converted into useful information, which

LOVELY PROFESSIONAL UNIVERSITY

91

Computer Security

Notes

can be usable either by an individual or by any number of users, can be labelled as data processing
mechanism. For data processing, these steps are generally followed:
1.

Data Source: The first step is to obtain the relevant facts and figures and to set these out on
source documents, for example, in a population survey, the name, address, age, sex,
occupation, etc., must be first written down on to a survey sheet or some other documents.
These documents may be so designed that information is recorded in the required order.

2.

Data Input: Once the data has been extracted from the source document, it must then be
transferred into some form suitable for data entry into the computer so that processing
can take place. The method will depend upon the input media and the devices.

3.

Data Manipulation: Information, inputs for processing may have to be classified or sorted.
It is this form of operation, or data manipulation, rather than pure computation, with
which data processing is mainly concerned. For example, in the population survey, we
may want to classify people by occupation or by age. We may wish to sort lists on
alphabetical order or in any other order. We may require employees to be grouped by
departments for a pay roll program. All these forms of data manipulation will produce
results, which can be organized in the form of summaries.

4.

Data Output: The objective of results or summaries is to provide meaningful information
to managers, accountants, etc., and careful consideration, therefore, should be given to the
presentation of results so that they can be understandable easily and quickly.

5.

Data Storage: In most cases, the results of processing are retained for future use or reference.
In many cases, it may be necessary after updating, to compare the latest figures with the
previous figures, perhaps, over different periods of time. This means that data processing
installations require a great deal of secondary storage space to store all the programs and
the different sets of data.

8.5 Types of Data Processing
Basically, there are two types of data processing:
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1.

Batch Processing: With batch processing, changes and queries to file are stored for a
period of time, and then a processing run is made periodically to update the file and to
produce responses to the queries. Batch runs can be made on a scheduled basis, such as
daily, weekly, or monthly, or they can be made on an as required basis. Examples of batch
processing include generation of mark-sheets of students. Mark-sheets and results of school
examinations are given to students only at the end of an academic year. So, a programmer
can develop a program for this and the results can be printed at the required time.

2.

Online or Immediate Processing: In immediate processing, transactions are processed to
update the file immediately or shortly after a real-world event occurs. Information
processing applications that use immediate processing are often called real time
applications. A real time application can immediately capture data about ongoing events
or processes and provide the information necessary to manage them. An airline-reservation
system is an example of a real time application. Real time systems must have real time
files that are updated immediately after the event occurs. Consequently, at any point in
time, the data in real time files should accurately reflect the status of the real world
variables they represent. For example, when a customer reserves a seat on an airline
flight, the reservations agent keys in that fact and the inventory of non-reserved seats on
the flight is immediately changed to reflect one less available seat. Immediate processing
requires direct-access files, since immediate processing with sequential files would be
impractical because of the time required to search for individual records. Batch processing,
on the other hand, can occur with either sequential or direct access files. Examples of
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immediate processing or interactive processing include air traffic and banking. In air
traffic, as the flying speed increases control decisions have to be taken more quickly.
Therefore, interactive processing is the only suitable system for air traffic control. In
banking, where a customer is at the counter and the time to update his bank account will
naturally take more time if done manually, a computer can give full updated details of the
customer’s account within seconds processing. For this, a customer is given the needed
information mostly by interactive way.

Notes

Task
1.

Differentiate between batch processing and Online processing.

2.

Give two examples of following:
(i)

batch processing

(ii)

Online processing

8.6 Data Representation
We know that data is usually a combination of numbers, characters and special characters. This
data has to be worked upon by the computer as well as it has to be ported from place to place, i.e.
data has to flow from place to place within the computer hardware. As the computer is an
electronic device and it works with electronic pulses, this data or information should be in a
form that is machine readable and understandable. For this reason, data has to be represented in
the form of electronic pulses.
The data has to be converted into electronic pulses and each pulse should be identified with a
code. For these reasons, the data is converted into numeric format first, by using worldwide
standard called ASCII i.e. American Standard Code for Information Interchange, where each and
every character, special character and keystrokes have numerical equivalent. Thus using this
equivalent, the data can be interchanged into numeric format. For the numeric conversion, we
use number systems; each number system has a radix or base, which indicates the number of
digits in that number system. In any number system, there is an ordered set of symbols known
as digit with rules defined for performing arithmetic operations like addition, multiplication,
etc.

8.7 Introduction to Database
A database can be defined in various ways; for example, a database is a collection of structured
data. The structure of the data is independent of any particular application. A database is a file of
data structured in such a way that it may serve a number of applications without its structure
being dictated by any one of those applications, the concept queuing that programs are written
round the database rather than files being structured to meet the needs of a particular program.
The centre of any information system is its database, which is a collection of the data resources
of an organization designed to meet the requirements of the company for processing and
retrieving information by decision-makers. One important use of database is to target more
precise marketing efforts. In developed countries, the latest trend in management information
systems is the executive information system which is used by senior managers.
A database can be termed as a repository of data. A collection of actual data which constitutes the
information regarding an organisation is stored in a database. For example, there are 1,000
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students in a college and we have to store their personal details, marks details, etc., these details
will be recorded in a database.
A collection of programs that enables you to store, modify, and extract information from a
database is known as DBMS. The primary goal of a DBMS is to provide a way to store and
retrieve database information that is both convenient and efficient. Database systems are designed
to manage large bodies of information. Management of data involves both defining structures
for storage of information and providing way for manipulation of data. In addition, the database
system must ensure safety of data.
Good data management is an essential prerequisite to an organisation’s success.
Data

is converted into

Information

Information

is converted into

Knowledge

Knowledge

is converted into

Judgement

Judgement

is converted into

Decision

Decision

is converted into

Results

Provided that data is:
1.

complete

2.

accurate

3.

cost-effective

4.

timely

5.

easily accessible

6.

up-to-date.

8.8 Applications of Database System
There are many different types of DBMSs, ranging from small systems that run on personal
computers to huge systems that run on mainframes. Database are applied in wide number of
applications. Following are some of the examples:
Banking: For customer information, accounts, loans and other banking transactions.
Colleges and Universities: For student information, course registration, grades, etc.
Monetary transaction: For purchase of credit cards and generation of monthly statements.
Tele-communication: For keeping records of calls made, generating monthly bills, etc.
Airlines: For reservation and schedule information.
Finance: For storing information about holdings, sales and purchase of financial statements.
Sales: For customers, products and purchase information.
Manufacturing: For management of supply chain.
Human Resource: For recording information about employees, salaries, tax, benefits, etc.
We can say that whenever we need to have a computerized system, we need a database system.
Briefly, a database is a collection of data supporting the operation of an organization. It is,
however, more than this, because it must also:
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1.

Be substantially non-redundant

2.

Be program independent (data independence)
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3.

Be usable by all the programs

4.

Include all the necessary structural interrelation of data.

8.9 Purpose and Need
A file system is one in which we keep the information in operating system files. Before the
evolution of DBMS, organisations used to store information in file systems. A typical file
processing system is supported by a conventional operating system. The system stores permanent
records in various files and it need application program to extract records, or to add or delete
records. We will compare both systems with the help of an example. Suppose, there is a saving
bank enterprise that keeps information about all customers and saving accounts. The following
manipulations have to be carried out within the system:
1.

A program to debit or credit an account.

2.

A program to add a new account.

3.

A program to ascertain the balance of an account.

4.

A program to generate monthly statements.

As the need, arises new applications can be added at a particular point of time as checking
accounts can be added in a saving account.

8.10 Disadvantages
Using file system for storing data has got following disadvantages:
1.

Data Redundancy and Inconsistency: Different programmers work on a single project, so
various files are created by different programmers at some interval of time. So various
files are created in different formats and different programs are written in different
programming languages. The same information is repeated. For example, name and
address may appear in saving account file as well as in checking account. This redundancy
results in higher storage space and access cost. It also leads to data inconsistency, which
means that if we change some record in one place, the change will not be reflected in all
the places. For example, a changed customer address may be reflected in saving record but
not anywhere else.

2.

Difficulty in Accessing Data: Accessing data from a list is also a difficulty in file system.
Suppose, we want to see the records of all customers who have a balance of less than
` 10,000, we can either check the list and find the names manually or write an application
program. If we write an application program and at some later time, we need to see the
records of customers who have a balance of less than ` 20,000, then again a new program
has to be written. It means that file processing system do not allow data to be accessed in
a convenient manner.

3.

Data Isolation: As the data is stored in various files, and various files may be stored in
different format, writing application program to retrieve the data is difficult.

4.

Integrity Problems: Sometimes, we need that data stored should satisfy certain constraints,
as in a bank a minimum deposit should be of ` 100. Developers enforce these constraints
by writing appropriate programs, but if later on, some new constraint has to be added
then it is difficult to change the programs to enforce them.

5.

Atomicity Problems: Any mechanical or electrical device is subject to failure, and so is the
computer system. In this case, we have to ensure that data should be restored to a consistent
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state. For example, an amount of ` 50 has to be transferred from account A to account B.
The amount has been debited from account A but have not been credited to account B and
in the meantime, some failure occurred. So, it will lead to an inconsistent state. So, we
have to adopt a mechanism which ensures that either full transaction should be executed
or no transaction should be executed i.e. the fund transfer should be atomic.
6.

Concurrent Access Problems: Many systems allow multiple users to update the data
simultaneously. It can also lead the data in an inconsistent state. Suppose a bank account
contains a balance of ` 500 and two customers want to withdraw ` 100 and ` 50
simultaneously. Both the transactions are reads from the old balance and withdrawal
from that old balance will show ` 450 and 400 which is incorrect.

7.

Security Problems: All the users of database should not be able to access all the data. For
example, a payroll personnel needs to access only that part of data which has information
about various employees and is not needed to access information about customer accounts.
Files may contain duplicate records. Therefore, they are susceptible to a loss of integrity if
all files are not updated at the same time. Programs are bound to a file. If a file structure is
modified then all programs that access it need to be modified. Thus, alterations to file
structures are difficult and expensive.

Database systems originated in the late 1950s and early 1960s largely by research and development
of IBM Corporation. Most developments were responses to needs of business, military,
government and educational institutions, which are complex organisations with complex data
and information needs.

Self Assessment
Fill in the blanks:
1.

A field or item of data is one or more bytes that contain data about an ……………….. of an
entity in the information system.

2.

An ………………. in a payroll system is an individual employee.

3.

A …………………….. is a collection of fields relating to a specific entity.

4.

With a………………………………………, records must be read in the same order as they
were written to the storage media.

5.

The term……………………………… System, relates to an assembly of those steps in logical
order.

6.

Examples of ………………………………. processing include generation of mark-sheets of
students.

8.11 Database Management Systems (DBMS)
This is the interface between the users (application programmers) and the database (the data).
A database is a collection of data that represents important objects in a user’s business. A database
management system (DBMS) is a program that allows users to define, manipulate, and process
the data in a database in order to produce meaningful information.
DBMS is collection of programs that enables you to store, modify, and extract important
information from a database. There are many different types of DBMS, ranging from small
systems that run on personal computers to huge systems that run on mainframes.

96

LOVELY PROFESSIONAL UNIVERSITY

Unit 8: Introduction to Databases

Notes

Following are the examples of DBMS:
1.

Computerized library systems

2.

Automated teller machines

3.

Flight reservation systems

4.

Computerized parts inventory systems.

8.11.1 View of Data
A database contains a number of files and certain programs to access and modify these files. But
the actual data is not shown to the user; the system hides actual details of how data is stored and
maintained.

8.11.2 Data Abstraction
Data abstraction is the process of distilling data down to its essentials. The data when needed
should be retrieved efficiently. As all the details are not of use for all users, so we hide the actual
(complex) details from users. Various level of abstraction to data is provided which are listed
below:
1.

Physical Level: It is the lowest level of abstraction and specifies how the data is actually
stored. It describes the complex data structure in details.

2.

Logical Level: It is the next level of abstraction and describes what data are stored in
database and what relationship exists between various data. It is less complex than physical
level and specifies simple structures. Though the complexity of physical level is required
at logical level, but users of logical level need not know these complexities.

3.

View Level: This level contains the actual data that is shown to the users. This is the highest
level of abstraction and the user of this level need not know the actual details (complexity)
of data storage.

8.12 Database Language
As a language is required to understand anything, similarly to create or manipulate a database
we need to learn a language. Database language is divided into mainly two parts: DDL (Data
Definition Language) and DML (Data Manipulation Language).

8.12.1 Data Definition Language (DDL)
It is used to specify a database scheme as a set of definitions expressed in a DDL.
1.

DDL statements are compiled, resulting in a set of tables stored in a special file called a
data dictionary or data directory.

2.

The data directory contains metadata (data about data).

3.

The storage structure and access methods used by the database system are specified by a
set of definitions in a special type of DDL called a data storage and definition language.

4.

The basic idea is to conceal implementation details of the database schemes from the
users.
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8.12.2 Data Manipulation Language (DML)
Data Manipulation is:
1.

Retrieval of information from the database

2.

Insertion of new information into the database

3.

Deletion of information in the database

4.

Modification of information in the database

A DML is a language which enables users to access and manipulate data. The goal is to provide
efficient human interaction with the system.
There are two types of DML:
1.

Procedural (the user specifies what data is needed and how to get it), and

2.

Non-procedural (the user only specifies what data is needed; It is easier for user and may
not generate code as efficient as that produced by procedural languages)

A query language is a portion of a DML involving information retrieval only. The terms DML
and query language are often used synonymously.

8.13 Database Schema
It is the overall structure is called a database schema. Database schema is usually graphical
presentation of the whole database. Tables are connected with external keys and key columns.
When accessing data from several tables, database schema will be needed in order to find
joining data elements and in complex cases to find proper intermediate tables. Some database
products use the schema to join the tables automatically.
Database system has several schemas according to the level of abstraction. The physical schema
describes the database design at physical level. The logical schema describes the database design
at logical level. A database can also have subschema (view level) that describes different views
of database.

8.14 Database Instance
1.

Databases change over time.

2.

The information in a database at a particular point of time is called an instance of the
database.

3.

Analogy with programming languages:
(i)

Data type definition - scheme

(ii)

Value of a variable - instance

8.15 Meta-Data
Meta-data is definitional data that provides information about or documentation of other data
managed within an application or environment. For example, meta-data would document data
about data elements or attributes, (name, size, data type, etc.) and data about records or data
structures (length, fields, columns, etc.) and data about data (where it is located, how it is

98

LOVELY PROFESSIONAL UNIVERSITY

Unit 8: Introduction to Databases

associated, ownership, etc.). Meta-data may include descriptive information about the context,
quality and condition, or characteristics of the data.

Notes

8.16 Data Independence
The ability to modify a scheme definition in one level without affecting a scheme definition in
a higher level is called data independence. These are of two kinds:
1.

2.

Physical data independence
(i)

The ability to modify the physical scheme without causing application programs to
be rewritten.

(ii)

Modifications at this level are usually to improve performance.

Logical data independence
(i)

The ability to modify the conceptual scheme without causing application programs
to be rewritten.

(ii)

Usually done when logical structure of database is altered.

Logical data independence is harder to achieve as the application programs are usually heavily
dependent on the logical structure of the data. An analogy is made to abstract data types in
programming languages.

8.17 Database Manager
The database manager is a program module which provides the interface between the low-level
data stored in the database and the application programs and queries submitted to the system.
Databases typically require lots of storage space (gigabytes). This must be stored on disks. Data
is moved between disk and main memory (MM) as needed. The goal of the database system is to
simplify and facilitate access to data.
So the database manager module is responsible for:
1.

Interaction with the file manager: Storing raw data on disk using the file system usually
provided by a conventional operating system. The database manager must translate DML
statements into low-level file system commands (for storing, retrieving and updating
data in the database).

2.

Integrity enforcement: Checking that updates in the database do not violate consistency
constraints (e.g. no bank account balance below ` 25).

3.

Security enforcement: Ensuring that users only have access to information they are
permitted to see.

4.

Backup and recovery: Detecting failures due to power failure, disk crash, software errors,
etc., and restoring the database to its state before the failure.

5.

Concurrency control: Preserving data consistency when there are concurrent users.

Some small database systems may miss some of these features, resulting in simpler database
managers (For example, no concurrency is required on a PC running MS DOS).
These features are necessary on larger systems.
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8.18 Database Administrator
The database administrator is a person having central control over data and programs accessing
that data. Duties of the database administrator include:
1.

Scheme definition: the creation of the original database scheme. This involves writing a
set of definitions in a DDL (data storage and definition language), compiled by the DDL
compiler into a set of tables stored in the data dictionary.

2.

Storage structure and access method definition: writing a set of definitions translated by
the data storage and definition language compiler.

3.

Scheme and physical organization modification: writing a set of definitions used by the
DDL compiler to generate modifications to appropriate internal system tables (e.g. data
dictionary). This is done rarely, but sometimes the database scheme or physical organization
must be modified.

4.

Granting of authorization for data access: granting different types of authorization for
data access to various users.

5.

Integrity constraint specification: generating integrity constraints. These are consulted
by the database manager module whenever updates occur.

Task Differentiate between a database manager and a database administrator

8.19 Database Users
The database users fall into several categories: Application programmers are computer
professionals interacting with the system through DML calls embedded in a program written in
a host language (e.g. C, PL/1, Pascal). These programs are called application programs.
The DML precompiler converts DML calls (prefaced by a special character like ` , #, etc.) to
normal procedure calls in a host language. The host language compiler then generates the object
code. Some special types of programming languages combine Pascal-like control structures
with control structures for the manipulation of a database. These are sometimes called fourthgeneration languages. They often include features to help generate forms and display data.
Sophisticated users interact with the system without writing programs. They form requests by
writing queries in a database query language. These are submitted to a query processor that
breaks a DML statement down into instructions for the database manager module.
Specialized users are sophisticated users writing special database application programs. These
may be CADD systems, knowledge-based and expert systems, complex data systems (audio/
video), etc.
Naive users are unsophisticated users who interact with the system by using permanent
application programs (e.g. automated teller machine).

8.20 Database System Architecture
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1.

Database systems are partitioned into modules for different functions. Some functions
(e.g. file systems) may be provided by the operating system.

2.

Components include
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File manager: manages allocation of disk space and data structures used to represent
information on disk.

Notes

Database manager: The interface between low-level data and application programs and
queries.
Query processor: translates statements in a query language into low-level instructions the
database manager understands (May also attempt to find an equivalent but more efficient
form).
DML pre-compiler: converts DML statements embedded in an application program to normal
procedure calls in a host language. The pre-compiler interacts with the query processor.
DDL compiler: converts DDL statements to a set of tables containing metadata stored in a
data dictionary.
In addition, several data structures are required for physical system implementation:
Data files: store the database itself.
Data dictionary: stores information about the structure of the database. It is used heavily.
Great emphasis should be placed on developing a good design and efficient implementation
of the dictionary.
Indices: provide fast access to data items holding particular values.

Self Assessment
Give one word for following:
7.

A program that converts DDL statements to a set of tables containing metadata stored in
a data dictionary.

8.

A place that stores information about the structure of the database.

9.

The interface between low-level data and application programs and queries.

10.

A processor that translates statements in a query language into low-level instructions the
database manager understands.

11.

A program that converts DML statements embedded in an application program to normal
procedure calls in a host language.

8.21 Summary


Information and data are different. Information is understood by a person. Data are values
stored on a passive medium like a computer disk. The purpose of a database management
system (DBMS) is to bridge the gap between information and data - the data stored in
memory or on disk must be converted to usable information.



A database is a model of a real world system. The contents (sometimes called the extension)
of a database represent the state of what is being modeled. Changes in the database
represent events occurring in the environment that change the state of what is being
modeled. It is appropriate to structure a database to mirror what it is intended to model.



The basic processes that are supported by a DBMS are:


Specification of data types, structures and constraints to be considered in an
application.
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Storing the data itself into persistent storage.



Manipulation of the database.



Querying the database to retrieve desired data.



Updating the content of the database.

Databases can be analyzed at different levels:


Conceptual Modeling



Logical Modeling



Physical Modeling

8.22 Keywords
Data Dictionary: Dictionary that stores information about the structure of the database. It is
used heavily. Great emphasis should be placed on developing a good design and efficient
implementation of the dictionary.
Data Files: File that store the database itself.
Database Manager: The interface between low-level data and application programs and queries.
DDL Compiler Converts: A compiler the DDL statements to a set of tables containing metadata
stored in a data dictionary.
DML pre-compiler: Converts DML statements embedded in an application program to normal
procedure calls in a host language. The pre-compiler interacts with the query processor.
Entity: An entity in a payroll system is an individual employee.
Field/Item: A field or item of data is one or more bytes that contain data about an attribute of an
entity in the information system.
File: A file is a collection of related records.
File Manager: Manages allocation of disk space and data structures used to represent information
on disk.
Indices: Provide fast access to data items holding particular values.
Query Processor: Translates statements in a query language into low-level instructions the
database manager understands (May also attempt to find an equivalent but more efficient form).
Record: A record is a collection of fields relating to a specific entity.
Relationships: A relationship is a connection between entities.
Sequential Access: With a sequential access file, records must be read in the same order as they
were written to the storage media.

8.23 Review Questions
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1.

What is data? Explain the hierarchy of data and how the data can be found in a file.

2.

Why is a computer known as a data processor? Give Reasons.

3.

Discuss data processing and its concepts.

4.

What are the different types of data processing and number processing? Explain.
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5.

Define Database.

6.

Define DBMS.

7.

Explain the purpose of a database. What are the basics of Database Management System?
Discuss.

8.

Describe Database System Applications.

9.

State different views of Database Management System.

10.

Explain the various applications of DBMS.

Answers: Self Assessment
1.

attribute

2.

entity

3.

record

4.

sequential access file

5.

Data Processing

6.

batch

7.

DDL compiler

8.

Data dictionary

9.

Database manager

10.

Query processor

11.

DML pre-compiler
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Objectives
After studying this unit, you will be able to:


Analyze the database security requirements



Understand the concept of reliability and integrity in database



Discuss the concept of sensitive data interference



Learn about multilevel security and its applications

Introduction
In the last unit you have learnt about the basic concepts of database. In this unit you will study
about various aspects relating to database security such as the reliability and integrity concepts.
As you know that data is the most important resource, hence everyone is concerned with the
security and protection of their valuable information relating to database. You will study what
makes a data sensitive and how can it be protected against any vulnerabilities.

9.1 Database Security Requirements
The basic security requirements of database systems are not unlike those of other computing
systems we have studied. The basic problems like access control, exclusion of spurious data,
authentication of users, and reliability have appeared in many contexts so far.
Following is a list of requirements for database security:
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Physical Database Integrity: The data of a database are immune to physical problems,
such as power failures, and someone can reconstruct the database if it is destroyed through
a catastrophe.
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Logical Database Integrity: The structure of the database is preserved. With logical integrity
of a database, a modification to the value of one field does not affect other fields.



Element Integrity: The data contained in each element are accurate.



Auditability: It is possible to track who or what has accessed (or modified) the elements in
the database.



Access Control: A user is allowed to access only authorized data, and different users can be
restricted to different modes of access (such as read or write).



User Authentication: Every user is positively identified, both for the audit trail and for
permission to access certain data.



Availability: Users can access the database in general and all the data for which they are
authorized.

Notes

Integrity of the Database
The data must be protected from corruption. Two situations can affect the integrity of a database:
1.

When the whole database is damaged (as happens, for example, if its storage medium is
damaged)

2.

When individual data items are unreadable.

Integrity of the database as a whole is the responsibility of the DBMS, the operating system, and
the (human) computing system manager. From the perspective of the operating system and the
computing system manager, databases and DBMSs are files and programs, respectively.
Therefore, one way of protecting the database as a whole is to regularly back up all files on the
system.

Element Integrity
The integrity of database elements is their correctness or accuracy. Ultimately, authorized users
are responsible for entering correct data into databases. However, users and programs make
mistakes collecting data, computing results, and entering values. Therefore, DBMSs sometimes
take special action to help catch errors as they are made and to correct errors after they are
inserted.

Auditability
For some applications it may be desirable to generate an audit record of all access (read or write)
to a database. Such a record can help to maintain the database’s integrity, or at least to discover
after the fact who had affected which values and when. A second advantage, as we see later, is
that users can access protected data incrementally; that is, no single access reveals protected data,
but a set of sequential accesses viewed together reveals the data, much like discovering the clues
in a detective novel.

Access Control
Databases are often separated logically by user access privileges. For example, all users can be
granted access to general data, but only the personnel department can obtain salary data and
only the marketing department can obtain sales data. Databases are very useful because they
centralize the storage and maintenance of data. Limited access is both a responsibility and a
benefit of this centralization.
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Did u know? The database administrator specifies who should be allowed access to which
data, at the view, relation, field, record, or even element level. The DBMS must enforce
this policy, granting access to all specified data or no access where prohibited. Furthermore,
the number of modes of access can be many. A user or program may have the right to read,
change, delete, or append to a value, add or delete entire fields or records, or reorganize
the entire database.

User Authentication
The DBMS can require rigorous user authentication. For example, a DBMS might insist that a
user pass both specific password and time-of-day checks. This authentication supplements the
authentication performed by the operating system. Typically, the DBMS runs as an application
program on top of the operating system. This system design means that there is no trusted path
from the DBMS to the operating system, so the DBMS must be suspicious of any data it receives,
including user authentication. Thus, the DBMS is forced to do its own authentication.

Availability
A DBMS has aspects of both a program and a system. It is a program that uses other hardware
and software resources, yet to many users it is the only application run. Users often take the
DBMS for granted, employing it as an essential tool with which to perform particular tasks. But
when the system is not available busy serving other users or down to be repaired or upgraded
the users are very aware of a DBMS’s unavailability.

9.2 Reliability and Integrity
Databases amalgamate data from many sources, and users expect a DBMS to provide access to
the data in a reliable way. When software engineers say that software has reliability, they mean
that the software runs for very long periods of time without failing.
Database concerns about reliability and integrity can be viewed from three dimensions:


Database Integrity: concern that the database as a whole is protected against damage, as
from the failure of a disk drive or the corruption of the master database index. These
concerns are addressed by operating system integrity controls and recovery procedures.



Element Integrity: concern that the value of a specific data element is written or changed
only by authorized users. Proper access controls protect a database from corruption by
unauthorized users.



Element Accuracy: concern that only correct values are written into the elements of a
database. Checks on the values of elements can help prevent insertion of improper values.
Also, constraint conditions can detect incorrect values.

9.3 Sensitive Data
Sensitive data are data that should not be made public.
Several factors can make data sensitive.
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Inherently Sensitive: The value itself may be so revealing that it is sensitive. Examples are
the locations of defensive missiles or the median income of barbers in a town with only
one barber.
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From a sensitive source: The source of the data may indicate a need for confidentiality. An
example is information from an informer whose identity would be compromised if the
information were disclosed.



Declared Sensitive: The database administrator or the owner of the data may have declared
the data to be sensitive. Examples are classified military data or the name of the anonymous
donor of a piece of art.



Part of a sensitive attribute or a sensitive record: In a database, an entire attribute or
record may be classified as sensitive. Examples are the salary attribute of a personnel
database or a record describing a secret space mission.



Sensitive in relation to previously disclosed information: Some data become sensitive in
the presence of other data. For example, the longitude coordinate of a secret gold mine
reveals little, but the longitude coordinate in conjunction with the latitude coordinate
pinpoints the mine.

Notes

Notes Sensitive data is stored in lots of places like email systems, endpoint devices, and
file servers, but most organizations store the majority of their confidential information in
databases. This situation places database security at a premium.
Unfortunately, database security isn’t easy as it involves multiple processes and security controls
as well as strong coordination and collaboration between DBAs and the security team. Over the
past several years, database security has really become equated with one particular technology
— Database Activity Monitoring (DAM). DAM can be defined as follows:
‘Database activity monitoring (DAM) is a database security technology for monitoring and
analyzing database activity that operates independently of the database management system
(DBMS) and does not rely on any form of native (DBMS-resident) auditing or native logs such as
trace or transaction logs. DAM is typically performed continuously and in real-time.’

Self Assessment
State whether the following statements are true or false:
1.

Sensitive data are data that should not be made private.

2.

With logical integrity of a database, a modification to the value of one field does not affect
other fields.

3.

Database Activity Analysis (DAS) is a database security technology for monitoring and
analyzing database activity that operates independently of the database management
system (DBMS).

4.

When software engineers say that software has reliability, they mean that the software
runs for very long periods of time without failing.

5.

Some data become sensitive in the presence of other data.

9.4 Multilevel Security
Multilevel security or Multiple Levels of Security (abbreviated as MLS) is the application of a
computer system to process information with different sensitivities (i.e., at different security
levels), permit simultaneous access by users with different security clearances and needs-toknow, and prevent users from obtaining access to information for which they lack authorization.
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This is a paraphrase of the CNSSI 4009 glossary definition for Multi-Level Security.
Note that the UCDMO (the US government lead for cross domain and multi-level secure systems)
created a Cross Domain Multi-Level category on its baseline of accredited systems, which is
synonymous with multi-level security.
MLS allows easy access to less-sensitive information by higher-cleared individuals, and it allows
higher-cleared individuals to easily share sanitized documents with less-cleared individuals. A
sanitized document is one that has been edited to remove information that the less-cleared
individual is not allowed to see.
An MLS operating environment often requires a highly trustworthy information processing
system often built on an MLS operating system, but not necessarily. Most MLS functionality can
be supported by a system composed entirely from untrusted computers, although it requires
multiple independent computers linked by hardware security-compliant channels. An example
of hardware enforced MLS is Asymmetric Isolation. If a single computer is being used in MLS
mode, then that computer must use a trusted operating system (OS). Because all information in
an MLS environment is physically accessible by the OS, strong logical controls must exist to
ensure that access to information is strictly controlled. Typically this involves mandatory access
control that uses security labels, like the Bell-La Padula model.
Customers that deploy trusted operating systems typically require that the product complete a
formal computer security evaluation. The evaluation is stricter for a broader security range,
which are the lowest and highest classification levels the system can process. The Trusted
Computer System Evaluation Criteria (TCSEC) was the first evaluation criteria developed to
assess MLS in computer systems. Under that criteria there was a clear uniform mapping between
the security requirements and the breadth of the MLS security range. Historically few
implementations have been certified capable of MLS processing with a security range of
Unclassified through Top Secret. Among them were Honeywell’s SCOMP, USAF SACDIN, NSA
Blacker, and Boeing’s MLS LAN, all under TCSEC, 1980s vintage and Intel 80386-based. Currently,
MLS products are evaluated under the Common Criteria. In late 2008, the first operating system
(more below) was certified to a high evaluated assurance level (EAL) - EAL 6+ / High Robustness,
under the auspices of a U.S. government program requiring multi-level security in a high threat
environment. While this assurance level has many similarities to that of the old Orange Book A1
(such as formal methods), the functional requirements focus on fundamental isolation and
information flow policies rather than higher level policies such as Bell-La Padula. Because the
Common Criteria decoupled TCSEC’s pairing of assurance (EAL) and functionality (Protection
Profile), the clear uniform mapping between security requirements and MLS security range
capability documented in CSC-STD-004-85 has largely been lost when the Common Criteria
superseded the Rainbow Series.

Did u know? Freely available operating systems with some features that support MLS
include Linux with the Security-Enhanced Linux feature enabled and FreeBSD.

Security evaluation was once thought to be a problem for these free MLS implementations for
three reasons:
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1.

It is always very difficult to implement kernel self protection strategy with the precision
needed for MLS trust, and these examples were not designed to or certified to an MLS
protection profile so they may not offer the self protection needed to support MLS.

2.

Aside from EAL levels, the Common Criteria lacks an inventory of appropriate high
assurance protection profiles that specify the robustness needed to operate in MLS mode.
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3.

Even if (1) and (2) were met, the evaluation process is very costly and imposes special
restrictions on configuration control of the evaluated software.

Notes

Notwithstanding such suppositions, Red Hat Enterprise Linux 5 was certified against LSPP,
RBACPP, and CAPP at EAL4+ in June 2007. It uses Security-Enhanced Linux to implement MLS
and was the first Common Criteria certification to enforce TOE security properties with SecurityEnhanced Linux.

!
Caution Vendor certification strategies can be misleading to laypersons.

A common strategy exploits the layperson’s overemphasis of EAL level with over-certification,
such as certifying an EAL 3 protection profile (like CAPP[5]) to elevated levels, like EAL 4 or
EAL 5. Another is adding and certifying MLS support features (such as Role-Based Access Control
Protection Profile (RBACPP) and Labeled Security Protection Profile (LSPP)) to a kernel that is
not evaluated to an MLS-capable protection profile. Those types of features are services run on
the kernel and depend on the kernel to protect them from corruption and subversion. If the
kernel is not evaluated to an MLS-capable protection profile, MLS features cannot be trusted
regardless of how impressive the demonstration looks. It is particularly noteworthy that CAPP
is specifically not an MLS-capable profile as it specifically excludes self-protection capabilities
critical for MLS.
Sun Microsystems offers Solaris Trusted Extensions, as an integrated feature of the commercial
Solaris Operating System as well as OpenSolaris. In addition to the Controlled Access Protection
Profile (CAPP), and Role-Based Access Control (RBAC) protection profiles, Trusted Extensions
has also been certified at EAL4 to the Labeled Security Protection Profile (LSPP). The security
target includes both desktop and network functionality. LSPP mandates that users are not
authorized to override the labeling polices enforced by the kernel and X11 server. The evaluation
does not include a covert channel analysis. Because these certifications depend on CAPP, no
Common Criteria certifications suggest this product is trustworthy for MLS.
BAE Systems offers XTS-400, a commercial system that supports MLS at what the vendor claims
is “high assurance”. Predecessor products (including the XTS-300) were evaluated at the TCSEC
B3 level, which is MLS-Capable. The XTS-400 has been evaluated under the Common Criteria at
EAL5+ against the CAPP and LSPP protection profiles. CAPP and LSPP are both EAL3 protection
profiles that are not inherently MLS-capable, but the security target for the Common Criteria
evaluation of this product contains an enriched set of security functions that provide MLS
capability.

9.4.1 Problems in MLS
Sanitization is a problem area for MLS systems. Systems that implement MLS restrictions, like
those defined by Bell-La Padula model, only allow sharing when it does not obviously violate
security restrictions. Users with lower clearances can easily share their work with users holding
higher clearances, but not vice versa. There is no efficient, reliable mechanism by which a Top
Secret user can edit a Top Secret file, remove all Top Secret information, and then deliver it to
users with Secret or lower clearances. In practice, MLS systems circumvent this problem via
privileged functions that allow a trustworthy user to bypass the MLS mechanism and change a
file’s security classification. However, the technique is not reliable.
Covert channels pose another problem for MLS systems. For an MLS system to keep secrets
perfectly, there must be no possible way for a Top Secret process to transmit signals of any kind
to a Secret or lower process. This includes side effects such as changes in available memory or
disk space, or changes in process timing. When a process exploits such a side effect to transmit
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data, it is exploiting a covert channel. It is extremely difficult to close all covert channels in a
practical computing system, and it may be impossible in practice. The process of identifying all
covert channels is a challenging one by itself. Most commercially available MLS systems do not
attempt to close all covert channels, even though this makes it impractical to use them in high
security applications.
Bypass is problematic when introduced as a means to treat a system high object as if it were MLS
trusted. A common example is to extract data from a secret system high object to be sent to an
unclassified destination, citing some property of the data as trusted evidence that it is ‘really’
unclassified (e.g., ‘strict’ format). A system high system cannot be trusted to preserve any trusted
evidence, and the result is that an overt data path is opened with no logical way to securely
mediate it. Bypass can be risky because, unlike narrow bandwidth covert channels that are
difficult to exploit, bypass can present a large, easily exploitable overt leak in the system. Bypass
often arises out of failure to use trusted operating environments to maintain continuous separation
of security domains all the way back to their origin. When that origin lies outside the system
boundary, it may not be possible to validate the trusted separation to the origin. In that case, the
risk of bypass can be unavoidable if the flow truly is essential.
A common example of unavoidable bypass is a subject system that is required to accept secret IP
packets from an untrusted source, encrypt the secret userdata and not the header and deposit the
result to an untrusted network. The source lies outside the sphere of influence of the subject
system. Although the source is untrusted (e.g. system high) it is being trusted as if it were MLS
because it provides packets that have unclassified headers and secret plaintext userdata, an MLS
data construct. Since the source is untrusted, it could be corrupt and place secrets in the unclassified
packet header. The corrupted packet headers could be nonsense but it is impossible for the
subject system to determine that with any reasonable reliability. The packet userdata is
cryptographically well protected but the packet header can contain readable secrets. If the
corrupted packets are passed to an untrusted network by the subject system they may not be
routable but some cooperating corrupt process in the network could grab the packets and
acknowledge them and the subject system may not detect the leak. This can be a large overt leak
that is hard to detect. Viewing classified packets with unclassified headers as system high
structures instead of the MLS structures they really are presents a very common but serious
threat.
Most bypass is avoidable. Avoidable bypass often results when system architects design a
system before correctly considering security, then attempt to apply security after the fact as addon functions. In that situation, bypass appears to be the only (easy) way to make the system
work. Some pseudo-secure schemes are proposed (and approved!) that examine the contents of
the bypassed data in a vain attempt to establish that bypassed data contains no secrets. This is not
possible without trusting something about the data such as its format, which is contrary to the
assumption that the source is not trusted to preserve any characteristics of the source data.
Assured “secure bypass” is a myth, just as a so-called High Assurance Guard (HAG) that
transparently implements bypass. The risk these introduce has long been acknowledged; extant
solutions are ultimately procedural, rather than technical. There is no way to know with certainty
how much classified information is taken from our systems by exploitation of bypass.

9.4.2 Applications of MLS
Infrastructure such as trusted operating systems are an important component of MLS systems,
but in order to fulfill the criteria required under the definition of MLS by CNSSI 4009 (paraphrased
at the start of this article), the system must provide a user interface that is capable of allowing a
user to access and process content at multiple classification levels from a single system. The
UCDMO ran a track specifically focused on MLS at the NSA Information Assurance Symposium
in 2009, in which it highlighted several accredited (in production) and emergent MLS systems.
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There are several databases classified as MLS systems. Oracle has a product named Oracle Label
Security (OLS) that implements Mandatory Access Controls - typically by adding a ‘label’ column
to each table in the database. OLS is being deployed at the US Army INSCOM as the foundation
of an ‘all source’ intelligence database spanning the JWICS and SIPRNet networks. There is a
project to create a labeled version of PostgreSQL, and there are also older labeled database
implementations such as Trusted Rubix. These MLS database systems provide a unified backend
system for content spanning multiple labels, but they do not resolve the challenge of having
users process content at multiple security levels in a single system while enforcing Mandatory
Access Controls.

Notes

There are also several MLS end user applications. One of the best known is the Trusted Network
Environment (TNE) by General Dynamics. TNE is currently accredited and in production, and it
is classified on the UCDMO’s baseline as a Cross Domain Multi-Level system. TNE was originally
created on Trusted Solaris 8, though it has recently been migrated to Solaris 10. It provides a file
manager and email client among other capabilities. The other MLS capability currently on the
UCDMO baseline is called MLChat, and it is a chat server that runs on the XTS-400 operating
system - it was created by the US Naval Research Laboratory. Given that content from users at
different domains passes through the MLChat server, dirty word scanning is employed to
protect classified content, and there has been some debate as to whether this is truly an MLS
system or really a form of cross domain transfer data guard. Mandatory Access Controls are
maintained by a combination of XTS-400 mechanisms and application-specific mechanisms.
MLS applications not currently part of the UCDMO baseline include the Joint Cross Domain
eXchange (JCDX), and several applications from BlueSpace. JCDX is a multi-level command and
control (C2) system developed by the US Navy. Originally built on HP UX, it was recently
ported to SE Linux by SPAWAR and Accenture. BlueSpace has several MLS applications, including
an MLS email client, an MLS search application and an MLS C2 system. BlueSpace leverages a
middleware strategy to enable its applications to be platform neutral, orchestrating a single
user interface across multiple Windows OS instances (virtualized or remote terminal sessions).
The US Naval Research Laboratory has also implemented a multilevel web application
framework called MLWeb which integrates the Ruby on Rails framework with a multilevel
database based on SQLite3.

Task State some applications of MLS

9.4.3 MLS Future
Perhaps the greatest change going on in the multi-level security arena today is the convergence
of MLS with virtualization. An increasing number of trusted operating systems are moving
away from labeling files and processes, and are instead moving towards UNIX containers or
virtual machines. Examples include zones in Solaris 10 TX, and the padded cell hypervisor in
systems such as Green Hill’s Integrity platform, and XenClient XT from Citrix. The High Assurance
Platform from NSA as implemented in General Dynamics’ Trusted Virtualization Environment
(TVE) is another example - it uses SE Linux at its core, and can support MLS applications that span
multiple domains.

Self Assessment
Fill in the blanks:
6.

A ……………….. document is one that has been edited to remove information that the
less-cleared individual is not allowed to see.
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7.

The ……………………………… was the first evaluation criteria developed to assess MLS
in computer systems.

8.

Sanitization is a problem area for …………………… systems.

9.

……………………. is problematic when introduced as a means to treat a system high
object as if it were MLS trusted.

10.

A common example of unavoidable bypass is a subject system that is required to accept
secret IP packets from an ………………………………. source.

9.5 Summary


The DBMS can require rigorous user authentication.



Databases amalgamate data from many sources, and users expect a DBMS to provide
access to the data in a reliable way. Database concerns about reliability and integrity can
be viewed from three dimensions: Database integrity, element integrity and element
accuracy.



Sensitive data are data that should not be made public. Several factors can make data
sensitive.



Database activity monitoring (DAM) is a database security technology for monitoring
and analyzing database activity that operates independently of the database management
system (DBMS) and does not rely on any form of native (DBMS-resident) auditing or
native logs such as trace or transaction logs. DAM is typically performed continuously
and in real-time.’



Multilevel security or Multiple Levels of Security (abbreviated as MLS) is the application
of a computer system to process information with different sensitivities (i.e., at different
security levels), permit simultaneous access by users with different security clearances
and needs-to-know, and prevent users from obtaining access to information for which
they lack authorization.



MLS allows easy access to less-sensitive information by higher-cleared individuals, and it
allows higher-cleared individuals to easily share sanitized documents with less-cleared
individuals. A sanitized document is one that has been edited to remove information that
the less-cleared individual is not allowed to see.



Sanitization is a problem area for MLS systems. Covert channels pose another problem
for MLS systems. Bypass is problematic when introduced as a means to treat a system high
object as if it were MLS trusted.

9.6 Keywords
Database Activity Monitoring: Database activity monitoring (DAM) is a database security
technology for monitoring and analyzing database activity that operates independently of the
database management system (DBMS) and does not rely on any form of native (DBMS-resident)
auditing or native logs such as trace or transaction logs. DAM is typically performed continuously
and in real-time.
Database Integrity: It concern that the database as a whole is protected against damage, as from
the failure of a disk drive or the corruption of the master database index.
Element Accuracy: concern that only correct values are written into the elements of a database.
Element Integrity: The integrity of database elements is their correctness or accuracy.
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Multilevel Security or Multiple Levels of Security (abbreviated as MLS): It is the application of
a computer system to process information with different sensitivities.

Notes

Sensitive Data: Sensitive data are data that should not be made public.

9.7 Review Questions
1.

What are the various database security requirements?

2.

Explain the concept of reliability and integrity relating to database.

3.

What do you mean by the term “sensitive data” . When can a data said to be sensitive?

4.

Describe multilevel security of database.

5.

Discuss the various applications of MLS.

Answers: Self Assessment
1.

False

2.

True

3.

False

4.

True

5.

True

6.

sanitized

7.

Trusted Computer System Evaluation
Criteria (TCSEC)

8.

MLS

9.

Bypass

10.

untrusted

9.8 Further Readings

Books

Managing Enterprise Information Integrity: Security, Control and Audit Issues, IT
Governance Institute.
Risks of Customer Relationship Management: A Security, Control, and Audit Approach,
PricewaterhouseCoopers Llp.
Security, Audit & Control Features PeopleSoft: A Technical and Risk Management
Reference Guide, 2nd Edition, Deloitte Touche Tohmatsu Research Team, ISACA.
William Stallings, Computer Security: Principles and Practice, Prentice Hall, 2008.
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Objectives
After studying this unit, you will be able to:


Know about the various uses of computer networks from the most general types to the
possible uses in more specific circumstances



Understand the different technologies involved in defining the network hardware



Discuss the concept of process network software and the significance of layering the
communication process and related design issues for the layers

Introduction
The merging of computers and communications has a profound influence on the way systems
are organized. The concept of computer center as a room with a large computer to which the
users bring their work for processing is now obsolete. The old model of a single computer
servicing all the computational needs of an organization has been replaced by the one in which
a large system of separate but interconnected computers do the job. These systems are called
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computer networks. The two computers are said to be interconnected if they are able to exchange
information. The connection between the computers need not be only via a copper wire or fiber
optics or microwaves. A communication satellite can be used for networking the computers.

Notes

10.1 History of Computer Networks
Following is a brief history of computers, networking and telecommunication milestones:


1897: CRT (Cathode Ray Tube) credited to Braun



1900-1915: Teletype (telegraph 5 bit)



1915-1020: ARQ (Automatic Repeat request) credited to Van Duuren



1930-1940: ENIAC credited to DOD/MIT



1950s: SAGE (Semi-Automatic Ground Environment) MIT 1950s



1960s: Transistorized Computers — 2nd Generation



1961: CTSS (Compatible Time Sharing System) credited to Cobato/MIT



1965: Auto Equalization Techniques of Phone lines credited to Lucky, et al.



1966: Fiber Glass credited to Kao & Hockman



1967: Integrated Circuits Computers — 3rd Generation



1968: Carterfone — FCC Decision in



1969: A group of DoD researchers linked four computers at UCLA, SRI, University of Utah
and the UCSB. They created a network to communicate with one another about government
projects. The network was part of the DoD’s Advanced Research Project Agency, and was
dubbed ARPAnet.



1972: More than 50 universities and military agencies were linked together on the network.
For a short period of time, it was a top secret defence project, ensuring that computers
could talk to each other in the event of a nuclear attack. The communication system
between the sites was called email and was invented by Ray Tomlinson of Bolt, Berank
and Newman.



1973: The defence project links were extended to Norway and England.



1974: Transmission Control Protocol (TCP) was published and the military and educational
links diverged. Organizations like NASA began to experiment with computer networks,
and the networks began to interconnect and the name Internet was coined.



1976: The Queen sends an email from RSRE Malvern.



1983: TCP/IP become the protocol standard for ARPAnet. Scott Fahlman invents the smiley
to convey emotions in email.



1984: In the US, the NSF built high speed, long distance lines that connected supercomputer
sites across the USA. These eventually replaced the original ARPAnet. In time, NSFnet was
joined by other networks at dozens of universities, research laboratories and high-tech
companies. The system for assigning names to computers on the network was introduced
— DNS. JANet was launched to connect British Universities.



1986: The NSF established its own faster network NSFnet and Network News Transfer
Protocol (NNTP) was introduced making on-line interactive discussion a reality. Backbone
speed was 56 Kbps.
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1987: 1000th RFC and 10,000th host.



1988: Robert Tappan Morris releases the first Internet Worm and CERT was set up in
response to this. Backbone speed upgraded to 1.544 Mbps. IRC developed.



1989: 100,000th host. Cuckoo’s Egg released by Cliff Stoll telling true story of East German
cracker accessing US installations.



1990: ARPAnet ceased to exist and the Internet effectively took its role.



1991: Gopher, a software program for retrieving information from servers on the Internet
was made available by the University of Minnesota. The US Government announced that
it no longer intended to restrict activity on the Internet to research. This policy shift was
sufficient for 12 companies to co-operate and produce CIX. Phil Zimmerman released
PGP. Backbone speed upgraded to 44.736 Mbps.



1992: The World Wide Web became a possibility after CERN, in Switzerland, released
hypertext. 1,000,000th Host. The author gets his first dialup email account with Demon
Internet (Nov. 1992).



1993: Mosaic, a software program to browse Web sites written by Marc Anderson, was
released followed by Netscape.



1994: Shopping Malls arrive on the Internet. The UK Treasury goes on line and the first
cyberbank opens. The first banner adverts appeared for Zima (a drink) and AT&T.



1995: Traditional dialup services (AOL, CompuServe etc) start to provide dialup services.
The Vatican goes on line. A number of Internet companies go public. Netscape leads the
field with the largest ever IPO on NASDAQ. DEC launches AltaVista, which claims to
index every HTML page there is. Jeff Bezos launches Amazon.com. eBay is launched.



1996: 9,272 organizations find themselves unlisted after the InterNIC drops their name
service as a result of not having paid their domain name fee. Various ISPs suffer extended
service outages, bringing into question whether they will be able to handle the growing
number of users. AOL (19 hours), Netcom (13 hours), AT&T WorldNet (28 hours - email
only). China requires users of the Internet to register with the Police. Saudi Arabia restricts
use to universities and hospitals. Domain name tv.com sold to CNET for US$15,000. Backbone
speed upgraded to 622 Mbps.



1997: 2000th RFC. 16 Million hosts. 1,000,000th Domain name registered (March 6th for
Bonny View Cottage Furniture Company).



1998: 3,000,000th Domain name registered. US Postal authorities allow purchase of postage
stamps on line for downloading and printing. Gigabit Ethernet standard ratified. Google
is launched.



1999: First full service bank opens on the Internet (First Internet Bank of Indiana). First
forged web page, looking like Bloomberg, raises the shares of a small company by 31%
(7th April). Melissa strikes. 5,000,000th Domain name registered. First Cyberwar starts
between Serbia and Kosovo. Shawn Fanning Launches Napster — record labels are furious.



2000: 10,000,000th Domain name registered. French Courts require that ‘hate’ memorabilia
for sale on Yahoo’s auction site must be removed. Gnutella is launched. ICANN selects
new top level domains. Backbone is upgraded to IPv6.



2001: Forwarding email becomes illegal in Australia (Digital Agenda Act). Napster forced
to suspend service after legal action. Taliban bans the Internet in Afghanistan. Nimda
released on the Internet.
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2002: Distributed denial of Service attack hits 13 DNS root servers, causing national security
concerns.



2003: The first official Swiss online election takes place in Anières (7 Jan), SQL Slammer
(goes round the world in 10 minutes and takes out 3 of the 13 DNS Servers). Followed by
SoBig.F (19 Aug) and Blaster (11 Aug).



2004: Lycos Europe releases a screen saver to help fight spam by keeping spam servers
busy with requests (1 Dec). The service is discontinued within a few days after backbone
providers block access to the download site and the service causes some servers to crash.

Notes

10.2 Defining Network
A network consists of two or more computers that are linked in order to share resources (such as
printers and CD-ROMs), exchange files or allow electronic communications. The computers on
a network may be linked through cables, telephone lines, radio waves, satellites or infrared
light beams.
The term of ‘computer network’ means an interconnected collection of autonomous computers:
(a)

Two computers are said to be interconnected if they are able to exchange information.

(b)

The requirement for computers to be autonomous excludes from our definition systems
in which there is a clear master/slave relation.

The key difference between a computer network and a distributed system:
1.

In a distributed system, the existence of multiple autonomous computers is transparent to
the user. A distributed system looks like a virtual uni-processor to its users.

2.

With a network, a user must explicitly do the followings:
(i)

log onto one machine (e.g., rlogin),

(ii)

submit jobs remotely (e.g., rsh),

(iii)

move files around (e.g., rcp, ftp, uucp), and

(iv)

generally handle all the network management personally.

In effect, a distributed system is a special case of a network, one whose software gives it a high
degree of cohesiveness and transparency.

10.3 Characteristics of Computer Network
The primary purpose of a computer network is to share resources:
(a)

You can play a CD music from one computer while sitting on another computer.

(b)

You may have a computer with a CD writer or a backup system but the other computer
does not have it; In this case, you can burn CDs or make backups on a computer that has
one of these but using data from a computer that does not have a CD writer or a backup
system.

(c)

You may have a computer that does not have a DVD player. In this case, you can place a
movie DVD on the computer that has a DVD player, and then view the movie on a
computer that lacks a DVD player.

(d)

You can connect a printer (or a scanner or a fax machine) to one computer and let other
computers of the network print (or scan, or fax) to that printer (or scanner, or fax machine).
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(e)

You can place a CD with pictures on one computer and let other computers access those
pictures.

You can create files and store them in one computer, then access those files from the other
computer(s) connected to it

10.4 Networking Goals
(a)

The main goal of networking is Resource sharing, and it is to make all the programs, data
and equipment available to anyone on the network without the regard to the physical
location of the resource and the user.

(b)

A second goal is to provide high reliability by having alternative sources of supply.
For example, all files could be replicated on two or three machines, so if one of them is
unavailable, the other copies could be available.

(c)

Another goal is saving money. Small computers have a much better price/performance
ratio than larger ones. Mainframes are roughly a factor of ten times faster than the fastest
single chip microprocessors, but they cost thousand times more. This imbalance has caused
many system designers to build systems consisting of powerful personal computers, one
per user, with data kept on one or more shared file server machines. This goal leads to
networks with many computers located in the same building. Such a network is called a
LAN (local area network).

(d)

Another closely related goal is to increase the systems performance as the work load
increases by just adding more processors. With central mainframes, when the system is
full, it must be replaced by a larger one, usually at great expense and with even greater
disruption to the users.

(e)

Computer networks provide a powerful communication medium. A file that has been
updated/modified on a network can be seen by the other users on the network
immediately.

Self Assessment
Fill in the blanks:
1.

The main goal of networking is …………………….

2.

In a distributed system, the existence of multiple autonomous computers is …………………
to the user.

3.

The computers on a ………………………. may be linked through cables, telephone lines,
radio waves, satellites or infrared light beams.

4.

You can create files and store them in one computer, then ………………… those files from
the other computer(s) connected to it.

5.

A ………………….. system is a special case of a network, one whose software gives it a
high degree of cohesiveness and transparency.

10.5 Network Hardware
There are two important dimensions for classifying networks — transmission technology and
scale.
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Transmission technology can be classified into two types:
1.

Broadcast networks

2.

Point-to-point networks

(a)

Broadcast Networks: These networks have a single communication channel shared by all
the machines on the network. They work as follows:


All the others receive packets sent by any machine.



An address field within the packet specifies for whom it is intended.



Upon receiving a packet, a machine checks the address field. If it is intended for
itself, it processes the packet; otherwise, it is just ignored.

Notes

It is also possible to address all broadcasting or multicasting a subset of the machines.
A common scheme:

(b)

(i)

The address consisting of all 1 bits is reserved for broadcast.

(ii)

All addresses with the high-order bit set to 1 are reserved for multicasting.

(iii)

The remaining addresses bits form a bit map corresponding to groups.

(iv)

Each machine can subscribe to any or all of the groups.

Point-to-point Networks: It consist of many connections between individual pairs of
machines.

Multiple routes and intermediate machines may exist between a pair of machines; so routing
algorithms play an important role here.

Notes A general rule (with many exceptions): smaller and localized networks tend to use
broadcasting, whereas larger networks usually are point-to-point.
An alternative criterion for classifying networks is their scale, which is as follows:

10.5.1 Local Area Networks
Three distinguishable characteristics for LANs:
(a)

Size: usually, a diameter of not more than a few kilometers, with bounded and known
worst-case transmission time, making special design and simple management possible.

(b)

Transmission Technology: Usually, a shared cable running at speeds of 10 to 100 Mbps
(and even higher), with delay of tens of microseconds and few errors.

Allocation of the Shared Channel


Each machine is statically allocated a time slot to transmit, and gets its turn by round robin.



Each machine is dynamically allocated a time slot on demand.



Centralized method uses an arbitration unit to determine who goes next.



Decentralized method allows each machine to decide for itself.
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10.5.2 Metropolitan Area Networks
MAN is a bigger version of a LAN and uses similar technology. It uses one or two cables but
does not contain switching elements. It covers an entire city and may be related to the local cable
TV network.
A MAN standard - DQDB (Distributed Queue Dual Bus) IEEE 802.6.
(a)

Two unidirectional buses.

(b)

Each bus has a head-end, which initiates transmission activity.

(c)

Traffic to the right uses the upper bus.

(d)

Traffic to the left uses the lower bus.

10.5.3 Wide Area Networks
A WAN spans a large area, often a country or continent. A WAN consists of two parts:
(a)

Application part: Machines for running user programs are called hosts.

(b)

Communication part: The hosts are connected by the communication subnet, or just subnet,
whose job is to carry messages from host to host.

The subnet consists of two components:


Transmission lines (circuits, channels or trunks) move bits between machines.



Switching elements (routers) are specialized computers used to connect two or more
transmission lines.

Main Characters
(i)

A WAM contains numerous cables or telephone lines, each one connecting a pair of routers.

(ii)

For those without direct connection, communication takes place indirectly via other routers.

(iii)

When a message (a packet) is sent from one router to another, it is received at each
intermediate router in its entirety, stored there until the required output line is free, and
then forwarded.

Did u know? A subnet using this principle is called point-to-point, store-and-forward or
packet-switched subnet.

WANs may also use broadcast channels, such as satellites or ground radio systems.

10.5.4 Wireless Networks
Mobile computers, such notebook computers and personal digital assistants (PDAs), are the
fastest-growing segment of the computer industry.
Applications using wireless networks:
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(a)

Portable offices which allow people to send and receive phone calls, faxes and emails, to
read remote files or login remote machines, etc., and to do this from land, sea or air.

(b)

Of great value to fleets of trucks, taxis and repair-persons for keeping in contact with
home.

(c)

Important to rescue workers at disaster sites and to the military.
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Notes Wireless networking and mobile computing are related but not identical, It is
possible to have different combinations of wired and wireless networking.

10.5.5 Internetworks
A collection of interconnected networks is called an internetwork or just Internet.
The Internet refers to a specific worldwide Internet that is widely used to connect universities,
government offices, companies and private individuals.

10.6 Uses of Computer Networks
There are many uses of computer network. Depending upon the users’ network has the following
uses.

10.6.1 Network for Companies
Resource Sharing: A network is needed because of the desire to make all programs, data, and
equipment available to anyone on the network without regard to the physical location of the
resource and the user. Load sharing is another aspect of resource sharing.
High Reliability: A network may have alternative sources of supply (e.g., replicated files, multiple
CPUs, etc.). In case of one resource failure, the others could be used and the system continues to
operate at reduced performance. This is a very important property for military, banking, air
traffic control and many other applications.
Saving Money: A network may consist of many powerful small computers, one per user, with
data kept on one or more shared file server machines, which offers a much better price/
performance ratio than mainframes.
Scalability: The ability to increase system performance gradually by adding more processors
(incremental upgrade).
Powerful Communication Medium: Networks make cooperation among far-flung groups of
people easy where it previously had been impossible.
In the long run, the use of networks to enhance human-to-human communication may prove
more important than technical goals such as improved reliability.
CSCW (Computer-Supported Cooperative Work): Is a rapidly expanding multidisciplinary area
based on communication networks.

10.6.2 Networks for People
Starting in the 1990s, computer networks began to start delivering services to private individuals
at home.

Access to Remote Information
(a)

Home reservations for airplanes, trains, hotels, restaurants, theaters and so on, anywhere
in the world with instant confirmation.

(b)

Home banking and shopping.
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(c)

On-line and personalized electronic newspapers, journals and libraries.

(d)

Access to WWW (World Wide Web) which contains information about many topics – too
many to mention!

All these applications involve interactions between a person and a remote database.
Person-to-person Communication: The 21st Century’s answer to the 19th Century’s telephone:
1.

Electronic mails or emails for everyone. Emails may contain digitized voice, pictures,
moving TV and video images (and even smell!).

2.

Worldwide newsgroups for the population at large, and cover every conceivable topics.

3.

Real-time CSCW systems, such as video conferencing and virtual meeting environments,
allow remote users to communicate with no delay, possibly seeing and hearing each
others as well.

It is sometime said that transportation and communication are having a race, and whichever one
wins will make the other obsolete.
Interactive entertainment is a huge and growing industry.
(i)

Video on Demand (the killer application): The user can select any movie or TV program
ever made, in any country, and have it displayed on his screen instantly.

(ii)

Interactive Films: The user may choose alternative scenarios for the story direction.

(iii)

Live and Interactive TV: Audience may participate in quiz shows and so on.

(iv)

Multiperson Real-time Games (maybe the alternative killer application): Hide-and-seek,
flight simulators, etc.

If done with goggles and 3-dimensional real-time, photographic-quality moving images, we
have a kind of worldwide shared virtual reality.
The ability to merge information, communication and entertainment will surely give rise to a
massive new industry based on computer networking.
The information revolution may change society as much as the Industrial Revolution did.

Task List the main difference between LAN, WAN and MAN networks in a tabular
format.

10.7 Network Topologies
A network topology is the basic design of a computer network. It is very much like a map of a
road. It details how key network components such as nodes and links are interconnected. A
network’s topology is comparable to the blueprints of a new home in which components such as
the electrical system, heating and air conditioning system, and plumbing are integrated into the
overall design. Taken from the Greek work “Topos” meaning “Place,” Topology, in relation to
networking, describes the configuration of the network; including the location of the workstations
and wiring connections. Basically it provides a definition of the components of a Local Area
Network (LAN). A topology, which is a pattern of interconnections among nodes, influences a
network’s cost and performance. There are three primary types of network topologies which
refer to the physical and logical layout of the Network cabling. They are:
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1.

Star Topology: All devices connected with a Star setup communicate through a central
Hub by cable segments. Signals are transmitted and received through the Hub. It is the
simplest and the oldest and all the telephone switches are based on this. In a star topology,
each network device has a home run of cabling back to a network hub, giving each device
a separate connection to the network. So, there can be multiple connections in parallel.

Notes

Figure 10.1: Star Topology

Advantages
(i)

Network administration and error detection is easier because problem is isolated to
central node.

(ii)

Networks runs even if one host fails.

(iii)

Expansion becomes easier and scalability of the network increases.

(iv)

More suited for larger networks.

Disadvantages

2.

(i)

Broadcasting and multicasting is not easy because some extra functionality needs to
be provided to the central hub.

(ii)

If the central node fails, the whole network goes down; thus making the switch
some kind of a bottleneck.

(iii)

Installation costs are high because each node needs to be connected to the central
switch.

Bus Topology: The simplest and one of the most common of all topologies, Bus consists of
a single cable, called a Backbone that connects all workstations on the network using a
single line. All transmissions must pass through each of the connected devices to complete
the desired request. Each workstation has its own individual signal that identifies it and
allows for the requested data to be returned to the correct originator. In the Bus Network,
messages are sent in both directions from a single point and are read by the node (computer
or peripheral on the network) identified by the code with the message. Most Local Area
Networks (LANs) are Bus Networks because the network will continue to function even if
one computer is down. This topology works equally well for either peer to peer or client
server.
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Figure 10.2: Bus Topology

The purpose of the terminators at either end of the network is to stop the signal being
reflected back.
Advantages
(i)

Broadcasting and multicasting is much simpler.

(ii)

Network is redundant in the sense that failure of one node doesn’t effect the network.
The other part may still function properly.

(iii)

Least expensive since less amount of cabling is required and no network switches
are required.

(iv)

Good for smaller networks not requiring higher speeds.

Disadvantages

3.

(i)

Trouble shooting and error detection becomes a problem because, logically, all
nodes are equal.

(ii)

Less secure because sniffing is easier.

(iii)

Limited in size and speed.

Ring Topology: All the nodes in a Ring Network are connected in a closed circle of cable.
Messages that are transmitted travel around the ring until they reach the computer that
they are addressed to, the signal being refreshed by each node. In a ring topology, the
network signal is passed through each network card of each device and passed on to the
next device. Each device processes and retransmits the signal, so it is capable of supporting
many devices in a somewhat slow but very orderly fashion. There is a very nice feature
that everybody gets a chance to send a packet and it is guaranteed that every node gets to
send a packet in a finite amount of time.
Advantages
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(i)

Broadcasting and multicasting is simple since you just need to send out one message.

(ii)

Less expensive since less cable footage is required.

(iii)

It is guaranteed that each host will be able to transmit within a finite time interval.

(iv)

Very orderly network where every device has access to the token and the opportunity
to transmit.

(v)

Performs better than a star network under heavy network load.

LOVELY PROFESSIONAL UNIVERSITY

Unit 10: Network Concepts

Figure 10.3: Ring Topology

Notes

Disadvantages
(i)

Failure of one node brings the whole network down.

(ii)

Error detection and network administration becomes difficult.

(iii)

Moves, adds and changes of devices can effect the network.

(iv)

It is slower than star topology under normal load.

Generally, bus architecture is preferred over the other topologies - of course, this is a very
subjective opinion and the final design depends on the requirements of the network more than
anything else. Lately, most networks are shifting towards the star topology. Ideally we would
like to design networks, which physically resemble the star topology, but behave like bus or
ring topology.

Self Assessment
State whether the following statements are true or false:
6.

A topology, which is a pattern of interconnections among nodes, influences a network’s
cost and performance.

7.

There are Five primary types of network topologies which refer to the physical and
logical layout of the Network cabling.

8.

Bus is the simplest and the oldest and all the telephone switches are based on this.

9.

Bus consists of a single cable, called a Backbone that connects all workstations on the
network using a single line.

10.

The purpose of the terminators at either end of the network is to stop the signal being
reflected back.

10.8 Summary


A network consists of two or more computers that are linked in order to share resources
(such as printers and CD-ROMs), exchange files or allow electronic communications. The
computers on a network may be linked through cables, telephone lines, radio waves,
satellites or infrared light beams.
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The primary purpose of a computer network is to share resources. The main goal of
networking is Resource sharing. A second goal is to provide high reliability by having
alternative sources of supply. Another goal is saving money. Another closely related goal
is to increase the systems performance as the work load increases by just adding more
processors. With central mainframes, when the system is full, it must be replaced by a
larger one, usually at great expense and with even greater disruption to the users. Computer
networks provide a powerful communication medium.



There are two important dimensions for classifying networks — transmission technology
and scale.



Transmission technology can be classified into two types:


Broadcast networks.



Point-to-point networks.



Broadcast networks: These networks have a single communication channel shared by all
the machines on the network.



Point-to-point networks consist of many connections between individual pairs of machines.
Multiple routes and intermediate machines may exist between a pair of machines; so
routing algorithms play an important role here.



A collection of interconnected networks is called an internetwork or just Internet. The
Internet refers to a specific worldwide Internet that is widely used to connect universities,
government offices, companies and private individuals.



A network topology is the basic design of a computer network. It details how key network
components such as nodes and links are interconnected.



There are three primary types of network topologies which refer to the physical and
logical layout of the Network cabling. They are star, ring and bus topology.

10.9 Keywords
Archive: A computer site advertises and stores a large amount of public domain, shareware
software and documentation.
Broadcast Networks: They have a single communication channel, which is shared by all the
computers on the network and therefore, any message transmitted by a computer on the network
is received by all the computers connected to the channel.
Error Control: The receiving end after completion of receiving the information must also be
capable of dealing with and recognizing the corruption.
Local Area Network: A LAN is a form of local (limited distance), shared packet network for
computer communications.
Metropolitan Area Network: In MAN, different LANs are connected through a local telephone
exchange using one or two cables but not switching elements.
Service Primitives: The primitives enable the service provider to perform some action or report
on an action taken by a peer entity.
Wide Area Network: A WAN may be defined as a data communications network that covers a
relatively broad geographic area to connect LANs together between different cities with the
help of transmission facilities provided by common carriers, such as telephone companies.
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10.10 Review Questions
1.

What are the major factors that have made the use of computer networks as an integral
part of the business?

2.

How are computer networks classified? Mention the some of the important reasons for
the classification of computer networks.

3.

How is LAN characterized? Explain.

4.

What are the different technologies available for implementing WAN?

5.

What is WAN? How does it differ from LANs and MANs? Give at least two examples of
popular WANs.

Answers: Self Assessment
1.

Resource sharing

2.

transparent

3.

network

4.

access

5.

distributed

6.

True

7.

False

8.

False

9.

True

10.

True
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Objectives
After studying this unit, you will be able to:


Understand what are various types of Network Threats



Know about various types of computer viruses



Discuss about Trojan Horses and their types



Explain the reasons for the vulnerability of computers

Introduction
Today, information technology has created major changes in almost everyone’s life. Each new
advance has offered amazing new capabilities and created unforeseen consequences in our lives.
With neural networks and nano-computing promising to turn every atom in a glass of water
into a computer capable of performing a billion operations per second – the computers, today,
have come a long way. Computers, despite being such high technology devices, are extremely
vulnerable. In fact, it may be easier to steal financial secrets from a computer or a network of
computers (Internet) than to actually steal a physical substance in the real world.
In this IT age when everything from microwave ovens and refrigerators to oil refineries and
nuclear power plants are being run on computers, cyber crime has assumed fatal implications.
Cyber crime is an evil having its origin in the growing dependence on computers in modern
life. What is ‘cyber crime’ and how is it different from conventional crime? Let us understand
this. A simple definition of cyber crime is “unlawful acts wherein the computer is either a tool or a
target or both.” Cyber crime involves criminal activities that are traditional in nature, such as
theft, fraud, forgery, defamation and mischief, all of which are subject to the Indian Penal Code.
The abuse of computers has also given birth to a gamut of new age crimes that are addressed by
the Information Technology Act, 2000. Defining cyber crimes, as “acts that are punishable by the
Information Technology Act” would be unsuitable as the Indian Penal Code also covers many
cyber crimes, such as e-mail spoofing and cyber defamation, sending threatening e-mails, etc.
Following are the major forms of cyber crimes, or in other words, following are the different
forms of potential threats to a computer system:
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11.1 Types of Network Threats
For any individual or organisation that uses computer technology, security threats are evolving
and becoming increasingly dangerous. Computer users are involved in an arms race with
hackers and virus writers. This makes it imperative to understand the types of computer threats
that may affect a computer system or a network of computers. Let us discuss in detail the
potential threats to a computer system in network.
1.

Hacking: Section 66 of the Information Technology Act, 2000 defines the offence of hacking.
The Act has taken a unique approach to defining the term ‘hacking’. Hacking is usually
understood to be unauthorized access of computer systems and networks. Indian law has,
however, given a different connotation to the term hacking, so we cannot use the term
“unauthorized access” interchangeably with the term “hacking”. However, as per Indian
law, unauthorized access does occur, if hacking has taken place. Indian law has chosen to
define hacking in relation to information. Section 66(1) of the Information Technology Act
states, “Whoever with the intent to cause or knowing that he is likely to cause wrongful
loss or damage to the public or any person destroys or deletes or alters any information
residing in a computer resource or diminishes its value or utility or affects it injuriously
by any means, commits hacking”. And Section 66(2) states, “Whoever commits hacking
shall be punished with imprisonment up to three years, or with fine which may extend up
to two lakh rupees, or with both”.
Firstly, there must be either an intention to cause wrongful loss or damage to any person,
or knowledge that wrongful loss or damage will be caused to any person. Wrongful loss/
damage is the loss/damage caused by unlawful means. Secondly, information residing in
a computer resource must be destroyed. Destroying information also includes acts that
render the information useless for the purpose for which it had been created.
Section 66(2) of the IT Act provides for imprisonment up to 3 years and/or fine up to ` 2
lakh as a punishment for hacking. The definition of hacking is so wide that numerous
cyber crimes can be included under the ambit of hacking. Some of these are virus attacks
leading to loss of information, data diddling, salami attacks, Internet time theft, etc.

2.

Unauthorized Access: “Access” is defined in Section 2(1)(a) of the Information Technology
Act as “gaining entry into, instructing or communicating with the logical, arithmetical, or
memory function resources of a computer, computer system or computer network”.
Therefore, unauthorized access means any kind of access without the permission of either
the rightful owner or the person in charge of a computer, computer system or computer
network. Thus, not only accessing a server by cracking its password authentication system
is unauthorized access, switching on a computer system without the permission of the
person in charge is also unauthorized access. Packet sniffing, tempest attack, password
cracking and buffer overflow are common techniques used for unauthorized access.

3.

Packet Sniffing: Packet Sniffing is a technology used by hackers to intercept and decrypt
the data packets flowing on a computer network. We know that data travels in the form of
packets on networks. These packets, also referred to as data-grams, are of various sizes
depending on the network bandwidth as well as amount of data being carried in the
packet in the measure of bytes. Each packet has an identification label also called a ‘header’.
The header carries information of the source, destination, protocol, size of packet, total
number of packets in sequence and the unique number of the packet.
The data carried by the packet is in an encrypted format for the sake of convenience in
transmitting the data. This cipher text (encrypted form) is also known as the hex of the
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data. When a person say ‘A’ sends a file to ‘B’ the data in the file gets converted into hex and
gets broken into a lot of packets. Finally, the headers are attached to all packets and the
data is ready for transmission. During transmission, the packets travel through a number
of layers [Open Systems Interconnection (OSI) Model]. Amongst these layers, the network
layer is responsible for preparing the packet for transmission. This is the level where most
hackers attack knowing that the packets are usually not secured and are prone to spoofing
and sniffing attacks. Now, when a hacker wants to intercept the transmission between ‘A’
and ‘B’, he will intercept the data packets and then translate them back from hex to the
actual data. For this, he uses packet sniffing technology and intercepts all or some of the
packets leaving the victim (sender) computer unaffected. The same technology can also be
used at the point of intended recipient of the message. To use the sniffing technology the
adversary only needs to know the IP address, e.g. (202.13.174.171) of either of the parties
involved in the communication. With this, a hacker does not steal data packets; it only
screens them, copies the hex and then reformulates the hex into the original data. That is
the reason the detection of this is next to impossible. Most firewalls that solely provide
application level security are unable to discover the presence of any sniffers on the external
wall of the network. The sniffer attaches itself to the network devices like the modem or
the Network Interface Card (NIC) that is used by the victim computer to send and receive
data.
4.

Tempest Attack: The word ‘Tempest’ is usually understood to stand for “Transient
Electromagnetic Pulse Emanation Standard”. Tempest is the ability to monitor electromagnetic emissions from computers in order to reconstruct the data. This allows remote
monitoring of network cables or remotely viewing monitors.
An appropriately equipped car parked near the target premises and can remotely pick up
all the keystrokes and messages displayed on the computer video screen. This comprises
all the passwords, messages, and so on. This attack can be neutralized by properly shielding
computer equipment and network cabling so that they do not emit these signals.
There are some fonts that remove the high-frequency information, and thus severely
reduce the ability to remotely view text on the screen. PGP also provides this option of
using tempest resistant fonts.

5.

Password Cracking: Password cracking means decrypting a password or bypassing a
protection scheme breaking a password. A password is a type of authentication key. It is
a secret word or phrase that a user must know in order to gain access to a system. To crack
a password means to decrypt a password, or to bypass a protection scheme.
All systems cache passwords in memory during a login session. Therefore, if a hacker can
gain access to all memory on the system, he/she can likely search the memory for
passwords. When the UNIX operating system was first developed, passwords were stored
in the file “/etc./passwd”. This file was readable by everyone, but the passwords were
encrypted so that a user could not figure out the password. The passwords were encrypted
in such a manner that a person could test a password to see if it was valid, but could not
decrypt the entry. However, a program called “crack” was developed that would simply
test all the words in the dictionary against the passwords in “/etc./passwd”. This used to
search all user accounts whose passwords where chosen from the dictionary. Typical
dictionaries also included people’s names since a common practice is to choose a spouse or
child’s name. The ‘crack’ program is also a useful tool for system administrators. By
running the program on their own systems, they can quickly find users who have chosen
weak passwords. In other words, it is a policy enforcement tool.
Password crackers are utilities that try to ‘guess’ passwords. One way, also known as a
dictionary attack involves trying out all the words contained in a predefined dictionary of
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words. Another form of password cracking attack is ‘brute force’ attack. In this form of
attack, all possible combinations of letters, numbers and symbols are tried out one by one
till the password is found out. Brute force attacks take much longer than dictionary attacks.
Another popular password cracking utility is called Brutus. Brutus has both dictionary
attack as well as a brute force attack capabilities. Users can customize the brute force attack
depending on any information that they may have about the password that they are
trying to crack.
6.

Buffer Overflow: Also known as buffer overrun, input overflow and unchecked buffer
overflow, this is probably the most common way of breaking into a computer. It involves
input of excessive data into a computer. The excess data “overflows” into other areas of the
computer’s memory. This allows the hacker to insert executable code along with the
input, thus enabling the hacker to break into the computer.

7.

Trojans: The term Trojan has an interesting history. In the 12th century BC, Greece declared
war on the city of Troy. The dispute erupted when the prince of Troy abducted the queen
of Sparta and declared that he wanted to make her his wife. This angered the Greeks and
especially the queen of Sparta. The Greeks tried for ten years but met with no success as
Troy was very well fortified. In the last effort, the Greek army pretended to be retreating,
and left behind a huge wooden horse. The people of Troy saw the horse, and, thinking it
was some kind of a present from the Greeks, pulled the horse into their city, unaware that
the hollow wooden horse had some of the best Greek soldiers sitting inside it. Under the
cover of night, the soldiers came out and opened the gates of the city, and together with
the rest of the army, killed the entire army of Troy. Similar to the wooden horse, a Trojan
horse program pretends to do one thing while actually doing something completely
different.

Notes

The following are the most common types of Trojan horses:
(a)

Remote Administration Trojans (RATs): These are the most popular Trojans. They let a
hacker access the victim’s hard disk, and also perform many functions on his computer
for example, shut down his computer, open and close his CD-ROM drive etc. A
Remote Administration Trojan gives the hacker complete control over the victim’s
computer, while Password Trojans search the victim’s computer for passwords and
then send them to the hacker. Modern RATs are very simple to use. They come
packaged with two files - the server file and the client file.
Some Trojans are limited by their functions, but more functions also mean larger
server files. Some Trojans are merely meant for the attacker to use them to upload
another Trojan to his target’s computer and run it; hence they take very little disk
space. Hackers also bind Trojans into other programs, which appear to be legitimate
e.g. a RAT could be bound with an e-greeting card.

Notes Most RATs are used for malicious purposes, to irritate, scare people or harm
computers. There are many programs that detect common Trojans. Firewalls and antivirus software can be useful in tracing RATs.
Remote administration Trojans open a port on user’s computer and bind themselves
to it. Then, once someone runs his client program and enters the victim’s IP address,
the Trojan starts receiving commands from the attacker and runs them on the victim’s
computer.
Some Trojans let the hacker change this port into any other port and also put a
password so only the person who infects the specific computer will be able to use
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the Trojan. In some cases, the creator of the Trojan also puts a backdoor within the
server file itself so that he is able to access any computer running his Trojan without
the need to enter a password. This is called a backdoor within a backdoor.

8.

(b)

Password Trojans: Password Trojans search the victim’s computer for passwords and
then send them to the attacker or the author of the Trojan. Whether it is an Internet
password or an email password there is a Trojan for every password. These Trojans
usually send the information back to the attacker via E-mail.

(c)

Privileges-Elevating Trojans: These Trojans are usually used to fool system
administrators. They can either be bound into a common system utility or pretend
to be something harmless and even quite useful and appealing. Once the administrator
runs it, the Trojan gives the attacker more privileges on the system. These Trojans
can also be sent to less-privileges users and give the attacker access to their account.

(d)

Key Loggers: These Trojans are very simple. They log all of the victim’s keystrokes
on the keyboard (including passwords), and then either save them on a file or e-mail
them to the attacker. Key loggers usually do not take much disk space and can
pretend to be as important utilities, thus making them very hard to detect.

(e)

Destructive Trojans: These Trojans can destroy the victim’s entire hard drive, encrypt
or just scramble important files. Some destructive Trojans work like joke programs,
while they are actually destroying every file they encounter.

Viruses: Another type of major threat – the computer virus – can also cause damage by
destroying or altering data on a computer. Hackers traditionally did not write computer
viruses because of the lack of control over the virus. The very nature of a virus is that it is
self-replicating, and once released it propagates on its own. Viruses require some human
intervention to spread, such as sending an infected file to another user, or simply opening
an e-mail attachment to trigger the propagation.
Basically, a virus is a computer program that is able to attach itself to other documents and
to move from computer to computer. Such a document may be an executable program,
e-mail or any piece of information that resides on user’s computer, including the small
programs that exist in the boot sector of every floppy or hard disk.
These programs are harmful and not beneficial; even if the virus has no payload (the part
of a virus that contains code to either multiply itself and or to destroy something) it is an
unwelcome visitor and takes up system’s resources.
For most viruses, when the program with the virus attached is run, the viral code goes into
memory and stays there for as long as the computer is turned on. In some cases even if the
user restarts the computer the virus stays in memory. To spread itself, a virus first attaches
itself to other programs, documents with macros, e-mail or other disks as they are accessed.
Then, if the circumstances are correct for a particular virus, it activates and causes the
damage it was designed to do. This may range from a simple message on user’s screen to
complete erasure of hard disk.
Usually, the spread of viruses often is accelerated because of the behaviour of computer
users. The ‘Kournikova’ or ‘I Love You’ viruses are prime examples of this. By enticing
human curiosity, to lure users in opening mail with promising pictures or other material
is something a virus protection program cannot guard against. However, it is not only by
e-mail that viruses get spread. The classic file attachments, macro code inside documents,
or extensible to binary programs are also important vehicles for a virus. It is also believed
that virus protection companies themselves create viruses to keep them in business.
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Major Types of Viruses
Generally, there are two main classes of viruses. The first class consists of the file infectors,
which attach themselves to ordinary program files. These usually infect arbitrary .COM
and/or .EXE programs, though some viruses can infect any program for which execution
is requested, such as .SYS, .OVL, .PRG, & .MNU files.
File infectors can be either direct action virus or resident virus. A direct-action virus
selects one or more other programs to infect each time the program that contains it is
executed. A resident virus hides itself somewhere in memory the first time an infected
program is executed, and thereafter infects other programs when they are executed or
when certain other conditions are fulfilled.
The second category is system or boot-record infectors: those viruses that infect executable
code found in certain system areas on a disk, which are not ordinary files. On DOS systems,
there are ordinary boot-sector viruses, which infect only the DOS boot sector, and MBR
viruses which infect the Master Boot Record on fixed disks and the DOS boot sector on
diskettes. Such viruses are always resident viruses. A few viruses are able to infect both.
These are often called ‘multi-partite’ viruses.
File system or cluster viruses are those that modify directory table entries so that the virus
is loaded and executed before the desired program starts. The program itself is not
physically altered; only the directory entry is changed. Some consider these infectors to be
a third category of viruses, while others consider them to be a sub-category of the file
infectors.
(a)

Boot sector virus: A boot sector virus resides on a floppy’s or hard disk’s boot sector,
a specific track on a disk where the operating system finds the information to start
the machine. When a boot sector virus infects a system, it either froze or the floppy
is no longer usable until the virus is removed. Sometimes even the spare boot sector
is overwritten and then machine’s information can only be recovered with the help
of a recovery program.

(b)

Polymorphic viruses: A polymorphic virus is a virus that can change itself to prevent
detection. For example, in stead of erasing the user’s hard disk it locks the keyboard
when specific keys are pressed in a particular sequence. This virus is very hard to
detect.

(c)

Stealth virus: A stealth virus is one that hides the modifications it has made in the file
or boot record, usually by monitoring the system functions used by programs to
read files or physical blocks from storage media, and forging the results of such
system functions so that programs which try to read these areas see the original
uninfected form of the file instead of the actual infected form. Thus, the virus
modifications go undetected by anti-virus programs. However, in order to do this,
the virus must be resident in memory when the anti-virus program is executed.

(d)

Fast and slow infectors: A typical file infector copies itself to memory when a program
infected by it is executed, and then infects other programs when they are executed.
A fast infector is a virus which, when it is active in memory, infects not only programs
which are executed, but also those which are merely opened. The result is that if such
a virus is in memory, running a scanner or integrity checker can result in all programs
becoming infected all at once.
The term ‘slow infector’ is sometimes used for a virus that, if it is active in memory,
infects only files as they are modified or created. The purpose is to fool the users
who use integrity checkers thinking that the modification reported by the integrity
checker is due to legitimate reasons.
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(e)

Sparse infector: The term ‘sparse infector’ is used for a virus that infects only
occasionally, e.g. every 7th executed file or only files whose size fall within a defined
range etc. By infecting less often, such viruses try to minimize the probability of
being discovered by the user.

(f)

Companion virus: A companion virus is one that, instead of modifying an existing
file, creates a new program, which (unknown to the user) gets executed by the
command-line interpreter instead of the intended program. On exit, the new program
executes the original program so things appear normal. This is done by creating an
infected .COM file with the same name as an existing .EXE file. This type of malicious
code is not always considered to be a virus, since it does not modify existing files.

(g)

Macro virus: A macro is a series of commands to perform an application-specific task.
Those commands can be stored as a series of keystrokes or in a special macro language.
It is a virus that spreads through only one type of program, usually either Microsoft
Word or Microsoft Excel. It can do this because these types of programs contain auto
open macros, which automatically run when user opens a document or a spreadsheet.
Along with infecting auto open macros, the macro virus infects the global macro
template, which is executed anytime the program is run. Thus, once the global
macro template is infected, any file which user opens becomes infected and the virus
spreads. The macro virus is easy to detect and to deactivate.

(h)

Virus hoax: A virus hoax generally appears as an e-mail message that describes a
particular virus that does not exist. Such messages are designed to panic computer
users. The writer e-mails the warning and includes a plea for the reader to forward
it to others. The message then acts much like a chain letter, propagating throughout
the Internet as individuals receive it and then innocently forward it. The best thing
to do on receipt of such an e-mail is to ignore and delete it.

(i)

Standard virus: A standard virus resides in memory where its payload executes in
three stages:
(i)

Staying in memory as a resident process

(ii)

Detecting programs that are loaded into the computer’s memory

(iii)

Attaching itself into an available slot of that program, mostly at the end, that
resides on hard disk or floppy.

The medium should not be protected against writing. As far as is known, there is no
virus that breaks this hardware security. Even more advanced viruses try to attack
domains of other users on the network by cracking the passwords and repeat the
process.
Some viruses are only specialized at cracking firewalls, deleting files, sending
hundreds of thousands of mails, steel addresses from user’s mailbox and send them
to a secret recipient.
9.

Worms: Viruses are programs that attach themselves to a computer or a file and then
circulate themselves to other files and to other computers on a network. They usually
affect the data on a computer, either by altering or deleting it. Computer worms, unlike
viruses do not need the host to attach themselves to. They merely make functional copies
of themselves and do this repeatedly till they wipe all the available space on a computer’s
memory.
A computer worm is a self-contained program or a set of programs that is able to spread
functional copies of itself or its segments to other computer systems usually via network
connections. There are two types of worms - host computer worms and network worms.
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Host computer worms are entirely contained in the user’s computer and use network
connections only to copy themselves to other computers. Network worms consist of
multiple parts or segments, each running on different machines, uses the network for
several communication purposes. Spreading a part from one machine to another is only
one of those purposes.

Notes

Did u know? Surprisingly, the first worm in history was actually designed to do good
rather than to harm networks. The first ever worm was developed for the assistance of air
traffic controllers by Bob Thomas in 1971. This worm program notified air traffic controllers
when the controls of a plane moved from one computer to another. This worm was named
as ‘creeper.’ The major difference from most worms was that this creeper did not reproduce
itself.

10.

Blended Threats: Current computer threats are capable of significant damage to systems
and data, but are difficult to classify under a single category, such as a “virus,”\”Trojan” or
even “hacker exploit.” Thus, these threats are combining to create a new type of computer
security concern experts are calling “blended threats.” Hackers, those trying to gain
unauthorized access to computers and computer networks, and malicious mobile code,
computer viruses and worms, are increasingly working in tandem. Because of these new
blended threats, computer professionals and IT administrators must learn about the types
of threats that exist to evaluate their current security strategies and develop comprehensive,
adaptable protection.

11.

E-mail Related Threats: E-mail has become one of the world’s most preferred forms of
communication. Billions of e-mail messages navigate the globe daily. Like any other
form of communication, e-mail can also be misused. The ease, speed and relative anonymity
of e-mail has made it a powerful tool for criminals. Some of the major e-mail related
threats are discussed as below.
E-mail spoofing is an effective medium to mislead people. A spoofed e-mail is an e-mail
that appears to originate from one source but has actually emerged from another source.
E-mail spoofing is usually done by falsifying the name and/or e-mail address of the
originator of the e-mail. E-mail spoofing is very often used to commit financial crimes. It
becomes a simple thing not just to assume someone else’s identity but also to hide one’s
own. The person committing the crime understands that there is very little chance of his
actually being identified. E-mail spoofing can also be used to spread misinformation, and
even to secure unauthorised access to computers.
E-mails are the fastest and easiest ways to circulate Trojans, viruses, worms and other
malicious code over the Internet. Hackers often bind Trojans, viruses, worms and other
computer contaminants with e-greeting cards and then e-mail them to unsuspecting persons.
Such mails can also be bound with software that appears to be an anti-virus patch. For
example, a person receives e-mail from a fake address like information@mcaffee.com.
Now, this is a spoofed e-mail but the receiver does not know this. The e-mail simply
seems to be an attachment of a security patch that can be downloaded to detect a certain
new virus. Most of the users would download such an e-mail (if they know that McAffee
is a popular anti-virus software), which may be a Trojan or a virus itself.
Another e-mail related potential threat is E-mail bombing. E-mail bombing refers to
sending a large amount of e-mails to the victim resulting in the victim’s e-mail account (in
case of an individual) or servers (in case of a company) crashing. There are several hacking
tools available to automate the process of e-mail bombing. These tools send multiple
e-mail from many different e-mail servers, which makes it very difficult for the victim to
protect himself.
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Then, there can be threatening e-mails. E-mail is a useful tool for anonymously threatening
anybody on the Internet. It is very easy for anyone with even a basic knowledge of
computers to become a blackmailer by threatening someone via e-mail. Through e-mails,
cyber defamation is also possible. This occurs when defamation takes place with the help
of computers and/or the Internet. For example, someone publishes defamatory matter
about someone on a website or sends e-mails containing defamatory information to that
person’s friends or colleagues.
12.

Denial of Service Tools: Denial of service attacks are usually launched to make a particular
service unavailable to someone who is authorized to use it. These attacks may be launched
using one single computer or many computers across the world. In the latter case, the
attack is known as a distributed denial of service attack. Usually, these attacks do not
require the access into anyone’s system.
These attacks are getting more popular as more and more cyber criminals realize the
amount and magnitude of loss, which can be caused through them. Usually, the attack is
initiated by sending excessive demands to the victim’s computer(s), exceeding the limit
that the victim’s servers can support and making the servers crash. Sometimes, many
computers are entrenched in this process by installing a Trojan on them; taking control of
them and then sending numerous demands to the targeted computer.
On the other side, the victim of such an attack may see many such demands (sometimes
even numbering tens of thousands) coming from computers from around the world.
Unfortunately, to be able to gain control over a malicious denial-of-service attack would
require tracing all the computers involved in the attack and then informing the owners of
those systems about the attack. The compromised system would need to be shut down and
then cleaned. This process may prove very difficult to achieve across national and later,
organizational borders. Even when the source(s) of the attack are traced there are many
problems. The victim will need to inform all the involved organisations in control of the
attacking computers and ask them to either clean the systems or shut them down. Across
international boundaries this may prove to be a difficult task. The staff of the organization
may not understand the language. They may not be present if the attack were to be
launched during the night or during weekends. The computers that may have to be shut
down may be vital for their processes and the staff may not have the authority to shut
them down. The staff may not understand the attack, system administration, network
topology, or any number of things that may delay or halt shutting down the attacking
computer(s).
If there are hundreds or even thousands of computers on the attack, with problems like the
ones mentioned above, the victim may not be able to stop the attack for days, by which
time the damage would have been done.
It is very simple for anyone to launch an attack because denial-of-service tools can easily
be procured from the Net. The major versions of distributed denial-of-service attack tools
are Trinoo (or trin00), TFN, TFN2K and Stacheldraht.
Denial-of-Service tools allow the attackers to automate and preset the times and frequencies
of such attacks so that the attack is launched and then stopped to be launched once again
later. This makes it very difficult to trace the source of the attack.
These tools also provide another service by which the attacking computer can change its
source address randomly, thereby making it seem as if the attack is originating from
many thousands of computers while in reality there may be only a few.

136

LOVELY PROFESSIONAL UNIVERSITY

Unit 11: Threats in Network

Notes

Notes Distributed denial-of-service attacks are a very perturbing problem for law
enforcement agencies mainly because they are very difficult to trace. In addition, these
attacks are usually directed towards very sensitive systems or networks sometimes even
those that are vital to national security.
13.

Other Internet Crimes: The list of Internet crimes can be very long. This includes
pornographic websites; pornographic magazines produced using computers (to publish
and print the material) and the Internet (to download and transmit pornographic pictures,
photos, writings etc). This also includes sale of narcotics, weapons and wildlife, etc., by
posting information on websites, auction websites, and bulletin boards or simply by
using e-mail communication. There are millions of websites; all hosted on servers abroad,
that offer online gambling. In fact, it is believed that many of these websites are actually
fronts for money laundering. Cases of hawala transactions and money laundering over
the Internet have been reported. Other major crimes include software piracy, copyright
infringement, trademarks violations, theft of computer source code, etc.

Task Give two examples of the following:
1.

Viruses

2.

Bombs

3.

Trojan Horses

4.

Sparse Infectors

5.

Packet Sniffers

Self Assessment
Fill in the blanks:
1.

Section 66 of the Information Technology Act, 2000 defines the offence of …………………...

2.

Packet sniffing, tempest attack, password cracking and buffer overflow are common
techniques used for ………………………...

3.

…………………… is the ability to monitor electro-magnetic emissions from computers in
order to reconstruct the data.

4.

………………………..means decrypting a password or bypassing a protection scheme
breaking a password.

5.

Password crackers are utilities that try to …………………….. passwords.

6.

Buffer overrun, input overflow and ………………………, this is probably the most common
way of breaking into a computer.

7.

……………………. are the most popular Trojans.

8.

……………………………. search the victim’s computer for passwords and then send them
to the attacker or the author of the Trojan.

9.

……………………… is a technology used by hackers to intercept and decrypt the data
packets flowing on a computer network.
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10.

The ‘Kournikova’ or ‘I Love You’ are prime examples of ……………………

11.

The term ‘slow infector’ is sometimes used for a virus that, if it is …………………. in
memory.

12.

The term ‘sparse infector’ is used for a virus that infects only……………………………...

13.

A ………………………….. is a series of commands to perform an application-specific task.

14.

A …………………… generally appears as an e-mail message that describes a particular
virus that does not exist.

15.

A …………………………. is an e-mail that appears to originate from one source but has
actually emerged from another source.

11.2 Reasons for the Vulnerability of Computers
After dealing with cyber crimes, let us examine the basic reasons for the vulnerability of computers
as below:
1.

Easy Accessibility: A bank’s vault, which usually contains a few lakh rupees is well guarded
from unauthorized persons. The vault itself is made of very strong material, located in a
control room, guarded by security personnel. Only trusted employees have the keys or
access codes. On the contrary, a bank’s server which has ‘virtual’ control over hundreds of
crores of rupees, is not that difficult to break. The strongest of firewalls and biometric
authentication systems have been cracked in the past and will continue to be cracked in the
future. A secretly implanted logic bomb, key loggers that can steal access codes, advanced
voice recorders; retina imagers etc. that can fool biometric systems can be utilized to
break many security systems.

2.

Storage Capacity: Thousands of pages of written matter can be stored on a single CD
ROM. Stealing tonnes of printed information may be very difficult in comparison to
stealing a CD ROM containing all the data and files.

3.

Operating Systems: Operating systems are composed of lakhs of lines of code and no
single individual can understand the security implications of every bit of these computer
instructions. Hackers easily exploit the numerous weaknesses in operating systems and
security products. When one weakness is exposed and exploited openly by the hackers,
the operating system manufacturer patches it up. The hackers then find another weakness
to exploit and the cycle goes on. It is very easy to find weaknesses in existing operating
systems rather than designing and developing a new secure operating system.

4.

Internal Threats: It is quite obvious that people with access to networks and sensitive
information can do a lot of damage to an organisation or individual. Most of the employees
working in an organisation do not realize the security implications of not following the
prescribed computer security policies. In this way, employees pose a variety of threats,
from simple mistakes to corporate spying. A dissatisfied employee is often a major insider
threat. Such a person may have been demoted or penalized or laid off. He may use his
knowledge or his access to corporate networks to cause destruction. A competitor may be
able to bribe an employee to give up sensitive information or an employee leaving a
company for a competitor may copy some useful data for his new position.

Task Enumerate the basic reasons for the vulnerability of computers.
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11.3 Summary


There are many different types of threats to network systems such as viruses, bombs,
worms, Trojan horses, etc.



Buffer overrun, input overflow and unchecked buffer overflow is probably the most
common way of breaking into a computer.



Section 66 of the Information Technology Act, 2000 defines the offence of hacking. The Act
has taken a unique approach to defining the term ‘hacking’. Hacking is usually understood
to be unauthorized access of computer systems and networks.



Packet Sniffing is a technology used by hackers to intercept and decrypt the data packets
flowing on a computer network.



Trojan horse program pretends to do one thing while actually doing something completely
different.



Password cracking means decrypting a password or bypassing a protection scheme
breaking a password. A password is a type of authentication key. Password crackers are
utilities that try to ‘guess’ passwords.



The word ‘Tempest’ is usually understood to stand for “Transient Electromagnetic Pulse
Emanation Standard”. Tempest is the ability to monitor electro-magnetic emissions from
computers in order to reconstruct the data. This allows remote monitoring of network
cables or remotely viewing monitors.



Password Trojans search the victim’s computer for passwords and then send them to the
attacker or the author of the Trojan.



Privileges-Elevating Trojans are the Trojans that are usually used to fool system administrators.



Key Loggers are the trojans are very simple. They log all of the victim’s keystrokes on the
keyboard (including passwords), and then either save them on a file or e-mail them to the
attacker.



The computer virus can also cause damage by destroying or altering data on a computer.
Basically, a virus is a computer program that is able to attach itself to other documents and
to move from computer to computer. Viruses are programs that attach themselves to a
computer or a file and then circulate themselves to other files and to other computers on
a network. They usually affect the data on a computer, either by altering or deleting it.



E-mail has become one of the world’s most preferred forms of communication.



E-mail spoofing is an effective medium to mislead people. A spoofed e-mail is an e-mail
that appears to originate from one source but has actually emerged from another source.



Denial of service attacks are usually launched to make a particular service unavailable to
someone who is authorized to use it. These attacks may be launched using one single
computer or many computers across the world. In the latter case, the attack is known as a
distributed denial of service attack. Usually, these attacks do not require the access into
anyone’s system.

11.4 Keywords
Macro: It is a series of commands to perform an application-specific task.
Packet Sniffing: It is a technology used by hackers to intercept and decrypt the data packets
flowing on a computer network.
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Password Cracking: It means decrypting a password or bypassing a protection scheme breaking
a password.
Sparse Infector: The term ‘sparse infector’ is used for a virus that infects only occasionally.
Spoofed e-mail: It is an e-mail that appears to originate from one source but has actually emerged
from another source.
Tempest: It is the ability to monitor electro-magnetic emissions from computers in order to
reconstruct the data.
Virus hoax: It generally appears as an e-mail message that describes a particular virus that does
not exist.

11.5 Review Questions
1.

What is Hacking?

2.

Define Unauthorised Access.

3.

What is Tempest Attack?

4.

What are Trojan horses? What are the most common types of Trojan horses?

5.

What are Viruses? Discuss some major types of viruses.

6.

What are E-mail related threats?

7.

What are denial of service tools?

8.

What are the reasons for the vulnerability of computers?

9.

Explain different threats to networks.

Answers: Self Assessment
1.

hacking

2.

unauthorized access

3.

Tempest

4.

Password cracking

5.

guess

6.

unchecked buffer overflow

7.

RATs

8.

Password Trojans

9.

Packet Sniffing

10.

viruses

11.

active

12.

occasionally

13.

macro

14.

virus hoax

15.

spoofed e-mail

11.6 Further Readings

Books

Managing Enterprise Information Integrity: Security, Control and Audit Issues, IT
Governance Institute.
Risks of Customer Relationship Management: A Security, Control, and Audit Approach,
PricewaterhouseCoopers Llp.
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Security, Audit & Control Features PeopleSoft: A Technical and Risk Management
Reference Guide, 2nd Edition, Deloitte Touche Tohmatsu Research Team, ISACA.

Notes

William Stallings, Computer Security: Principles and Practice, Prentice Hall, 2008.
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Unit 12: Network Security Controls
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Objectives
After studying this unit, you will be able to:


Understand the dynamics of network security



Comprehend the different attributes of secured network



Examine and interpret about security management of network



Familiarize with basics of network security tools and techniques

Introduction
Network security consists of the provisions made in an underlying computer network
infrastructure, policies adopted by the network administrator to protect the network and the
network-accessible resources from unauthorized access and consistent and continuous monitoring
and measurement of its effectiveness (lack) combined together.

12.1 Comparison with Computer Security
Securing network infrastructure is like securing possible entry points of attacks on a country by
deploying appropriate defense. Computer security is more like providing means to protect a
single PC against outside intrusion. The former is better and practical to protect the civilians
from getting exposed to the attacks.
The preventive measures attempt to secure the access to individual computers – the network
itself – thereby protecting the computers and other shared resources such as printers, networkattached storage connected by the network. Attacks could be stopped at their entry points before
they spread. As opposed to this, in computer security the measures taken are focused on securing
individual computer hosts.
A computer host whose security is compromised is likely to infect other hosts connected to a
potentially unsecured network. A computer host’s security is vulnerable to users with higher
access privileges to those hosts.
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12.2 Attributes of a Secure Network

Notes

Network security starts from authenticating any user, most likely a username and a password.
Once authenticated, a stateful firewall enforces access policies such as what services are allowed
to be accessed by the network users. Though effective to prevent unauthorized access, this
component fails to check potentially harmful contents such as computer worms being transmitted
over the network.
An Intrusion Prevention System (IPS) helps detect and prevent such malware. IPS also monitors
for suspicious network traffic for contents, volume and anomalies to protect the network from
attacks such as denial of service. Communication between two hosts using the network could be
encrypted to maintain privacy. Individual events occurring on the network could be tracked for
audit purposes and for a later high level analysis.
Honeypots, essentially decoy network-accessible resources, could be deployed in a network as
surveillance and early-warning tools. Techniques used by the attackers that attempt to
compromise these decoy resources are studied during and after an attack to keep an eye on new
exploitation techniques. Such analysis could be used to further tighten security of the actual
network being protected by the honeypot.

12.3 Security Management for Networks
Security Management for networks is different for all kinds of situations. A small home or an
office would only require basic security while large businesses will require high maintenance
and advanced software and hardware to prevent malicious attacks from hacking and spamming.

Small Homes


A basic firewall.



For Windows users, basic Antivirus software like McAfee, Norton AntiVirus or AVG
Antivirus.



An anti-spyware program such as Windows Defender or Spybot would also be a good
idea. There are many other types of antivirus or antispyware programs out there to be
considered.



When using a wireless connection, use a robust password. Also try and use the strongest
security supported by your wireless devices, such as WPA or WPA2.

Medium Businesses


A fairly strong firewall.



Strong Antivirus software and Internet Security Software.



For authentication, use strong passwords and change it on a bi-weekly/monthly basis.



When using a wireless connection, use a robust password.



Raise awareness about physical security to employees.



Use an optional network analyzer or network monitor.

Large Businesses


A strong firewall and proxy to keep unwanted people out.
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A strong Antivirus software package and Internet Security Software package.



For authentication, use strong passwords and change it on a weekly/bi-weekly basis.



When using a wireless connection, use a robust password.



Exercise physical security precautions to employees.



Prepare a network analyzer or network monitor and use it when needed.



Implement physical security management like closed circuit television for entry areas
and restricted zones.



Security fencing to mark the company’s perimeter.



Fire extinguishers for fire-sensitive areas like server rooms and security rooms.



Security guards can help to maximize security.

School


An adjustable firewall and proxy to allow authorized users access from the outside and
inside.



Strong Antivirus software and Internet Security Software packages.



Wireless connections that lead to firewalls.



Children’s Internet Protection Act compliance.



Supervision of network to guarantee updates and changes based on popular site usage.



Constant supervision by teachers, librarians, and administrators to guarantee protection
against attacks by both internet and sneakernet sources.

Large Government


A strong firewall and proxy to keep unwanted people out.



Strong Antivirus software and Internet Security Software suites.



Strong encryption, usually with a 256 bit key.



Whitelist authorized wireless connection, block all else.



All network hardware is in secure zones.



All host should be on a private network that is invisible from the outside.



Put all servers in a DMZ, or a firewall from the outside and from the inside.



Security fencing to mark perimeter and set wireless range to this.

Self Assessment
Fill in the blanks:
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1.

A computer host’s security is vulnerable to users with higher ..................... privileges to
those hosts.

2.

..................... between two hosts using the network could be encrypted to maintain privacy.

3.

Network ..................... starts from authenticating any user.

4.

Security Management for networks is ………………………for all kinds of situations.
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12.4 Network Security Controls

Notes

In the last unit you have already read about various threats in networks such as viruses, bombs,
phishing attacks etc. In this unit we will discuss briefly about various types of network security
controls such as firewalls, virtual private networks, encrypted e-mail, etc.
1.

Encryption: Encryption is probably the most important and versatile tool for a network
security expert. We have seen in earlier units that encryption is powerful for providing
privacy, authenticity, integrity, and limited access to data. Because networks often involve
even greater risks, they often secure data with encryption, perhaps in combination with
other controls.
In network applications, encryption can be applied either between two hosts (called link
encryption) or between two applications (called end-to-end encryption). We consider
each below. With either form of encryption, key distribution is always a problem.
Encryption keys must be delivered to the sender and receiver in a secure manner. In this
section, we also investigate techniques for safe key distribution in networks. Finally, we
study a cryptographic facility for a network computing environment.

2.

Virtual Private Networks: Link encryption can be used to give a network’s users the sense
that they are on a private network, even when it is part of a public network. For this
reason, the approach is called a virtual private network (or VPN).

Notes Typically, physical security and administrative security are strong enough to protect
transmission inside the perimeter of a network. Thus, the greatest exposure for a user is
between the user’s workstation or client and the perimeter of the host network or server.
A firewall is an access control device that sits between two networks or two network
segments. It filters all traffic between the protected or “inside” network and a less
trustworthy or “outside” network or segment. (We examine firewalls in detail later in this
unit.)
Many firewalls can be used to implement a VPN. When a user first establishes a
communication with the firewall, the user can request a VPN session with the firewall.
The user’s client and the firewall negotiate a session encryption key, and the firewall and
the client subsequently use that key to encrypt all traffic between the two. In this way, the
larger network is restricted only to those given special access by the VPN. In other words,
it feels to the user that the network is private, even though it is not. With the VPN, we say
that the communication passes through an encrypted tunnel or tunnel.
3.

PKI and Certificates: A public key infrastructure, or PKI, is a process created to enable
users to implement public key cryptography, usually in a large (and frequently, distributed)
setting. PKI offers each user a set of services, related to identification and access control, as
follows:
(i)

create certificates associating a user’s identity with a (public) cryptographic key

(ii)

give out certificates from its database

(iii)

sign certificates, adding its credibility to the authenticity of the certificate

(iv)

confirm (or deny) that a certificate is valid

(v)

invalidate certificates for users who no longer are allowed access or whose private
key has been exposed
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Did u know? PKI is often considered to be a standard, but in fact it is a set of policies,
products, and procedures that leave some room for interpretation. The policies define the
rules under which the cryptographic systems should operate. In particular, the policies
specify how to handle keys and valuable information and how to match level of control to
level of risk. The procedures dictate how the keys should be generated, managed, and
used. Finally, the products actually implement the policies, and they generate, store, and
manage the keys.

4.

SSH Encryption: SSH (secure shell) is a pair of protocols (versions 1 and 2), originally
defined for Unix but also available under Windows 2000, that provides an authenticated
and encrypted path to the shell or operating system command interpreter. Both SSH
versions replace Unix utilities such as Telnet, rlogin, and rsh for remote access. SSH protects
against spoofing attacks and modification of data in communication.
The SSH protocol involves negotiation between local and remote sites for encryption
algorithm (for example, DES, IDEA, AES) and authentication (including public key and
Kerberos).
SSL Encryption
The SSL (Secure Sockets Layer) protocol was originally designed by Netscape to protect
communication between a web browser and server. It is also known now as TLS, for
transport layer security. SSL interfaces between applications (such as browsers) and the
TCP/IP protocols to provide server authentication, optional client authentication, and an
encrypted communications channel between client and server. Client and server negotiate
a mutually supported suite of encryption for session encryption and hashing; possibilities
include triple DES and SHA1, or RC4 with a 128-bit key and MD5.
To use SSL, the client requests an SSL session. The server responds with its public key
certificate so that the client can determine the authenticity of the server. The client returns
part of a symmetric session key encrypted under the server’s public key. Both the server
and client compute the session key, and then they switch to encrypted communication,
using the shared session key.
The protocol is simple but effective, and it is the most widely used secure communication
protocol on the Internet.

5.

IPSec: As you know that the address space for the Internet is running out. As domain
names and equipment proliferate, the original, 30-year old, 32-bit address structure of the
Internet is filling up. A new structure, called IPv6 (version 6 of the IP protocol suite),
solves the addressing problem. This restructuring also offered an excellent opportunity
for the Internet Engineering Task Force (IETF) to address serious security requirements.

6.

Encrypted E-Mail: An electronic mail message is much like the back of a post card. The
mail carrier (and everyone in the postal system through whose hands the card passes) can
read not just the address but also everything in the message field. To protect the privacy of
the message and routing information, we can use encryption to protect the confidentiality
of the message and perhaps its integrity.

7.

Content Integrity: Content integrity comes as a bonus with cryptography. No one can
change encrypted data in a meaningful way without breaking the encryption. This does
not say, however, that encrypted data cannot be modified. Changing even one bit of an
encrypted data stream will affect the result after decryption, often in a way that seriously
alters the resulting plaintext. We need to consider three potential threats:
(i)
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(ii)

malicious or non-malicious modification that changes content in a way that is not
necessarily meaningful

(iii)

non-malicious modification that changes content in a way that will not be detected

(iv)

Encryption addresses the first of these threats very effectively. To address the others,
we can use other controls.

Notes

Error Correcting Codes: We can use error detection and error correction codes to guard
against modification in a transmission. The codes work as their names imply: Error
detection codes detect when an error has occurred, and error correction codes can actually
correct errors without requiring retransmission of the original message. The error code is
transmitted along with the original data, so the recipient can recompute the error code
and check whether the received result matches the expected value.

Task Name different types of error detection and error correction techniques.
9.

Firewalls: A firewall is designed to do the screening that is less appropriate for a router to
do. A router’s primary function is addressing, whereas a firewall’s primary function is
filtering. Firewalls can also do auditing. Even more important, firewalls can examine an
entire packet’s contents, including the data portion, whereas a router is concerned only
with source and destination MAC and IP addresses. Because they are an extremely important
network security control, we will study firewalls in the next unit.

10.

Alarms and Alerts: The logical view of network protection looks like Figure, in which
both a router and a firewall provide layers of protection for the internal network. Now let
us add one more layer to this defense.
Figure 12.1

An intrusion detection system is a device that is placed inside a protected network to
monitor what occurs within the network. If an attacker is able to pass through the router
and pass through the firewall, an intrusion detection system offers the opportunity to
detect the attack at the beginning, in progress, or after it has occurred. Intrusion detection
systems activate an alarm, which can take defensive action.
11.

Honey Pots: How do you catch a mouse? You set a trap with bait (food the mouse finds
attractive) and catch the mouse after it is lured into the trap. You can catch a computer
attacker the same way.
You put up a honeypot for several reasons:
(i)

to watch what attackers do, in order to learn about new attacks (so that you can
strengthen your defenses against these new attacks)
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(ii)

to lure an attacker to a place in which you may be able to learn enough to identify
and stop the attacker

(iii)

to provide an attractive but diversionary playground, hoping that the attacker will
leave your real system alone.

A honeypot has no special features. It is just a computer system or a network segment,
loaded with servers and devices and data. It may be protected with a firewall, although
you want the attackers to have some access. There may be some monitoring capability,
done carefully so that the monitoring is not evident to the attacker.
12.

Traffic Flow Security: So far, we have looked at controls that cover the most common
network threats: cryptography for eavesdropping, authentication methods for
impersonation, intrusion detection systems for attacks in progress, architecture for structural
flaws. Earlier in this book, we listed threats, including a threat of traffic flow inference. If
the attacker can detect an exceptional volume of traffic between two points, the attacker
may infer the location of an event about to occur.
The countermeasure to traffic flow threats is to disguise the traffic flow. One way to
disguise traffic flow, albeit costly and perhaps crude, is to ensure a steady volume of traffic
between two points. If traffic between A and B is encrypted so that the attacker can detect
only the number of packets flowing, A and B can agree to pass recognizable (to them) but
meaningless encrypted traffic. When A has much to communicate to B, there will be few
meaningless packets; when communication is light, A will pad the traffic stream with
many spurious packets.
A more sophisticated approach to traffic flow security is called onion routing [SYV97].
Consider a message that is covered in multiple layers, like the layers of an onion. A wants
to send a message to B but doesn’t want anyone in or intercepting traffic on the network to
know A is communicating with B. So A takes the message to B, wraps it in a package for D
to send to B. Then, A wraps that package in another package for C to send to D. Finally, A
sends this package to C. This process is shown in Figure. The internal wrappings are all
encrypted under a key appropriate for the intermediate recipient.
Figure 12.2

Receiving the package, C knows it came from A, although C does not know if A is the
originator or an intermediate point. C then unwraps the outer layer and sees it should be
sent to D. At this point, C cannot know if D is the final recipient or merely an intermediary.
C sends the message to D, who unwraps the next layer. D knows neither where the
package originally came from nor where its final destination is. D forwards the package to
B, its ultimate recipient.
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Notes With this scheme, any intermediate recipients—those other than the original sender
and ultimate receiver—know neither where the package originated nor where it will end
up. This scheme provides confidentiality of content, source, destination, and routing.

Self Assessment
Give One word for the following:
5.

A device that is placed inside a protected network to monitor what occurs within the
network.

6.

Codes to guard against modification in a transmission.

7.

An e-mail that is capable to protect the confidentiality of the message and perhaps its
integrity.

8.

A protocol that interfaces between applications (such as browsers) and the TCP/IP protocols
to provide server authentication, optional client authentication, and an encrypted
communications channel between client and server.

9.

An access control device that sits between two networks or two network segments. It
filters all traffic between the protected or “inside” network and a less trustworthy or
“outside” network or segment.

10.

A powerful for providing privacy, authenticity, integrity, and limited access to data.

12.5 Summary


Network security consists of the provisions made in an underlying computer network
infrastructure, policies adopted by the network administrator to protect the network and
the network-accessible resources from unauthorized access and consistent and continuous
monitoring and measurement of its effectiveness (lack) combined together.



The preventive measures attempt to secure the access to individual computers – the network
itself – thereby protecting the computers and other shared resources such as printers,
network-attached storage connected by the network.



A computer host’s security is vulnerable to users with higher access privileges to those
hosts.

12.6 Keywords
Computer Security: It is more like providing means to protect a single PC against outside
intrusion.
Preventive Measures: It attempt to secure the access to individual computers – the network itself
– thereby protecting the computers and other shared resources such as printers, network-attached
storage connected by the network.
Securing Network Infrastructure: It is like securing possible entry points of attacks on a country
by deploying appropriate defense.
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12.7 Review Questions
1.

What is computer security?

2.

What do you mean by network security?

3.

Compare and contrast between computer security and network security.

4.

Describe the different attributes of a secure network.

Answers: Self Assessment
1.

Access

2.

Communication

3.

Security

4.

different

5.

intrusion detection system

6.

Honeypot

7.

Error correction codes

8.

SSL

9.

Firewall

10.

encryption

12.8 Further Readings

Books

Managing Enterprise Information Integrity: Security, Control and Audit Issues, IT
Governance Institute.
Risks of Customer Relationship Management: A Security, Control, and Audit Approach,
PricewaterhouseCoopers Llp.
Security, Audit & Control Features PeopleSoft: A Technical and Risk Management
Reference Guide, 2nd Edition, Deloitte Touche Tohmatsu Research Team, ISACA.
William Stallings, Computer Security: Principles and Practice, Prentice Hall, 2008.
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Objectives
After studying this unit, you will be able to:


Define firewall



Explain the various firewall characteristics



Describe firewall types



Understand the methodology of firewall configuration

Introduction
A system designed to prevent unauthorized access to or from a private network. Firewalls can
be implemented in both hardware and software, or a combination of both. Firewalls are frequently
used to prevent unauthorized Internet users from accessing private networks connected to the
Internet, especially intranets. All messages entering or leaving the intranet pass through the
firewall, which examines each message and blocks those that do not meet the specified security
criteria.
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13.1 Meaning of Firewall
A firewall is a dedicated appliance, or software running on another computer, which inspects
network traffic passing through it, and denies or permits passage based on a set of rules.
Firewalls can be implemented in both hardware and software, or a combination of both. Firewalls
are frequently used to prevent unauthorized Internet users from accessing private networks
connected to the Internet, especially intranets. All messages entering or leaving the intranet
pass through the firewall, which examines each message and blocks those that do not meet the
specified security criteria.
Basically, a firewall is a barrier to keep destructive forces away from your property. In fact,
that’s why it’s called a firewall. Its job is similar to a physical firewall that keeps a fire from
spreading from one area to the next.
A firewall is simply a program or hardware device that filters the information coming through
the Internet connection into your private network or computer system. If an incoming packet of
information is flagged by the filters, it is not allowed through. Let’s say that you work at a
company with 500 employees. The company will therefore have hundreds of computers that all
have network cards connecting them together.
In addition, the company will have one or more connections to the Internet through something
like T1 or T3 lines. Without a firewall in place, all of those hundreds of computers are directly
accessible to anyone on the Internet. A person who knows what he or she is doing can probe
those computers, try to make FTP connections to them, try to make telnet connections to them
and so on. If one employee makes a mistake and leaves a security hole, hackers can get to the
machine and exploit the hole.
With a firewall in place, the landscape is much different. A company will place a firewall at
every connection to the Internet (for example, at every T1 line coming into the company). The
firewall can implement security rules. For example, one of the security rules inside the company
might be:
Out of the 500 computers inside this company, only one of them is permitted to receive public
FTP traffic. Allow FTP connections only to that one computer and prevent them on all others.
A company can set up rules like this for FTP servers, Web servers, Telnet servers and so on. In
addition, the company can control how employees connect to Web sites, whether files are
allowed to leave the company over the network and so on. A firewall gives a company
tremendous control over how people use the network.
Firewalls use one or more of three methods to control traffic flowing in and out of the network:


Packet filtering: Packets (small chunks of data) are analyzed against a set of filters. Packets
that make it through the filters are sent to the requesting system and all others are discarded.



Proxy service: Information from the Internet is retrieved by the firewall and then sent to
the requesting system and vice versa.



Stateful inspection: A newer method that doesn’t examine the contents of each packet but
instead compares certain key parts of the packet to a database of trusted information.

Information traveling from inside the firewall to the outside is monitored for specific defining
characteristics, then incoming information is compared to these characteristics. If the comparison
yields a reasonable match, the information is allowed through. Otherwise it is discarded. There
are many creative ways that unscrupulous people use to access or abuse unprotected computers:
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Remote login: When someone is able to connect to your computer and control it in some
form. This can range from being able to view or access your files to actually running
programs on your computer.



Application backdoors: Some programs have special features that allow for remote access.
Others contain bugs that provide a backdoor, or hidden access, that provides some level of
control of the program.



SMTP session hijacking: SMTP is the most common method of sending e-mail over the
Internet. By gaining access to a list of e-mail addresses, a person can send unsolicited junk
e-mail (spam) to thousands of users. This is done quite often by redirecting the e-mail
through the SMTP server of an unsuspecting host, making the actual sender of the spam
difficult to trace.



Operating system bugs: Like applications, some operating systems have backdoors. Others
provide remote access with insufficient security controls or have bugs that an experienced
hacker can take advantage of.



Denial of service: You have probably heard this phrase used in news reports on the attacks
on major Websites. This type of attack is nearly impossible to counter. What happens is
that the hacker sends a request to the server to connect to it. When the server responds
with an acknowledgement and tries to establish a session, it cannot find the system that
made the request. By inundating a server with these unanswerable session requests, a
hacker causes the server to slow to a crawl or eventually crash.



E-mail bombs: An e-mail bomb is usually a personal attack. Someone sends you the same
e-mail hundreds or thousands of times until your e-mail system cannot accept any more
messages.



Macros: To simplify complicated procedures, many applications allow you to create a
script of commands that the application can run. This script is known as a macro. Hackers
have taken advantage of this to create their own macros that, depending on the application,
can destroy your data or crash your computer.



Viruses: Probably the most well-known threat is computer viruses. A virus is a small
program that can copy itself to other computers. This way it can spread quickly from one
system to the next. Viruses range from harmless messages to erasing all of your data.



Spam: Typically harmless but always annoying, spam is the electronic equivalent of junk
mail. Spam can be dangerous though. Quite often it contains links to Websites. Be careful
of clicking on these because you may accidentally accept a cookie that provides a backdoor
to your computer.



Redirect bombs: Hackers can use ICMP to change (redirect) the path information takes by
sending it to a different router. This is one of the ways that a denial of service attack is
set up.



Source routing: In most cases, the path a packet travels over the Internet (or any other
network) is determined by the routers along that path. But the source providing the packet
can arbitrarily specify the route that the packet should travel. Hackers sometimes take
advantage of this to make information appear to come from a trusted source or even from
inside the network! Most firewall products disable source routing by default.

Notes

Some of the items in the list above are hard, if not impossible, to filter using a firewall. While
some firewalls offer virus protection, it is worth the investment to install anti-virus software on
each computer. And, even though it is annoying, some spam is going to get through your
firewall as long as you accept e-mail.
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The level of security you establish will determine how many of these threats can be stopped by
your firewall. The highest level of security would be to simply block everything. Obviously
that defeats the purpose of having an Internet connection. But a common rule of thumb is to
block everything, then begin to select what types of traffic you will allow.
You can also restrict traffic that travels through the firewall so that only certain types of
information, such as e-mail, can get through. This is a good rule for businesses that have an
experienced network administrator that understands what the needs are and knows exactly
what traffic to allow through.
For most of us, it is probably better to work with the defaults provided by the firewall developer
unless there is a specific reason to change it. One of the best things about a firewall from a
security standpoint is that it stops anyone on the outside from logging onto a computer in your
private network.
While this is a big deal for businesses, most home networks will probably not be threatened in
this manner. Still, putting a firewall in place provides some peace of mind.
Figure 13.1: Firewall

Self Assessment
State whether the following statements are true or false:
1.

A firewall is a hardware device.

2.

The firewall can implement security rules.

3.

Hackers can use ICMP to change (redirect) the path information takes by sending it to a
different router.

4.

An e-mail bomb is usually a personal attack

13.2 Firewall Characteristics
Firewalls are specialized computers with multiple network interface ports that are designed to
control network access to an organization’s network resources. Firewalls may be used between
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an organization and the Internet or within an organization itself. A firewall will have at least
one ‘inside’ and one ‘outside’ zones, each served by a network interface. Inside and outside are
defined by whether the interface serves the protected network (inside) or the unprotected network
(outside). Traffic flow in either direction is filtered in order to control access to the network and
outside resources.

Notes

Firewalls monitor all traffic, blocking network activity that does not conform to security policies
set by the security administrator.
Normally, your data is passed down through your TCP/IP stack and transmitted to a far end
station. Firewalls intercept all traffic flowing between the network and data link layers, to
guarantee no traffic that is not permitted makes it past that network interface.
The various characteristics of firewall are:


Stateful vs. Stateless



Rules Based vs. Policy Based



Packet Inspection vs. Packet Filtering



Stateful Packet Inspection



Proxies



Network Address Translation (NAT/NAT with Overload)



Virtual Private Networking (VPN)

13.2.1 Stateful vs. Stateless Firewalls
Stateless
Stateless firewalls watch network traffic, and restrict or block packets based on source and
destination addresses or other static values. They are not ‘aware’ of traffic patterns or data flows.
A stateless firewall uses simple rule-sets that do not account for the possibility that a packet
might be received by the firewall ‘pretending’ to be something you asked for.

Stateful
Stateful firewalls can watch traffic streams from end to end. They are aware of communication
paths and can implement various IP Security (IPsec) functions such as tunnels and encryption.
In technical terms, this means that stateful firewalls can tell what stage a TCP connection is in
(open, open sent, synchronized, synchronization acknowledge or established), it can tell if the
MTU has changed, whether packets have fragmented, etc.
Neither is really superior and there are good arguments for both types of firewalls.

Notes Stateless firewalls are typically faster and perform better under heavier traffic
loads. Stateful firewalls are better at identifying unauthorized and forged communications.
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13.2.2 Rules based vs. Policy based Firewalls
Rules based Firewalls
Rules based firewall systems use rules to control communication between hosts inside and
outside the firewall. These rules are a single line of text information containing network addresses
and virtual port numbers of services that are permitted or denied. These rules are stored together
in one or more text files which are read when the firewall starts up. Rules based systems are
static in that they cannot do anything they haven’t been expressly configured to do. There must
be a line in one of their configuration files somewhere that tells them exactly what to do with
each packet that flows through the device. This makes the system more straight-forward to
configure, but less flexible and less adaptive to changing circumstances.

Policy based Firewalls
Policy-based systems are more flexible than rules based systems. They allow the administrator
to define conditions under which general types of communication are permitted, as well as
specifying what functions and services will be performed to provide that communication.
A policy-based system can dynamically set up permitted communication to random IP addresses.
Any system that supports IPsec Authentication Header and Encapsulating Security Payload is
considered a policy based system.

13.2.3 Packet Filtering vs. Packet Inspecting Firewalls
Packet Filtering Firewalls
Packet Filtering firewalls watch the following fields in an IP datagram it receives:


Source IP address



Destination IP address



Source Port Number



Destination Port Number



Protocol type

Using these fields, the packet filtering firewall can either permit or drop the packet in either
direction. Routers with access control lists can also perform packet filtering, however a purely
packet filtering firewall cannot recognize dynamic connections such as that used by FTP.

Packet Inspecting Firewalls
Packet inspection involves opening IP packets, looking beyond the basic network protocol
information such as source and destination IP address and other packet header information.
Using TCP/IP as an example, a packet inspecting firewall can tell the difference between a web
request (TCP port 80), a Telnet request (TCP port 23) and a DNS lookup (UDP port 53). It can tell
the difference between the web request, and the web server’s response and will only permit the
proper response. “Deep” inspection firewalls can see the Web URL that is being retrieved and in
some cases, can see the Java Applets, JavaScript and cookies contained within the web page. Such
‘deep inspection’ firewalls can remove the offending Java Applets and block the cookies based
on the URL of the web server delivering the page or other criterion.
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Stateful Packet Inspection
Stateful packet inspection requires keeping track of the state of the communications channel
between the endpoints in the communication. The firewall monitors the IP, TCP and UDP
header information passing between client and server. By monitoring this information, the
firewall knows who inside the protected zone is opening connections and whom outside the
firewall they are communicating with. Thus, any unsolicited connection request from outside or
any random packet sent from outside will be recognized as not being part of any permitted or
ongoing communications.
Stateful inspection firewalls can even permit return traffic from a server which is not explicitly
permitted by the firewall’s ruleset. Because the client protected by the firewall initiated the
connection, the firewall can permit the return response from the server, even if no rule exists to
explicitly permit this. For example, smart stateful packet inspecting firewalls will know when a
protected host is opening an FTP connection and will know to permit the returning connection
for the data channel on a different TCP port.

Task Differentiate between packet filtering and packet inspecting firewalls.

13.2.4 Proxy Firewall
Proxy firewalls watch (primarily) the following fields:
1.

Source Port Number

2.

Destination Port Number

Some proxy firewalls also perform Network Address Translation (NAT) in addition to Proxy
Address Translation (PAT) provide protection by performing all outside connections on behalf
of the host, literally translating internal TCP and UDP port addresses to outside port addresses.
Many proxy firewalls are stateless, and are therefore more easily tricked into permitting
connections they should not. Moreover, since the proxy firewall typically does not inspect the
contents of the packet, it is not capable of supporting IPsec functions (VPN/tunnels and
encryption).

13.2.5 Network Address Translation (NAT)
Firewalls have low security areas (the outside) and high security areas (the inside) attached to
their network interfaces. Network Address Translation (NAT) is a protocol that firewalls use to
translate publicly routable IP addresses on the ‘outside’ to private IP addresses which are not
routable on the Internet on the inside. This makes it more difficult for attackers to connect to a
host protected by the firewall. A firewall providing NAT will receive a request from a protected
host, strip the non-routable private IP address from the IP datagram and replace that address
with a public IP address that is routable on the Internet. Thus, external hosts cannot directly
connect to protected hosts as the private IP addresses are blocked within the architecture of the
Internet itself.

NAT with Overload (Port Address Translation)
When an outside IP address is used by multiple hosts on different virtual ports, the NAT process
is often referred to as NAT with Overload. This allows multiple hosts to use one outside address
and to share the virtual port numbers available to the firewall.
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Did u know? TCP /IP supports up to 64,000 virtual ports so many hosts can easily share the
single external IP address. This is sometimes called Proxy Address Translation or Port
Address Translation.

13.2.6 Virtual Private Networking (VPN)
VPN is the short form for Virtual Private Network. A Virtual Private Network (VPN) is a
network that uses a public telecommunication infrastructure, such as the Internet, to provide
remote offices or individual users with secure access to their organization’s network.
A virtual private network can be contrasted with an expensive system of owned or leased lines
that can only be used by one organization. The goal of a VPN is to provide the organization with
the same capabilities, but at a much lower cost.
A VPN works by using the shared public infrastructure while maintaining privacy through
security procedures and tunneling protocols such as the Layer Two Tunneling Protocol (L2TP).
In effect, the protocols, by encrypting data at the sending end and decrypting it at the receiving
end, send the data through a “tunnel” that cannot be “entered” by data that is not properly
encrypted.
An additional level of security involves encrypting not only the data, but also the originating
and receiving network addresses. It is a communications network tunneled through another
network, and dedicated for a specific network.
One common application is secure communications through the public Internet, but a VPN need
not have explicit security features, such as authentication or content encryption. VPNs, for
example, can be used to separate the traffic of different user communities over an underlying
network with strong security features.
A VPN may have best-effort performance, or may have a defined Service Level Agreement
(SLA) between the VPN customer and the VPN service provider. Generally, a VPN has a topology
more complex than point-to-point. The distinguishing characteristic of VPNs are not security or
performance, but that they overlay other network(s) to provide a certain functionality that is
meaningful to a user community.
Figure 13.2: Diagram of a VPN Connection

It is a network that is constructed by using public wires to connect nodes. For example, there are
a number of systems that enable you to create networks using the Internet as the medium for
transporting data. These systems use encryption and other security mechanisms to ensure that
only authorized users can access the network and that the data cannot be intercepted.
VPNs provide a more active form of security by either encrypting or encapsulating data for
transmission through an unsecured network. These two types of security – encryption and
encapsulation – form the foundation of virtual private networking.
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However, both encryption and encapsulation are generic terms that describe a function that can
be performed by a myriad of specific technologies. To add to the confusion, these two sets of
technologies can be combined in different implementation topologies. Thus, VPNs can vary
widely from vendor to vendor.

Notes

Figure 13.3: Diagram of VPN

13.3 Types of Firewalls
There are mainly three types of firewalls and these are:

13.3.1 Network Layer
Network layer generally make their decisions based on the source, destination addresses and
ports in individual IP packets. A simple router is the “traditional’’ network layer firewall, since
it is not able to make particularly sophisticated decisions about what a packet is actually talking
to or where it actually came from. Modern network layer firewalls have become increasingly
sophisticated, and now maintain internal information about the state of connections passing
through them, the contents of some of the data streams, and so on. One thing that’s an important
distinction about many network layer firewalls is that they route traffic directly though them,
so to use one you either need to have a validly assigned IP address block or to use a “private
internet’’ address block. Network layer firewalls tend to be very fast and tend to be very
transparent to users.
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Figure 13.4: Screened Host Firewall

In Figure 13.4, a network layer firewall called a “screened host firewall” is represented. In a
screened host firewall, access to and from a single host is controlled by means of a router
operating at a network layer. The single host is a bastion host; a highly-defended and secured
strong-point that (hopefully) can resist attack.
Example: Network Layer Firewall
In Figure 13.5, a network layer firewall called a “screened subnet firewall’’ is represented. In a
screened subnet firewall, access to and from a whole network is controlled by means of a router
operating at a network layer. It is similar to a screened host, except that it is, effectively, a
network of screened hosts.
Figure 13.5: Screened Subnet Firewall

13.3.2 Layer Firewalls
These generally are hosts running proxy servers, which permit no traffic directly between
networks, and which perform elaborate logging and auditing of traffic passing through them.
Since the proxy applications are software components running on the firewall, it is a good place
to do lots of logging and access control. Application layer firewalls can be used as network
address translators, since traffic goes in one “side” and out the other, after having passed through
an application that effectively masks the origin of the initiating connection. Having an application
in the way in some cases may impact performance and may make the firewall less transparent.
Early application layer firewalls such as those built using the TIS firewall toolkit, are not
particularly transparent to end users and may require some training. Modern application layer
firewalls are often fully transparent. Application layer firewalls tend to provide more detailed
audit reports and tend to enforce more conservative security models than network layer firewalls.
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Figure 13.6: Dual Homed Gateway

Notes

Example: Application Layer Firewall
In Figure 13.6, an application layer firewall called a “dual homed gateway’’ is represented. A
dual homed gateway is a highly secured host that runs proxy software. It has two network
interfaces, one on each network, and blocks all traffic passing through it.
The Future of firewalls lies someplace between network layer firewalls and application layer
firewalls. It is likely that network layer firewalls will become increasingly “aware’’ of the
information going through them, and application layer firewalls will become increasingly
“low level’’ and transparent. The end result will be a fast packet-screening system that logs and
audits data as it passes through. Increasingly, firewalls (network and application layer) incorporate
encryption so that they may protect traffic passing between them over the Internet. Firewalls
with end-to-end encryption can be used by organizations with multiple points of Internet
connectivity to use the Internet as a “private backbone’’ without worrying about their data or
passwords being sniffed.

13.3.3 Circuit-Level Firewalls
These applications, which represent the second-generation of firewall technology, monitor TCP
handshaking between packets to make sure a session is legitimate. Traffic is filtered based on
specified session rules and may be restricted to recognized computers only. Circuit-level firewalls
hide the network itself from the outside, which is useful for denying access to intruders. But they
don’t filter individual packets.

13.4 Firewall Configuration
Today’s Internet is a dangerous place for your computer; there’s just no denying it. A few years
ago you could happily go about your business on the web without any form of protection, and
still face only a slim chance of being virus infested, hacked or otherwise interfered with. These
days it’s practically impossible. There are vast amounts of viruses and malware infections
moving through the Internet daily, many of which need no prompting or permission to infect
an unprotected computer.
To prepare yourself for today’s Internet environment, you need the holy trinity of computer
security: effective antivirus/anti-spyware software, regular updates and a firewall.
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Windows XP Firewall Setting
Windows Firewall on XP SP2 machines, open Windows Firewall in Control Panel and select the
Off option on the General tab:

Scenario
To manually allow incoming traffic on TCP port 80 for an XP SP2 machine running as an intranet
web server in a workgroup environment, open Windows Firewall in Control Panel, switch to
the Exceptions tab and click the Add Port button. Then type a descriptive name for the new
exception and specify that TCP port 80 be statically opened for unsolicited inbound traffic:
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Now click OK and your new exception is displayed in the firewall exceptions list:

Notes

Tip: To temporarily disable inbound traffic, clear the checkbox for your new exception.

Using Unattend.txt
In Windows XP Service Pack 2, new sections for Windows Firewall have been added to the
Unattend.txt answer file to allow administrators to configure Windows Firewall during
unattended setup.
Tip: If you want to perform a clean install from CD of Windows XP with Service Pack 2 integrated
into the operating system, see the article called Slipstream SP2 on Neowin.net.

Scenario 1
To disable Windows Firewall on new XP SP2 machines, add the following to your Unattend.txt
file:
[WindowsFirewall]
Profiles = WindowsFirewall.TurnOffFirewall
[WindowsFirewall.TurnOffFirewall]
Mode = 0
How this works is that the Profiles = WindowsFirewall.TurnOffFirewall entry defines a custom
profile for Windows Firewall, while the Mode = 0 entry specifies that this firewall profile is
disabled (value 0). A brief word about Windows Firewall profiles–SP2 includes two default
profiles for Windows Firewall:
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1.

Standard profile: Used by default in workgroup environments (computer not connected
to a domain) and rejects all unsolicited inbound traffic.

2.

Domain profile: Used by default in domain environments and allows exceptions based on
installed Windows XP services and applications.

So by using the sections specified above for your Unattend.txt file, you are defining a custom
profile called TurnOffFirewall that disables Windows Firewall by default regardless of whether
the computer belongs to a workgroup or a domain.

Scenario 2
To allow incoming traffic on TCP port 80 for an XP SP2 machine running as an intranet web
server in a workgroup environment, add the following to your Unattend.txt file:
[WindowsFirewall]
Profiles=WindowsFirewall.Standard
[WindowsFirewall.Standard]
Type = 1
Mode = 1
Exceptions = 1
PortOpenings = WindowsFirewall.WebServer
[WindowsFirewall.WebServer]
Protocol= 6
Port = 80
Name = Web Server (TCP 80)
Mode = 1
Scope = 1
Here the Type = 1 entry defines a standard (non-domain) profile, Mode = 1 means the firewall is
enabled, and Exceptions = 1 allows firewall exceptions. In the [WindowsFirewall.WebServer]
section, the Protocol = 6 entry specifies a TCP port, the Port = 80 entry specifies TCP port 80 for
inbound HTTP traffic, the Name entry specifies a friendly name that is displayed in the exceptions
list, the Mode = 1 entry adds the exception to the list, and the Scope = 1 entry restricts inbound
traffic on TCP port 80 to packets coming from other computers on the local subnet.

Notes You would typically include additional sections and entries to your Unattend.txt
file for configuring things like firewall logging, domain profiles, and so on.

Using Netfw.inf
Another approach to deploying XP SP2 with customized Windows Firewall configurations is to
customize the Netfw.inf file, which defines the default configuration of Windows Firewall
including both the standard and domain profiles. This can be done either after installing XP SP2
or before. If you have already installed XP SP2 on your desktops, you can customize the Netfw.inf
file found in the %windir%\Inf folder on XP SP2 machines, for example as follows:
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1.

Create your custom Netfw.inf file.

2.

Copy your new file over the default Netfw.inf file on each workstation.

3.

Open a command prompt and type netsh firewall reset.

This last step restores an XP SP2 machine to its default firewall configuration, which means the
configuration specified in the machine’s Netfw.inf file.
To customize Netfw.inf prior to installing XP SP2, do the following:
1.

Extract the Netfw.in_file from an XP SP2 Integrated CD image or distribution point.

2.

Customize the Netfw.in_file as desired and sign it.

3.

Replace Netfw.in_ on your XP SP2 Integrated CD image or distribution point with your
customized version.

4.

Deploy XP SP2 in the desired way (e.g. unattended, Sysprep, etc.)

Here is what Netfw.inf (and Netfw.in_) contain by default:
[version]
Signature = “$Windows NT$”
DriverVer = 07/01/2001,5.1.2600.2132
[DefaultInstall]
AddReg=ICF.AddReg.DomainProfile
AddReg=ICF.AddReg.StandardProfile
[ICF.AddReg.DomainProfile]
HKLM,”SYSTEM\CurrentControlSet\Services\SharedAccess\Parameters\FirewallPolicy\DomainProfile\
AuthorizedApplications\List”,”%windir%\system32\sessmgr.exe”,0x00000000,”%windir%\system32
\sessmgr.exe:*:enabled:@xpsp2res.dll,-22019"
[ICF.AddReg.StandardProfile]
HKLM,”SYSTEM\CurrentControlSet\Services\SharedAccess\Parameters\FirewallPolicy\StandardProfile\
AuthorizedApplications\List”,”%windir%\system32\sessmgr.exe”,0x00000000,”%windir%\system32\
sessmgr.exe:*:enabled:@xpsp2res.dll,-22019"
The third and fourth sections describe the domain and standard firewall profiles as described in
Using Unattend.txt above. Let’s now look at how to customize Netfw.inf for our two scenarios.

Scenario 1
To disable Windows Firewall on XP SP2 machines in a domain environment, add the following
entries to the [ICF.AddReg.DomainProfile] section of Netfw.inf:
HKLM,”SYSTEM\CurrentControlSet\Services\SharedAccess\Parameters\FirewallPolicy\
DomainProfile”,”DoNotAllowExceptions”,0x00010001,0
HKLM,”SYSTEM\CurrentControlSet\Services\SharedAccess\Parameters\FirewallPolicy\
DomainProfile”,”EnableFirewall”,0x00010001,0
What these entries do is to add the necessary registry keys to your XP SP2 machines to disable
Windows Firewall when the machines belong to a domain.
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Tip: It’s a good idea to leave the [ICF.AddReg.StandardProfile] unchanged so that the default
firewall configuration for your machines when not joined to a domain is to have Windows
Firewall enabled. This is especially true of machines like laptops that can be removed from the
network.

Scenario 2
To allow incoming traffic on TCP port 80 for an XP SP2 machine running as an intranet web
server in a workgroup environment, add the following entries to the
[ICF.AddReg.StandardProfile] section of Netfw.inf:
HKLM,”SYSTEM\CurrentControlSet\Services\SharedAccess\Parameters\FirewallPolicy\StandardProfile\
GloballyOpenPorts\List”,”80:TCP”,0x00000000,”80:TCP:LocalSubnet:enabled:Web Server (TCP
80)”
This allows unsolicited inbound traffic on TCP port 80 from machines on the local subnet.

Using Netsh
The new netsh firewall context can also be used to configure Windows Firewall. This can be
done either by opening a command prompt on an XP SP2 machine and executing the appropriate
netsh commands, or by creating a batch file of netsh commands and running it from a run-once
script. Here’s how to do this for each scenario:

Scenario 1
To disable Windows Firewall on XP SP2 machines in a domain environment, use the following
command:
netsh firewall set opmode mode=DISABLE profile=DOMAIN

Scenario 2
To allow incoming traffic on TCP port 80 for an XP SP2 machine running as an intranet web
server in a workgroup environment, use the following command:
netsh firewall add portopening protocol=TCP port=80 name=”Web Server (TCP 80)”
mode=ENABLE scope=SUBNET profile=DOMAIN
Once again, this allows unsolicited inbound traffic on TCP port 80 from machines on the local
subnet.

Using Group Policy
Finally, in an Active Directory environment you can use Group Policy to configure Windows
Firewall on your XP SP2 desktops. This involves two steps: first, update your existing Group
Policy Objects (GPOs) with the new Windows Firewall policy settings found in the updated
System.adm template included in XP SP2. This adds a new Windows Firewall folder under
Network Connections in the Administrative Templates portion of Computer Configuration:
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Once you’ve updated your GPOs, you can then configure Windows Firewall by making changes
to the policy settings under Domain Profile (for XP SP2 machines joined to a domain) and
Standard Profile (for machines in a workgroup).

Scenario 1
To disable Windows Firewall on XP SP2 machines in a domain environment, set the following
policy to Disabled:
Computer Configuration
\Administrative Templates
\Network
\Network Connections
\Windows Firewall
\Domain Profile
\Windows Firewall: Protect all network connections

Scenario 2
To allow incoming traffic on TCP port 80 for an XP SP2 machine running as an intranet web
server in a workgroup environment, configure the following policy:
Computer Configuration
\Administrative Templates
\Network
\Network Connections
\Windows Firewall
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\Standard Profile
\Windows Firewall: Define port exceptions
To configure this policy, add the following string to the Show Contents dialog box for the
policy:
80:TCP:localsubnet:enabled:Web Server (TCP 80)

Task Try configuring windows XP firewall setting manually using any of the techniques
described above.

Self Assessment
Fill in the blanks:
5.

…………………………….. provide a more active form of security by either encrypting or
encapsulating data for transmission through an unsecured network.

6.

…………………………………………. firewalls tend to be very fast and tend to be very
transparent to users.

7.

……………………………. firewalls can even permit return traffic from a server which is
not explicitly permitted by the firewall’s ruleset.

8.

………....................... systems are more flexible than rules based systems.

9.

………………………………… firewalls can watch traffic streams from end to end.

13.5 Summary


A firewall is a software program or device that monitors, and sometimes controls, all
transmissions between an organization’s internal network and the Internet.



However large the network, a firewall is typically deployed on the network’s edge to
prevent inappropriate access to data behind the firewall.



The firewall ensures that all communication in both directions conforms to an
organization’s security policy.

13.6 Keywords
Computer Security: It is a technological and managerial procedures applied to computer systems
to ensure the availability, integrity and confidentiality of information managed by the computer
system.
Firewall: It is a dedicated appliance, or software running on another computer, which inspects
network traffic passing through it, and denies or permits passage based on a set of rules.
Proxy Server: It is a server (a computer system or an application program) that services the
requests of its clients by forwarding requests to other servers.
Virtual Private Network (VPN): It is a network that uses a public telecommunication
infrastructure, such as the Internet, to provide remote offices or individual users with secure
access to their organization’s network.
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13.7 Review Questions
1.

How can firewall be implemented?

2.

How firewall controls the traffic flowing in and out of the network?

3.

Describe different types of firewall.

4.

What is VPN?

5.

What is the goal of VPN?

6.

Describe firewall configuration in detail.

7.

Discuss the uses of firewall in network security.

8.

What do you mean by e-mail bombing?

9.

Differentiate between Rule base vs. Policy based firewalls.

10.

Discuss the role of network address translation.

Answers: Self Assessment
1.

False

2.

True

3.

True

4.

True

5.

VPNs

6.

Network layer

7.

Stateful inspection

8.

Policy-based

9.

Stateful

13.8 Further Readings

Books

Managing Enterprise Information Integrity: Security, Control and Audit Issues, IT
Governance Institute.
Risks of Customer Relationship Management: A Security, Control, and Audit Approach,
PricewaterhouseCoopers Llp.
Security, Audit & Control Features PeopleSoft: A Technical and Risk Management
Reference Guide, 2nd Edition, Deloitte Touche Tohmatsu Research Team, ISACA.
William Stallings, Computer Security: Principles and Practice, Prentice Hall, 2008.

LOVELY PROFESSIONAL UNIVERSITY

169

Computer Security

Manmohan Sharma, Lovely Professional University

Notes

Unit 14: Intrusion Detection System and Secure E-mail
CONTENTS
Objectives
Introduction
14.1 Intruders
14.2 Intrusion Prevention System
14.3 Types of Intrusion Prevention System
14.3.1

Host-based

14.3.2

Network-based

14.3.3

Content-based

14.3.4

Rate-based

14.4 Requirements for Effective Prevention
14.5 Intrusion Detection System
14.5.1

Types of Intrusion Detection Systems

14.6 Electronic Mail (e-mail)
14.6.1

Functions of an e-mail

14.6.2

Architecture and Services

14.6.3

Message Formats

14.6.4

Ensuring Network Security

14.6.5

Mechanisms

14.6.6

Email Gateways

14.7 Summary
14.8 Keywords
14.9 Review Questions
14.10 Further Readings

Objectives
After studying this unit, you will be able to:


Understand what are Intruders and their types



Discuss the need and importance of intrusion prevention system



Describe the need and importance of intrusion detection system



Know about E-mail and security aspects relating to e-mail

Introduction
An organization’s initial response to experiencing the insecurity of internetworking is to place
firewalls on entry to their networks. Firewalls completely block access through which no traffic
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should be allowed to pass. In addition, they enforce access control over the ports they leave
open, so that only traffic from allowed IP addresses gets through. For these reasons, firewalls
have proven effective against many types of intrusions.

Notes

Of course, organizations can’t use a firewall to block everything from passing through, as key
business critical applications are require to access external networks and allow access from
outside. Security is always a balance between accessibility and potential vulnerability, and
organization need to keep this balance. Potential attackers will learn to exploit any entry left
open.
Attacks can take many forms and manifest in multiple ways against which the firewall, which is
access control based, are not built to protect. Hybrid attacks, Denial of Service (DoS) attacks,
Distributed Denial of Service (DDoS) attacks and application level attacks and protocol anomalies
get through most firewall deployments.
Some companies deploy Intrusion Detection Systems (IDS), which inspect the network traffic
and report their findings to log files and databases. IDS tools continue to be instrumental in
providing forensics about attacks and in determining over time what segments of the network
become compromised. While IDS’s facilitate record-keeping, an alarm function, and eventual
analysis and remediation, they do not prevent or mitigate damage from malicious attacks in
real-time, like the proverbial horse that bolted.

14.1 Intruders
One of the most publicized threats to security is the intruder generally referred to as a hacker or
cracker. In an important early study of intrusion. Anderson identified three classes of intruders:


Masquerader: An individual who is not authorized to use the computer and who penetrates
a systems’ access controls to exploit a legitimate user’s account.



Misfeasor: A legitimate user who accesses data, programs, or resources for which such
access is not authorized, or who is authorized for such access but misuses his or her
privileges.



Clandestine user: An individual who seizes supervisory control of the system and uses
this control to evade auditing and access controls or to suppress audit collection.

The masquerader is likely to be an outsider the misfeasor generally is an insider and the
clandestine user can be either an outsider or an insider.
Intruder attacks range from the benign to the serious. At the benign end of the scale there are
many people who simply wish to explore internets and see what is out there. At the serious end
are individuals who are attempting to read privileged data perform unauthorized modifications
to data, or disrupt the system.
Benign intruders might be tolerable although they do consume resources and may slow
performance for legitimate users. However, there is no way in advance to know whether an
intruder will be benign or malign. Consequently, even for systems with no particularly sensitive
resources there is a motivation to control this problem.
Intruders attempt to exploit networks in various ways. Some use other computers to launch
attacks. This is done by customizing malicious software to cripple a system. Malware is currently
one of the biggest threats facing computer networks today. Targeted attacks that focus on a
single network are often able to avoid signature detection. Because the malware is designed to
penetrate a certain form of network computer security, it’s likely that no signature exists. This
means that no detection mechanism will be able to identify it whether it’s an anti-virus or
intrusion detection solution. Malicious software can also be hidden from detection through
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polymorphic genetics that constantly change the code, producing a different signature every
time the program is recreated.

14.2 Intrusion Prevention System
An Intrusion Prevention System is a network security device that monitors network and/or
system activities for malicious or unwanted behavior and can react, in real-time, to block or
prevent those activities.
Network-based IPS, for example, will operate in-line to monitor all network traffic for malicious
code or attacks. When an attack is detected, it can drop the offending packets while still allowing
all other traffic to pass. Intrusion prevention technology is considered by some to be an extension
of Intrusion Detection System (IDS) technology. The term “Intrusion Prevention System” was
coined by Andrew Plato who was a technical writer and consultant for *NetworkICE.
Intrusion Prevention Systems (IPSs) evolved in the late 1990s to resolve ambiguities in passive
network monitoring by placing detection systems in-line. Early IPS was IDS that were able to
implement prevention commands to firewalls and access control changes to routers. This
technique fell short operationally for it created a race condition between the IDS and the exploit
as it passed through the control mechanism.

Did u know? Inline IPS can be seen as an improvement upon firewall technologies (snort
inline is integrated into one), IPS can make access control decisions based on application
content, rather than IP address or ports as traditional firewalls had done.

However, in order to improve performance and accuracy of classification mapping, most
IPS use destination port in their signature format. As IPS systems were originally a literal
extension of intrusion detection systems, they continue to be related.
Intrusion prevention systems may also serve secondarily at the host level to deny potentially
malicious activity. There are advantages and disadvantages to host-based IPS compared with
network-based IPS. In many cases, the technologies are thought to be complementary.
An Intrusion Prevention system must also be a very good Intrusion Detection system to enable
a low rate of false positives. Some IPS systems can also prevent yet to be discovered attacks, such
as those caused by a Buffer overflow.
The role of an IPS in a network is often confused with access control and application-layer
firewalls. There are some notable differences in these technologies. While all share similarities,
how they approach network or system security is fundamentally different.
An IPS is typically designed to operate completely invisibly on a network. IPS products do not
typically claim an IP address on the protected network but may respond directly to any traffic in
a variety of ways. (Common IPS responses include dropping packets, resetting connections,
generating alerts, and even quarantining intruders.) While some IPS products have the ability to
implement firewall rules, this is often a mere convenience and not a core function of the product.
Moreover, IPS technology offers deeper insight into network operations providing information
on overly active hosts, bad logons, inappropriate content and many other network and
application layer functions.
Application firewalls are a very different type of technology. An application firewall uses
proxies to perform firewall access control for network and application-layer traffic. Some
application-layer firewalls have the ability to do some IPS-like functions, such as enforcing RFC
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specifications on network traffic. Also, some application layer firewalls have also integrated
IPS-style signatures into their products to provide real-time analysis and blocking of traffic.

Notes

Application firewalls do have IP addresses on their ports and are directly addressable. Moreover,
they use full proxy features to decode and reassemble packets. Not all IPS perform full proxylike processing. Also, application-layer firewalls tend to focus on firewall capabilities, with IPS
capabilities as add-on. While there are numerous similarities between the two technologies,
they are not identical and are not interchangeable.
Unified Threat Management (UTM), or sometimes called “Next Generation Firewalls” are also
a different breed of products entirely. UTM products bring together multiple security capabilities
on to a single platform.
A typical UTM platform will provide firewall, VPN, anti-virus, web filtering, intrusion prevention
and anti-spam capabilities. Some UTM appliances are derived from IPS products such as 3Com’s
X-series products.
Others are derived from a combination with firewall products, such as Juniper’s SSG or Cisco’s
Adaptive Security Appliances (ASA). And still others were derived from the ground up as a UTM
appliance such as Fortinet or Astero. The main feature of a UTM is that it includes multiple
security features on one appliance. IPS is merely one feature.
Access Control is also an entirely different security concept. Access control refers to general
rules allowing hosts, users or applications access to specific parts of a network. Typically, access
control helps organizations segment networks and limit access.
While an IPS has the ability to block access to users, hosts or applications, it does so only when
malicious code has been discovered. As such, IPS does not necessarily serve as an access control
device. While it has some access control abilities, firewalls and Network Access Control (NAC)
technologies are better suited to provide these features.
Figure 14.1: Intrusion Prevention System
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14.3 Types of Intrusion Prevention System
14.3.1 Host-based
A Host-based IPS (HIPS) is one where the intrusion-prevention application is resident on that
specific IP address, usually on a single computer. HIPS compliments traditional finger-printbased and heuristic antivirus detection methods, since it does not need continuous updates to
stay ahead of new malware. As ill-intended code needs to modify the system or other software
residing on the machine to achieve its evil aims, a truly comprehensive HIPS system will notice
some of the resulting changes and prevent the action by default or notify the user for permission.
Extensive use of system resources can be a drawback of existing HIPS, which integrate firewall,
system-level action control and sandboxing into a coordinated detection net, on top of a
traditional AV product.
This extensive protection scheme may be warranted for a laptop computer frequently operating
in untrusted environments (e.g. on cafe or airport Wi-Fi networks), but the heavy defenses may
take their toll on battery life and noticeably impair the generic responsiveness of the computer
as the HIPS protective component and the traditional AV product check each file on a PC to see
if it is malware against a huge blacklist.
Alternatively if HIPS is combined with an AV product utilising whitelisting technology then
there is far less use of system resources as many applications on the PC are trusted (whitelisted).
HIPS as an application then becomes a real alternative to traditional antivirus products.

14.3.2 Network-based
A network-based IPS is one where the IPS application/hardware and any actions taken to prevent
an intrusion on a specific network host(s) is done from a host with another IP address on the
network (This could be on a front-end firewall appliance.).
Network Intrusion Prevention Systems (NIPSs) are purpose-built hardware/software platforms
that are designed to analyze, detect and report on security related events. NIPS are designed to
inspect traffic and based on their configuration or security policy, they can drop malicious
traffic.

14.3.3 Content-based
A Content-based IPS (CBIPS) inspects the content of network packets for unique sequences,
called signatures, to detect and hopefully prevent known types of attack such as worm infections
and hacks.

Protocol Analysis
A key development in IDS/IPS technologies was the use of protocol analyzers. Protocol analyzers
can natively decode application-layer network protocols, like HTTP or FTP. Once the protocols
are fully decoded, the IPS analysis engine can evaluate different parts of the protocol for
anomalous behavior or exploits. For example, the existence of a large binary file in the UserAgent field of an HTTP request would be very unusual and likely an intrusion. A protocol
analyzer could detect this anomalous behavior and instruct the IPS engine to drop the offending
packets.
Not all IPS/IDS engines are full protocol analyzers. Some products rely on simple pattern
recognition techniques to look for known attack patterns. While this can be sufficient in many
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cases, it creates an overall weakness in the detection capabilities. Since many vulnerabilities
have dozens or even hundreds of exploit variants, pattern recognition-based IPS/IDS engines
can be evaded. For example, some pattern recognition engines require hundreds of different
signatures (patterns) to protect against a single vulnerability. This is because they must have a
different pattern for each exploit variant. Protocol analysis-based products can often block
exploits with a single signature that monitors for the specific vulnerability in the network
communications.

Notes

14.3.4 Rate-based
Rate-based IPS (RBIPS) are primarily intended to prevent Denial of Service and Distributed
Denial of Service attacks. They work by monitoring and learning normal network behaviors.
Through real-time traffic monitoring and comparison with stored statistics, RBIPS can identify
abnormal rates for certain types of traffic, e.g. TCP, UDP or ARP packets, connections per second,
packets per connection, packets to specific ports, etc. Attacks are detected when thresholds are
exceeded. The thresholds are dynamically adjusted based on time of day, day of the week, etc.,
drawing on stored traffic statistics.
Unusual but legitimate network traffic patterns may create false alarms. The system’s effectiveness
is related to the granularity of the RBIPS rulebase and the quality of the stored statistics.
Once an attack is detected, various prevention techniques may be used such as rate-limiting
specific attack-related traffic types, source or connection tracking and source-address, port or
protocol filtering (black-listing) or validation (white-listing).

Task Compare different types of intrusion prevention system software.

Implementation Challenges
There are a number of challenges to the implementation of an IPS device that do not have to be
faced when deploying passive-mode IDS products. These challenges all stem from the fact that
the IPS device is designed to work in-line, presenting a potential choke point and single point of
failure.
If a passive IDS fails, the worst that can happen is that some attempted attacks may go undetected.
If an in-line device fails, however, it can seriously impact the performance of the network.
Perhaps latency rises to unacceptable values, or perhaps the device fails closed, in which case
you have a self-inflicted Denial of Service condition on your hands. On the bright side, there will
be no attacks getting through! But that is of little consolation if none of your customers can reach
your e-commerce site.
Even if the IPS device does not fail altogether, it still has the potential to act as a bottleneck,
increasing latency and reducing throughput as it struggles to keep up with up to a Gigabit or
more of network traffic.
Devices using off-the-shelf hardware will certainly struggle to keep up with a heavily loaded
Gigabit network, especially if there is a substantial signature set loaded, and this could be a
major concern for both the network administrator – who could see his carefully crafted network
response times go through the roof when a poorly designed IPS device is placed in-line – as well
as the security administrator, who will have to fight tooth and nail to have the network
administrator allow him to place this unknown quantity amongst his high performance routers
and switches.
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As an integral element of the network fabric, the Network IPS device must perform much like a
network switch. It must meet stringent network performance and reliability requirements as a
prerequisite to deployment, since very few customers are willing to sacrifice network performance
and reliability for security. A NIPS that slows down traffic, stops good traffic, or crashes the
network is of little use.
Dropped packets are also an issue, since if even one of those dropped packets is one of those used
in the exploit data stream it is possible that the entire exploit could be missed.
Most high-end IPS vendors will get around this problem by using custom hardware, populated
with advanced FPGAs and ASICs – indeed, it is necessary to design the product to operate as
much as a switch as an intrusion detection and prevention device.
It is very difficult for any security administrator to be able to characterize the traffic on his
network with a high degree of accuracy. What is the average bandwidth? What are the peaks? Is
the traffic mainly one protocol or a mix? What is the average packet size and level of new
connections established every second – both critical parameters that can have detrimental effects
on some IDS/IPS engines? If your IPS hardware is operating “on the edge”, all of these are
questions that need to be answered as accurately as possible in order to prevent performance
degradation.
Another potential problem is the good old false positive. The bane of the security administrator’s
life (apart from the script kiddie, of course!), the false positive rears its ugly head when an
exploit signature is not crafted carefully enough, such that legitimate traffic can cause it to fire
accidentally. Whilst merely annoying in a passive IDS device, consuming time and effort on the
part of the security administrator, the results can be far more serious and far reaching in an
in-line IPS appliance.
Once again, the result is a self-inflicted Denial of Service condition, as the IPS device first drops
the “offending” packet, and then potentially blocks the entire data flow from the suspected
hacker.
If the traffic that triggered the false positive alert was part of a customer order, you can bet that
the customer will not wait around for long as his entire session is torn down and all subsequent
attempts to reconnect to your e-commerce site (if he decides to bother retrying at all, that is) are
blocked by the well-meaning IPS.
Another potential problem with any Gigabit IPS/IDS product is, by its very nature and capabilities,
the amount of alert data it is likely to generate. On such a busy network, how many alerts will
be generated in one working day? Or even one hour? Even with relatively low alert rates of ten
per second, you are talking about 36,000 alerts every hour. That is 864,000 alerts each and every
day.
The ability to tune the signature set accurately is essential in order to keep the number of alerts
to an absolute minimum. Once the alerts have been raised, however, it then becomes essential
to be able to process them effectively. Advanced alert handling and forensic analysis capabilities
including detailed exploit information and the ability to examine packet contents and data
streams can make or break a Gigabit IDS/IPS product.
Of course, one point in favour of IPS when compared with IDS is that because it is designed to
prevent the attacks rather than just detect and log them, the burden of examining and investigating
the alerts – and especially the problem of rectifying damage done by successful exploits – is
reduced considerably.
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Self Assessment
Fill in the blanks:
1.

…………….. are primarily intended to prevent Denial of Service and Distributed Denial of
Service attacks.

2.

A ………………………. could detect this anomalous behavior and instruct the IPS engine
to drop the offending packets.

3.

A…………….. is one where the intrusion-prevention application is resident on that specific
IP address, usually on a single computer.

4.

……………………….. or sometimes called “Next Generation Firewalls.

5.

……………………….. is a legitimate user who accesses data, programs, or resources for
which such access is not authorized

6.

The …………………………….. intruder can be either an outsider or an insider.

14.4 Requirements for Effective Prevention
Having pointed out the potential pitfalls facing anyone deploying these devices, what features
are we looking for that will help us to avoid such problems?
1.

In-line Operation: Only by operating in-line can an IPS device perform true protection,
discarding all suspect packets immediately and blocking the remainder of that flow.

2.

Reliability and Availability: Should an in-line device fail, it has the potential to close a
vital network path and thus, once again, cause a DoS condition. An extremely low failure
rate is thus very important in order to maximize up-time, and if the worst should happen,
the device should provide the option to fail open or support fail-over to another sensor
operating in a fail-over group. In addition, to reduce downtime for signature and protocol
coverage updates, an IPS must support the ability to receive these updates without requiring
a device re-boot. When operating inline, sensors rebooting across the enterprise effectively
translate into network downtime for the duration of the reboot.

3.

Resilience: As mentioned above, the very minimum that an IPS device should offer in the
way of High Availability is to fail open in the case of system failure or power loss (some
environments may prefer this default condition to be “fail closed” as with a typical firewall,
however – the most flexible products will allow this to be user-configurable). ActiveActive stateful fail-over with cooperating in-line sensors in a fail-over group will ensure
that the IPS device does not become a single point of failure in a critical network deployment.

4.

Low Latency: When a device is placed in-line, it is essential that its impact on overall
network performance is minimal. Packets should be processed quickly enough such that
the overall latency of the device is as close as possible to that offered by a layer 2/3 device
such as a switch, and no more than a typical layer 4 device such as a firewall or loadbalancer.

5.

High Performance: Packet processing rates must be at the rated speed of the device under
real-life traffic conditions, and the device must meet the stated performance with all
signatures enabled. Headroom should be built into the performance capabilities to enable
the device to handle any increases in size of signature packs that may occur over the next
three years. Ideally, the detection engine should be designed in such a way that the number
“signatures” (or “checks”) loaded does not affect the overall performance of the device.
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6.

Unquestionable Detection Accuracy: It is imperative that the quality of the signatures is
beyond question, since false positives can lead to a Denial of Service condition. The user
MUST be able to trust that the IDS is blocking only the user selected malicious traffic. New
signatures should be made available on a regular basis, and applying them should be
quick (applied to all sensors in one operation via a central console) and seamless
(no sensor reboot required).

7.

Fine-grained Granularity and Control: Fine grained granularity is required in terms of
deciding exactly which malicious traffic is blocked. The ability to specify traffic to be
blocked by attack, by policy, or right down to individual host level is vital. In addition, it
may be necessary to only alert on suspicious traffic for further analysis and investigation.

8.

Advanced alert Handling and Forensic Analysis Capabilities: Once the alerts have been
raised at the sensor and passed to a central console, someone has to examine them, correlate
them where necessary, investigate them, and eventually decide on an action. The capabilities
offered by the console in terms of alert viewing (real time and historic) and reporting are
key in determining the effectiveness of the IPS product.

14.5 Intrusion Detection System
Intrusion Detection System (IDS) technology is an important component in designing a secure
environment. It is a type of security management system for computers and networks. An IDS
gathers and analyzes information from various areas within a computer or a network to identify
possible security breaches, which include both intrusions and misuse.
It is software and/or hardware designed to detect unwanted attempts at accessing, manipulating,
and/or disabling of computer systems, mainly through a network, such as the Internet. These
attempts may take the form of attacks, as examples, by crackers, malware and/or disgruntled
employees. An IDS cannot directly detect attacks within properly encrypted traffic.
An intrusion detection system is used to detect several types of malicious behaviors that can
compromise the security and trust of a computer system. This includes network attacks against
vulnerable services, data driven attacks on applications, host based attacks such as privilege
escalation, unauthorized logins and access to sensitive files, and malware (viruses, trojan horses,
and worms).

Notes An IDS can be composed of several components: Sensors which generate security
events, a Console to monitor events and alerts and control the sensors, and a central
Engine that records events logged by the sensors in a database and uses a system of rules
to generate alerts from security events received.
There are several ways to categorize an IDS depending on the type and location of the sensors
and the methodology used by the engine to generate alerts. In many simple IDS implementations
all three components are combined in a single device or appliance.
While there are several types of IDSs, the most common types work the same. They analyze
network traffic and log files for certain patterns. What kind of patterns you may ask? While a
firewall will continually block a hacker from connecting to a network, most firewalls never
alert an administrator.
The administrator may notice if he/she checks the access log of the firewall, but that could be
weeks or even months after the attack. This is where an IDS comes into play. The attempts to pass
through the firewall are logged, and IDS will analyze its log. At some point in the log there will
be a large number of request-reject entries.
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An IDS will flag the events and alert an administrator. The administrator can then see what is
happening right after or even while the attacks are still taking place. This gives an administrator
the advantage of being able to analyze the techniques being used, source of attacks, and methods
used by the hacker.

Notes

Figure 14.2: Intrusion Detection System

14.5.1 Types of Intrusion Detection Systems
In a Network-based Intrusion Detection System (NIDS), the sensors are located at choke points
in network to be monitored, often in the Demilitarized Zone (DMZ) or at network borders. The
sensor captures all network traffic and analyzes the content of individual packets for malicious
traffic.
In systems, PIDS and APIDS are used to monitor the transport and protocols illegal or
inappropriate traffic or constructs of language (say SQL). In a host-based system, the sensor
usually consists of a software agent, which monitors all activity of the host on which it is
installed. Hybrids of these two systems also exist.
1.

A Network Intrusion Detection System (NIDS) is an independent platform which identifies
intrusions by examining network traffic and monitors multiple hosts. Network Intrusion
Detection Systems gain access to network traffic by connecting to a hub, network switch
configured for port mirroring, or network tap. An example of a NIDS is Snort.

2.

A Protocol-based Intrusion Detection System (PIDS) consists of a system or agent that
would typically sit at the front end of a server, monitoring and analyzing the
communication protocol between a connected device (a user/PC or system). For a web
server this would typically monitor the HTTPS protocol stream and understand the HTTP
protocol relative to the web server/system it is trying to protect. Where HTTPS is in use
then this system would need to reside in the “shim” or interface between where HTTPS is
un-encrypted and immediately prior to it entering the Web presentation layer.

3.

An Application Protocol-based Intrusion Detection System (APIDS) consists of a system or
agent that would typically sit within a group of servers, monitoring and analyzing the
communication on application specific protocols. For example; in a web server with database
this would monitor the SQL protocol specific to the middleware/business-login as it
transacts with the database.

4.

A Host-based Intrusion Detection System (HIDS) consists of an agent on a host which
identifies intrusions by analyzing system calls, application logs, file-system modifications
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(binaries, password files, capability/acl databases) and other host activities and state. An
example of a HIDS is OSSEC.
5.

A hybrid intrusion detection system combines two or more approaches. Host agent data
is combined with network information to form a comprehensive view of the network. An
example of a Hybrid IDS is Prelude.

14.6 Electronic Mail (e-mail)
Email is the most widely used application service, which is used by computer users. It differs
from other uses of the networks as network protocols send packets directly to destinations using
timeout and retransmission for individual segments if no acknowledgement returns. However,
in the case of email the system must provide for instances when the remote machine or the
network connection has failed and take some special action. Email applications involve two
aspects:
1.

User-agent (pine, elm, etc.)

2.

Transfer agent (send mail daemon, etc.)

When an email is sent it is the mail transfer agent (MTA) of the source that contacts the MTA of
the destination. The protocol used by the MTA’s on the source and destination side is called
SMTP. SMTP stands for Simple Mail Transfer Protocol. The first e-mail systems: file transfer
protocols plus the convention that the first line of each file contained the recipient’s address.
Complaints:
1.

Inconvenient for sending to a group of people.

2.

Messages had no internal structure, making computer processing difficult.

3.

The originator (sender) never knew if a message arrived or not.

4.

Hard to redirect incoming mails to another address.

5.

Poor integration of the user interface with the transmission system.

6.

Impossible to create and send messages containing a mixture of text, drawing, facsimile,
and voice.

Various new proposals were made for more ambitious e-mail systems. Our discussion of email
will focus on the ARPANET email proposals published as RFC 821 (transmission protocol) and
RFC 822 (message format) as used in the Internet.

14.6.1 Functions of an e-mail
Five basic functions of an e-mail system:
1.

Composition refers to the process of creating message and answers.

2.

Transfer refers to moving messages from the originator to the recipient.

3.

Reporting has to do with telling the originator what happened to the message.

4.

Displaying incoming messages is needed so people can read their email.
(a)

5.

180

Sometimes, conversion may be necessary to make the message suitable for display
on recipient’s terminal or printer.

Disposition is the final step and concerns what the recipient does with the message after
receiving it.
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Advanced Features
1.

Automatical forwarding

2.

Automatical reply

3.

Mailboxs

4.

Distribution list

5.

Registered mail

6.

Others: carbon copies, high-priority mail, secret (encrypted) mail, alternative recipients,
etc.

A key idea in all modern e-mail systems is the distinction between the envelope and its contents.

14.6.2 Architecture and Services
An email system normally consists of two subsystems:
1.

User agents: which allow people to read and send email.

2.

Message transfer agents: which move the messages from the source to the destination.

The User Agent
The user agent is normally a program (e.g., a mail reader) that accepts a variety of commands
that relate to composing, sending, and receiving messages and manipulating mailboxes.

Sending email
To send an email, a user must provide the message, the destination address (normally in DNS
format), and possibly some other parameters (e.g., the priority or security level).
Most email system support mailing lists, so that a user can send the same message to a list of
people with a single command.

Reading email
The user agent program typically starts with looking at the user’s mailbox for incoming mail
before displaying anything on the screen. Then it will announce the number of messages in the
mailbox and wait for a command, as illustrated in Figure 14.3:
Figure 14.3: Sample Inbox Format

#

Flags

1

K

Bytes

2

KA

6348

trudy

Not all Trudys are nasty

3

KF

4519

Amy N. Wong

Request for information

4

1236

bal

Bioinformatics

5

104110

kaashoek

Material on peer-to-peer

6

1223

Frank

Re: Will you review a grant proposal

7

3110

gukio

Our paper has been accepted

8

1204

dmr

Re: My student’s visit

1030

Sender

Subject

asw

Changes to MINIX
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14.6.3 Message Formats
RFC 822
It is an old standard, and does not clearly distinguish envelope from header fields.
In normal usage, the user agent builds a message and passes it to the message transfer agent,
which then uses some of the header fields to construct the actual envelope.
Figure 14.4: RFC 822 Header Fields related to Message Transport

Figure 14.5: Some fields used in RFC 822 Message Format

Header

Meaning

Date:

The date and time the message was sent

Reply-To:

E-mail address to which replies should be sent

Message-Id:

Unique number for referencing this message later

In-Reply-To:

Message-Id of the message to which this is a reply

References:

Other relevant Message-Ids

Keywords:

User-choosen keywords

Subject:

Short summary of the message for the one-line display

14.6.4 Ensuring Network Security
1.

How to ensure that nobody else reads your mail?

2.

How to be sure that the mail has not been seen by someone else in your name?

3.

Integrity i.e. mail has not been tampered with third person?

4.

Non-Reputability- means once I send a mail I cannot deny it, and this fact can be proved to
a third person.

5.

Authentication

14.6.5 Mechanisms
PGP (Pretty Good Privacy)
It uses some cryptography algorithm to crypt the messages. There are two types of PGP namely:
1.
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Symmetric PGP: the key used for encryption and decryption is the same. Example of
Symmetric PGP is DES, IDEA
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2.

Asymmetric PGP: The key used for encryption and decryption is different. Keys come in
pairs - public (known to all) and private. Which everybody has? Usually encryption is
done using public key so that the private key is used for decryption by the receiver only
for which the message is meant.

Notes

Example of Asymmetric PGP is RSA .
Symmetric is usually faster as compared to asymmetric. In asymmetric PGP there is a problem
of key distribution. A hash function is applied on every message so that no two messages hash
to the same value. Now the hash function is encrypted. If the hash function of source and
destination matches then No tampering. If the key for encryption is private then not everybody
can generate the message although anyone can read it. So this scheme lacks privacy tackles the
other security issues.

Privacy Enhanced Mail (PEM)
This is an IETF standard, a result of a group working for a long time. The basic idea is have
privacy by virtue of hierarchical authentication. A receiver trusts the message of the sender
when it is accompanied by a certificate from his trusted authority. These authoritative certificates
are distributed from a group called Internet Policy Registration Authority (IPRA) and Policy
Certificate Authority (PCA). This trusted authority actually certifies the public key sent by
senders. The mode of operation is as follows:
Figure 14.6: Operation of PEM


One difference with PGP is that it doesn’t support compression.

14.6.6 Email Gateways
Mail gateways are also called mail relays, mail bridges and in such systems the senders machine
does not contact the receiver’s machine directly but sends mail across one or more intermediate
machines that forward it on. These intermediate machines are called mail gateways. Mail gateways
are introducing unreliability. Once the sender sends to first intermediate m/c then it discards its
local copy. So failure at an intermediate machine may result in message loss without informing
the sender or the receiver. Mail gateways also introduce delays. Neither the sender nor the
receiver can determine how long the delay will last or where it has been delayed.
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However mail gateways have an advantage providing interoperability i.e. they provide
connections among standard TCP/IP mail systems and other mail systems as well as between
TCP/IP Internets and networks that do not support Internet protocols. So when there is a change
in protocol then the mail gateway helps in translating the mail message from one protocol to
another since it will be designed to understand both.

Notes Email using SMTP works best when both the sender and the receiver are on the
Internet and can support TCP connections between sender and receiver.
Email gateways are needed to enable email exchanges between Internet machines and
non-Internet machines.

Problems
1.

Different addresses.

2.

Different envelope or header fields.

3.

Incompatible email body: e.g.

What should a gateway do with a message from the Internet whose body holds a reference to an
audio file to be obtained by FTP if the destination system does not support this concept?

Final Delivery
What to receive emails from an email server when a user has no capability of sending/receiving
emails directly?
POP3 (Post Office Protocol) is an ASCII protocol that is used for fetching email from a remote
mailbox. It has commands for the user to log in/out, fetch messages, and delete messages.
IMAP (Interactive Mail Access Protocol) was designed to help the user who uses multiple
computers to access emails from the email server (a central repository that can be accessed from
any machine).
DMSP (Distributed Mail System Protocol is part of the PCMAIL. It allows users to download
email from the server to any machine.
Filter tools can be used to check incoming emails and take specified actions.
Vacation daemon program can be used to each incoming email and sends the sender an insipid
reply.

Self Assessment
State whether the following statements are true or false:
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7.

The protocol used by the MTA ‘s on the source and destination side is called SMTP.

8.

An email system normally consists of five subsystems.

9.

Example of symmetric PGP is RSA.

10.

Mail gateways are also called mail relays, mail bridges and are introducing unreliability.

11.

Email gateways are needed to enable email exchanges between Internet machines and
non-Internet machines.
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14.7 Summary


An Intrusion Prevention System is a network security device that monitors network and/
or system activities for malicious or unwanted behavior and can react, in real-time, to
block or prevent those activities.



An IPS is typically designed to operate completely invisibly on a network. IPS can be
categorized in two broad section: host based IPS and network-based IPS.



Intrusion detection system is a type of security management system for computers and
networks. An IDS gathers and analyzes information from various areas within a computer
or a network to identify possible security breaches, which include both intrusions and
misuse.



Intrusion Detection System (IDS) technology is an important component in designing a
secure environment. It is a type of security management system for computers and
networks. An intrusion detection system is used to detect several types of malicious
behaviors that can compromise the security and trust of a computer system. This includes
network attacks against vulnerable services, data driven attacks on applications, host
based attacks such as privilege escalation, unauthorized logins and access to sensitive
files, and malware (viruses, trojan horses, and worms).



Email is the most widely used application service, which is used by computer users. It
differs from other uses of the networks as network protocols send packets directly to
destinations using timeout and retransmission for individual segments if no
acknowledgement returns. However in the case of email the system must provide for
instances when the remote machine or the network connection has failed and take some
special action. Email applications involve two aspects:


User-agent (pine, elm, etc.)



Transfer agent (send mail daemon, etc.)

14.8 Keywords
Access Control: It refers to general rules allowing hosts, users or applications access to specific
parts of a network.
Application Protocol-based Intrusion Detection System: It consists of a system or agent that
would typically sit within a group of servers, monitoring and analyzing the communication on
application specific protocols.
Content-based IPS: It inspects the content of network packets for unique sequences, called
signatures, to detect and hopefully prevent known types of attack such as worm infections and
hacks.
Host-based Intrusion Detection System: It consists of an agent on a host which identifies intrusions
by analyzing system calls, application logs, file-system modifications (binaries, password files,
capability/acl databases) and other host activities and state.
Host-based IPS: It is one where the intrusion-prevention application is resident on that specific
IP address, usually on a single computer.
Hybrid Intrusion Detection System: It combines two or more approaches, like host agent data is
combined with network information to form a comprehensive view of the network.
Intrusion Detection System: It gathers and analyzes information from various areas within a
computer or a network to identify possible security breaches, which include both intrusions and
misuse.
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Intrusion Prevention System: It is a network security device that monitors network and/or
system activities for malicious or unwanted behavior and can react, in real-time, to block or
prevent those activities.
Network Intrusion Detection System: It is an independent platform which identifies intrusions
by examining network traffic and monitors multiple hosts.
Network-based IPS: It is one where the IPS application/hardware and any actions taken to
prevent an intrusion on a specific network host(s) is done from a host with another IP address on
the network (This could be on a front-end firewall appliance.)
Protocol-based Intrusion Detection System: It consists of a system or agent that would typically
sit at the front end of a server, monitoring and analyzing the communication protocol between
a connected device (a user/PC or system).

14.9 Review Questions
1.

What are Intruders and their different types?

2.

Explain the need and importance of intrusion prevention system.

3.

Describe the need and importance of intrusion detection system.

4.

What is an E-mail and its architecture?

5.

Discuss the various security aspects relating to e-mail.

6.

Write short notes on the following:
(a)

PGP

(b)

PEM

(c)

E-mail

(d)

E-mail gateways

(e)

RFC 822

Answers: Self Assessment
1.

Rate-based IPS (RBIPS)

2.

protocol analyzer

3.

Host-based IPS (HIPS)

4.

Unified Threat Management (UTM)

5.

Misfeasor

6.

Clandestine

7.

True

8.

False

9.

False

10.

True

11.

True

14.10 Further Readings

Books

Managing Enterprise Information Integrity: Security, Control and Audit Issues, IT
Governance Institute.
Risks of Customer Relationship Management: A Security, Control, and Audit Approach,
PricewaterhouseCoopers Llp.
Security, Audit & Control Features PeopleSoft: A Technical and Risk Management
Reference Guide, 2nd Edition, Deloitte Touche Tohmatsu Research Team, ISACA.
William Stallings, Computer Security: Principles and Practice, Prentice Hall, 2008.
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